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Thank you for choosing QNAP products! This user manual provides detailed
instructions of using the Turbo NAS (network-attached storage). Please read

carefully and start to enjoy the powerful functions of the Turbo NAS!

e The Turbo NAS is hereafter referred to as the NAS.

e This manual provides the description of all the functions of the Turbo NAS. The
product you purchased may not support certain functions dedicated to specific
models.

Legal Notices
©Copyright 2009-2010. QNAP Systems, Inc. All Rights Reserved.

All the features, functionality, and other product specifications are subject to change
without prior notice or obligation. Information contained herein is subject to
change without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands
and product names referred to are trademarks of their respective holders.

Further, the ® or ™ symbols are not used in the text.

DISCLAIMER

In no event shall the liability of QNAP Systems, Inc. (QNAP) exceed the price paid
for the product from direct, indirect, special, incidental, or consequential software,
or its documentation. QNAP makes no warranty or representation, expressed,
implied, or statutory, with respect to its products or the contents or use of this
documentation and all accompanying software, and specifically disclaims its quality,
performance, merchantability, or fitness for any particular purpose. QNAP
reserves the right to revise or update its products, software, or documentation
without obligation to notify any individual or entity.

Back up your system periodically to avoid any potential data loss. QNAP disclaims

any responsibility of all sorts of data loss or recovery.

Should you return any components of the NAS package for refund or maintenance,
make sure they are carefully packed for shipping. Any form of damages due to

improper packaging will not be compensated.



Regulatory Notice

m FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class B

digital device, pursuant to Part 15 of FCC Rules. These limits are designed to

provide reasonable protection against harmful interference in a residential

installation. This equipment generates, uses, and can radiate radio frequency

energy and, if not installed and used in accordance with the instructions, may cause

harmful interference to radio communications. However, there is no guarantee

that interference will not occur in particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be determined

by turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

° Reorient or relocate the receiving antenna.

° Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

e Consult the dealer or an experienced radio/television technician for help.

The changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.
Shielded interface cables, if any, must be used in order to comply with the emission

limits.

c €CE NOTICE
Class B only.



Symbols in this document

This icon indicates the instructions must be strictly followed.

Warning Failure to do so could result in injury to human body or
death.
I This icon indicates the action may lead to disk clearance or
:-J Caution loss OR failure to follow the instructions could result in data
damage, disk damage, or product damage.
This icon indicates the information provided is important or
o Important related to legal regulations.
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10.
11.

12.

Safety Information and Precautions

The NAS can operate normally in the temperature of 09C-40°C and relative
humidity of 0%-95%. Please make sure the environment is well-ventilated.
The power cord and devices connected to the NAS must provide correct supply
voltage (100W, 90-264V).

Do not place the NAS in direct sunlight or near chemicals. Make sure the
temperature and humidity of the environment are in optimized level.

Unplug the power cord and all the connected cables before cleaning. Wipe the
NAS with a dry towel. Do not use chemical or aerosol to clean the NAS.

Do not place any objects on the NAS for the server’s normal operation and to
avoid overheat.

Use the flat head screws in the product package to lock the hard disk drives
(HDD) in the NAS when installing the HDD for proper operation.

Do not place the NAS near any liquid.

Do not place the NAS on any uneven surface to avoid falling off and damage.
Make sure the voltage is correct in your location when using the NAS. If you
are not sure, please contact the distributor or the local power supply company.
Do not place any object on the power cord.

Do not attempt to repair your NAS in any occasions. Improper disassembly
of the product may expose you to electric shock or other risks. For any
enquiries, please contact the distributor.

The chassis (also known as rack mount) NAS models should only be installed
in the server room and maintained by the authorized server manager or IT
administrator. The server room is locked by key or keycard access and only

certified staff is allowed to enter the server room.

Warning: Danger of explosion if battery is incorrectly replaced. Replace

only with the same or equivalent type recommended by the manufacturer. Dispose

of used batteries according to the manufacturer’s instructions.




Chapter 1 Install the NAS

For the information of hardware installation, see the ‘Quick Installation Guide’ in the

product package.

1.1 Hard Disk Drive Compatibility List

This product works with 2.5-inch/ 3.5-inch SATA hard disk drives (HDD) from major
HDD brands. For the HDD compatibility list, please visit http://www.gnap.com/.

o Important: QNAP disclaims any responsibility for product damage/
malfunction or data loss/ recovery due to misuse or improper installation of hard

disks in any occasions for any reasons.

1
= Caution: Note that if you install a HDD (new or used) which has never been

installed on the NAS before, the HDD will be formatted and partitioned automatically

and all the disk data will be cleared.
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1.2 Check System Status

LED Display & System Status Overview

LED

Colour

LED Status

Description

usB

Blue

Flashes blue
every 0.5 sec

1) A USB device (connected to front
USB port) is detected

2) A USB device (connected to front
USB port) is removed from the NAS

3) The USB device (connected to the
front USB port) is being accessed

4) The data is being copied to or from
the external USB or the eSATA
device

Blue

1) A front USB device is detected
(after the device is mounted)

2) The NAS has finished copying the
data to or from the USB device
connected to the front USB port

Off

No USB device can be detected

eSATA*

Orange

Flashes

The eSATA device is being accessed

Off

No eSATA device can be detected

System
Status

Red/
Green

Flashes green
and red
alternately
every 0.5 sec

1) The HDD on the NAS is being
formatted

2) The NAS is being initialised

3) The system firmware is being
updated

4) RAID rebuilding is in process

5) Online RAID capacity expansion is
in process

6) Online RAID level migration is in
process




Red

1) The HDD is invalid

2) The disk volume has reached its full
capacity

3) The disk volume is going to be full

4) The system fan is out of function
(TS-119 does not support smart
fan.)

5) An error occurs when accessing
(read/write) the disk data

6) A bad sector is detected on the
HDD

7) The NAS is in degraded read-only
mode (2 member HDD fail in a
RAID 5 or RAID 6 configuration, the
disk data can still be read)

8) (Hardware self-test error)

Flashes red
every 0.5 sec

The NAS is in degraded mode (one
member HDD fails in RAID 1, RAID 5
or RAID 6 configuration)

Flashes green

1) The NAS is starting up

System Red/ every 0.5 sac 2) The NAS is not configured
Status Green v e 3) The HDD is not formatted
Green The NAS is ready
Off All the HDD on the NAS are in standby
mode
The disk data is being accessed and a
Flashes red read/ write error occurs during the
process
HDD Red/
Green Red A HDD read/ write error occurs
Flashes green | The disk data is being accessed
Green The HDD can be accessed
Orange The NAS is connected to the network
LAN Orange
Flashes The NAS is being accessed from the
orange network

*TS-210, TS-219, TS-439U-SP/RP, TS-809 Pro, TS-809U-RP do not support eSATA

port.
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Beep Alarm (beep alarm can be disabled in ‘System Tools’ > ‘Hardware Settings’)

Beep sound

No. of Times

Description

Short beep (0.5 sec)

1

1)
2)

3)

4)

The NAS is starting up

The NAS is being shut down
(software shutdown)

The user presses the reset button to
reset the NAS

The system firmware has been
updated

Short beep (0.5 sec)

The NAS data cannot be copied to the
external storage device from the front
USB port

Short beep (0.5 sec),
long beep (1.5 sec)

3, every 5 min

The system fan is out of function
(TS-119 does not support smart fan.)

Long beep (1.5 sec)

1)
2)

3)

4)

The disk volume is going to be full
The disk volume has reached its full
capacity

The HDD on the NAS are in
degraded mode

The user starts HDD rebuilding

1)

2)

The NAS is turned off by force
shutdown (hardware shutdown)
The NAS has been turned on and is
ready

13




Chapter 2

Windows Users

1.

2.

3.

Open My Network Places and find the workgroup of the NAS.
find the server, browse the whole network to search for the NAS. Double

click the name of the NAS for connection.

= Twpe the name of a program, folder, document, or
5 Internet resource, and Windows will open it For vou,

Connect to the NAS

You can connect to the network shares of the NAS by the following means:

b. Use the Run function in Windows. Enter \\NAS name or \\NAS IP

Open: | V| MASEESTET|

¥

[ Ik H Cancel H Browwse,

-]

= Twpe the name of a program, folder, document, or
5 Internet resource, and Windows will open it For vou,

Open: |u159.254.1n|:|.1|:u:||

¥

[ Ik H Cancel H Browse, ., ]

Enter the default administrator name and password.

Default user name: admin

Password: admin

You can upload files to the network shares.

14
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Mac Users
1. Choose 'Go' > 'Connect to Server'.
2. There are two ways to mount a disk:
e AFP: type NAS IP or afp://NAS_IP
e SMB: type smb://NAS_IP or NAS_name
For example, 169.254.100.100 or smb://169.254.100.100
3. Click 'Connect'.

Linux Users

On Linux, run the following command:

mount -t nfs <NAS IP>:/<Network Share Name> <Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link the
network share folder ‘public’ under the /mnt/pub directory, use the following

command:

mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the ‘root’ user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to

your shared files.

15




Access the NAS by web browser on Windows or Mac

1.

You can access the web administration page of the NAS by the following
methods:

a. Use Finder to find the NAS.

b. Open a web browser and enter http://NAS IP:8080

The default NAS IP is 169.254.100.100:8080. If you have configured the NAS
to use DHCP, you can use Finder to check the IP address of the NAS. Make sure
the NAS and the computer that runs Finder are connected to the same subnet.

If you cannot search for the NAS IP, connect the NAS to your computer directly

and run Finder again.

Choose the display language from the drop-down menu on the login page of the
NAS or after you login the NAS.

Standard wiew

16




3. You can browse the NAS UI by the Standard view or the Flow view.

Standard view:

MAP Forum Flaow

WWeb File Manager

Flow view:

ADMINISTRATION

ns, Inc. All rights

17



4. To configure the NAS, click ‘ADMINISTRATION". Enter the administrator name
and password.

Default administrator name: admin

Password: admin

Note that if you login the administration interface with a user account without the

administration right, you can only change your login password.

ADMINISTRATION

5. You can turn on the option 'SSL login’ (Secure Sockets Layer login) to allow
secure connection to the NAS.

Note: If your NAS is placed behind an NAT gateway and you want to access the
NAS by secure login from the Internet, you must open the port 443 on your NAT
and forward this port to the LAN IP of the NAS.

Close | X

User Hame admin
Password esesse
[ Remember user name
[ Remember password
¥ {551 login
[ suBMIT | | CANCEL |

18



Chapter 3 Server Administration

There are 8 sections in the server administration.

if Home «
=] Cweni e

- [ Swstermn Administration

- Digk Management

-1 Access Right Management

- [ Metwork Services

- 1 Applications

- |1 Backup

- ] External Device

- ] Systern Status

Click the triangle icon next to the section name to expand the tree and view the
items listed under each section.

4 i Bystern Administration
EE General Settinns
gl Metwork
o) Hardware
 SECULTY
* Motification
W Power Managerment
3 Metwork Recycle Bin
&, Backup System Settings
" System Loos
W Firmware Lipdate
\& Restoreto Factony Default

19



To use the services such as Web File Manager, Download Station, Multimedia Station,

and Surveillance Station, choose the services from the drop-down menu or click the

icons on the login page.

ADMINISTRATION

right QAP s, Inc. All rights r 3.0.0 build 04137

After you login the NAS, you can click the icons on top of the page to access the

services.

ek File Manager Multimedia Station Lowenload Station Surveillance Station

20



3.1 System Administration

You can configure general system settings, network settings, and hardware settings,
update the firmware, and so on in this section.

Home>> System Administration Welcome admin | Logout
Overview e
453 System Administration System Administration
% General Settings
el Netwark

—
D Hardware | il
e Security 1 E
% Motification
,‘ Power Management General Settings HNetwork Hardware Security

3 Network Recycle Bin
£ Backup System Settings

& Sectem L N i~ ] o
“» System Logs A A } |
W Firmware Update . -/ g

& Restore to Factory Default

(£ Disk Management Notification Power Management Network Recycle Bin Backup System Settings
b (] Access Right Management
[ Metwark Senvices

& (O] Applications B | Tin
P Rackin l:‘ % .
-

| System Logs Firmware Update Restore to Factory Default

21



3.1.1 General Settings

i} Home <«
=] Overview
423 System Administration General Settin gs
EE General Settings
a4 MNetwork
& Hardware
o Security

) Motification

SYSTEM ADMINISTRATION

System Administration

M Power Management Server Name: 4390-PM-Test

3 Metwork Recycle Bin

= System Port: 2080

&, Backup System Setftings
% Svstem Logs

W Firmware Update [~  Enable Secure Connection (S5L)

& Restore to Factory Default

(77 Disk Management Port Number:

(2] Access Right Management

. £ Network Senvices I Force secure connection (SSL) only

> (0] Applications
. 71 Rackun D Note: After enabling the "Force secure connection (SSL) enly” option, the Web Administration can only be connected via hitps

Keyword

3.1.1.1 System Administration

Enter the name of the NAS. The server name supports maximum 14 characters
and can be a combination of the alphabets, numbers, and hyphen (-). The server

name does not accept the names with space, period (.), or names in pure number.

Assign a port for the system management. The default portis 8080. The services
which use this port include: System Management, Web File Manager, Multimedia
Station, and Download Station. If you are not sure about this setting, use the
default port number.

v Enable Secure Connection (SSL)
To allow the users to connect the NAS by https, turn on secure connection (SSL)
and enter the port number. If you turn on the option ‘Force secure connection
(SSL) only’, the users can only connect to the web administration page by https

connection.

22



3.1.1.2 Date and Time

Adjust the date, time, and time zone of the NAS according to your location. If the

settings are incorrect, the following problems may occur:

Date/Time:

When using a web browser to access the server or save a file, the display time
of the action will be incorrect.
The time of the event log displayed will be inconsistent with the actual time

when an action occurs.

Synchronize with an Internet time server automatically

You can turn on this option to synchronize the date and time of the NAS
automatically with specified NTP (Network Time Protocol) server. Enter the IP
address or domain name of the NTP server, for example, time.nist.gov,
time.windows.com. Then enter the time interval for synchronization. This

option can be used only when the NAS is connected to the Internet.

Note: The first time synchronization may take several minutes to complete.

DATE AND TIME

Date and Time

Time Zone: | (GMT+08:00) Taipei v

2010/4/20 = |."| 15 = | :

53-|-|1?v|

R | Date Format: [ Yyyy/MM/DD (%

Setthe servertime the same as your computer time

[~ Synchronize with an internettime server automatically

Server: pool.ntp.org

Time Interval:

23



3.1.1.3 Daylight Saving Time

If your region adopts daylight saving time (DST), you can turn on the option ‘Adjust
system clock automatically for daylight saving time’. Click ‘Apply’. The latest DST
schedule of the time zone you select in the ‘Date and Time’ section will be shown.

The system time will be adjusted automatically according to the DST.

Note that if your region does not adopt DST, the options on this page will not be
available.

| Il || DAVLIGHT SAVING TIME || [ |

Daylight Saving Time
Time Zone: (GMT+08:00) Taipei
Fecent daylight saving time:  Starttime: -
Endtime: --
Offset: - minutes
Adjust system clock automatically for daylight saving time.

[~  Enable customized daylight saving time table.

To enter the daylight saving time table manually, select the option ‘Enable
customized daylight saving time table’. Click ‘Add Daylight Saving Time Data’ and
enter the daylight saving time schedule. Then click ‘Apply’ to save the settings.

W  Adjustsystem clock automatically for daylight saving time.

||7 Enable customized daylight saving time tahle.l

Customized Daylight Saving Time Tables

l\.} Add Daylight Saving Time Data I

d Start Time End Time Offset Action

| @ Delete |

24



3.1.1.4 Language

Select the language the NAS uses to display the files and directories.

Note: All files and directories on the NAS will be created using Unicode encoding.
If the FTP clients or the OS of your PC does not support Unicode, select the

language which is the same as your OS language in order to view the files and
directories on the server properly.

LANGUAGE

Language

Filename Encoding: English b

3.1.1.5 Password Strength

You can specify the password rules. After applying the setting, the NAS will
automatically check the validity of the password.

PASSWORD STRENGTH
Password Strength
[~ 1.The new password contains characters from atleastthree of the following classes: lower case lefters, upper case letters,

digits, and special characters.

[~ 2. Mo characterin the new password may be repeated maore than three times consecutively.

[~ 2 Thenew password must not be the same as the associated username, or the username reversed.
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3.1.2 Network

3.1.2.1 TCP/IP

i. IP Address

You can configure the TCP/IP settings of the NAS on this page. Click the Edit button

( ) to edit the network settings.

For the NAS which supports two LAN ports, you can connect both network interfaces
to two different switches and configure the TCP/IP settings. The NAS will acquire
This is known
When using Finder to detect the NAS IP, the IP of Ethernet 1
will be shown in LAN 1 only and the IP of Ethernet 2 will be shown in LAN 2 only. To

two IP addresses which allow the access from two different subnets.
as multi-IP setting*.

use port trunking mode for dual LAN connection, see section (iii).

* TS-110, TS-119, TS-210, TS-219, and TS-219P provide one Giga LAN port only
therefore do not support dual LAN configuration or port trunking.

= Overview =]

4 5 System Administration Network
I General Setiings
dgd Network | TCP /1P || l
3 Hardware
L Security IP Address
* Notification Interface DHCP  IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit
¥ Power Management Ethernet1 Yes 172.17.2256 2552552540 17217.221 O00:08:98:84:00:31 1000Mbps 1500 @

& Network Recycle Bin

Ethernet2 Yes 192168.1.118 255.255255.0 0000 00:08:9B:8A:00:30  1000Mbps 1500 @

&, Backup System Setting
% Systerm Logs

W Firmware Update

& Restore to Factory Def:
» [C1 Disk Management s
» [2] Access Right Managemer
» [0 Metwork Senices

Default Gateway

Use the settings from:| Ethernet 1 |+

Port Trunking

b ? A??Iicatiuns DD

Port Trunking provides network load balancing and fault tolerance by combining two Ethernet interfaces into one to increase
the bandwidth beyond the limits of any one single interface atthe same time offers the redundancy for higher availability whei
both interfaces are connected to the same switch that supports ‘Port Trunking'.

[~ Enable Network Port Trunking

Selectthe porttrunking mode from below. Please note thatincompatible mode settings might cause the network
interface to hang or affect the overall performance. For more information, please click here

DNS Server:
Primary DNS Server. 172 22 .89
Secondary DNS Server: 0 0
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TCP/IP - Property

Metwork Speed | Auto-negotiation b

o Obtain IP address settings autormatically via DHCF

" Use static IP address
B Address:é' ............................................................................
Subnet Mask; IR5

Default Gateway: 10

Lease Time:

Step 1 of1

On the TCP/IP Property page, configure the following settings:

® Network Speed
Select the network transfer rate according to the network environment to which
the NAS is connected. Select auto negotiation and the NAS will adjust the
transfer rate automatically.

® Obtain the IP address settings automatically via DHCP
If your network supports DHCP, select this option and the NAS will obtain the IP
address and network settings automatically.

® Use static IP address
To use a static IP address for network connection, enter the IP address, subnet
mask, and default gateway.

® Enable DHCP Server
If no DHCP is available on the LAN where the NAS locates, you can turn on this
function to make the NAS a DHCP server. The NAS will allocate dynamic IP
address to the DHCP clients on the LAN.

You can set the range of IP addresses allocated by the DHCP server and the

lease time. The lease time refers to the time that an IP address is leased to the
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clients by the DHCP server. When the lease time expires, the client has to

acquire an IP address from the DHCP server again.

Note: If there is an existing DHCP server on the LAN, do not enable this
function. Otherwise, there will be IP address conflicts and network access

errors.

This option is available to Ethernet 1 only when both LAN ports of the dual LAN

NAS are connected to the network.

ii. Default Gateway
Select the gateway settings to use if you have connected both LAN ports to the
network (dual LAN NAS models only).

Default Gateway

Use the settings from:| Ethernet 1 |

Ethernet 2
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ili. Port Trunking
Applicable to NAS models with two LAN ports only. This feature is not supported
by TS-110, TS-119, TS-210, TS-219, and TS-219P.

The NAS supports port trunking which combines two Ethernet interfaces into one to
increase the bandwidth and offers load balancing and fault tolerance (also known
as failover). Load balancing is a feature which distributes the workload evenly
across two Ethernet interfaces for higher redundancy. Failover is the capability to
switch over to a standby network interface (also known as the slave interface) when
the primary network interface (also known as the master interface) does not

correspond correctly to maintain high availability.

To use port trunking on the NAS, make sure both LAN ports of the NAS are
connected to the same switch and you have configured the settings described in
sections (i) and (ii).

Follow the steps below to configure port trunking on the NAS:
1. Select the option ‘Enable Network Port Trunking’.
2. Choose a port trunking mode from the drop-down menu. The default option

is Active Backup (Failover).

Port Trunking

Fart Trunking provides network load balancing and fault tolerance by combining two Ethernet inter
the bandwidth beyond the limits of any one single interface at the same time offers the redundanc
hroth interfaces are connected to the same switch that supports ‘Port Trunking'.

[ Enable Metwork Fort Trunking

Select the port trunking mode from below. Please note that incompatible made settings mig
interface to hang ar affect the averall performance. For maore information, please click here.

Active Backup(Fail Over) ha

Balance XOR

Broadcast

IEEE 802.3ad

Balznce-tlh (Adaptive Transmit Load Balencing)
Balance-alb (Adaptive Load Balancing)

3. Click ‘Apply’.
4. The Ethernet interfaces will be combined as Ethernet 1+2. Click the Edit

button () to edit the network settings.
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TCP { IP

IP Address
Interface
Ethernet 1+2 Mo

DHCP IP Address

Subnet Mask Gateway MAC Address

Speed MTU Link Edit
108132 2552552540 108121 0003 9B:BE23DA 100Mbps 1500 @

5. After applying the settings, make sure the network cables of the two Ethernet

interfaces are connected to the correct switch and the switch has been

configured to support the port trunking mode selected on the NAS.

Refer to the table below about the port trunking options available on the NAS.

Field

Description

Switch Required

Balance-rr
(Round-Robin)

Round-Robin mode is good for general
purpose load balancing between two
Ethernet interfaces. This mode transmits
packets in sequential order from the first
available slave through the last.
Balance-rr provides load balancing and

fault tolerance.

Supports static
Make

sure static trunking

trunking.

is enabled on the

switch.

Active Backup

Active Backup uses only one Ethernet
interface. It switches to the second
Ethernet interface if the first Ethernet
interface does not work properly. Only
one interface in the bond is active. The
bond’s MAC address is only visible
externally on one port (network adapter)
to avoid confusing the switch. Active

Backup mode provides fault tolerance.

General switches

Balance XOR

Balance XOR balances traffic by splitting
up outgoing packets between the Ethernet
interfaces, using the same one for each
specific destination when possible. It
transmits based on the selected transmit
hash policy. The default policy is a simple
slave count operating on Layer 2 where
the source MAC address is coupled with
destination MAC address. Alternate

transmit policies maybe selected via the

Supports static
Make

sure static trunking

trunking.

is enabled on the

switch.

30




Balance XOR

mode provides load balancing and fault

xmit_hash_policy option.

tolerance.

Broadcast

Broadcast sends traffic on both network
interfaces. This mode provides fault

tolerance.

Supports static
Make
sure static trunking

trunking.

is enabled on the

switch.

IEEE 802.3ad
(Dynamic Link
Aggregation)

Dynamic Link Aggregation uses a complex
algorithm to aggregate adapters by speed
and duplex settings. It utilizes all slaves
in the active aggregator according to the
802.3ad specification. Dynamic Link
Aggregation mode provides load
balancing and fault tolerance but requires
a switch that supports IEEE 802.3ad with

LACP mode properly configured.

Supports 802.3ad
LACP

Balance-tlb
(Adaptive
Transmit Load

Balancing)

Balance-tlb uses channel bonding that
does not require any special switch. The
outgoing traffic is distributed according to
the current load on each Ethernet
interface (computed relative to the
speed). Incoming traffic is received by
If the

receiving Ethernet interface fails, the

the current Ethernet interface.

other slave takes over the MAC address of
the failed receiving slave. Balance-tlb
mode provides load balancing and fault

tolerance.

General switches

Balance-alb
(Adaptive Load
Balancing)

Balance-alb is similar to balance-tlb but
also attempts to redistribute incoming
(receive load balancing) for IPV4 traffic.
This setup does not require any special
The

receive load balancing is achieved by ARP

switch support or configuration.

negotiation sent by the local system on
their way out and overwrites the source

hardware address with the unique

General switches
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hardware address of one of the Ethernet
interfaces in the bond such that different
peers use different hardware address for
the server. This mode provides load

balancing and fault tolerance.
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iv. DNS Server
* Primary DNS Server: Enter the IP address of the primary DNS server.
» Secondary DNS Server: Enter the IP address of the secondary DNS server.

Note:

1. Please contact your ISP or network administrator for the IP address of the
primary and the secondary DNS servers. When the NAS plays the role as a
terminal and needs to perform independent connection, for example, BT
download, you must enter at least one DNS server IP for proper URL connection.

Otherwise, the function may not work properly.
2. If you select to obtain the IP address by DHCP, there is no need to configure the

primary and the secondary DNS servers. In this case, enter '0.0.0.0".

v. Jumbo Frame Settings (MTU)

This feature is not supported by TS-509 Pro, TS-809 Pro, and TS-809U-RP.

‘Jumbo Frames’ refer to the Ethernet frames that are larger than 1500 bytes. Itis
designed to enhance Ethernet networking throughput and reduce the CPU utilization

of large file transfers by enabling more efficient larger payloads per packet.

Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet

that a given layer of a communications protocol can transmit.

The NAS uses standard Ethernet frames: 1500 bytes by default. If your network
appliances support Jumbo Frame setting, select the appropriate MTU value for your
network environment. The NAS supports 4074, 7418, and 9000 bytes for MTU.

Note: The Jumbo Frame setting is valid in Gigabit network environment only. All
the network appliances connected must enable Jumbo Frame and use the same MTU

value.
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3.1.2.2 DDNS

To set up a server on the Internet and enable the users to connect to it easily, a fixed
and easy-to-remember host name is often required. However, if the ISP provides
only dynamic IP address, the IP address of the server will change from time to time
and is difficult to recall. You can enable the DDNS service to solve the problem.

After enabling the DDNS service of the NAS, whenever the NAS restarts or the IP
address is changed, the NAS will notify the DDNS provider immediately to record the
new IP address. When the user tries to connect to the NAS by the host hame, the
DDNS will transfer the recorded IP address to the user.

The NAS supports the DDNS providers: http://www.dyndns.com/,
http://update.ods.org/, http://www.dhs.org/, http://www.dyns.cx/,
http://www.3322.0rg/, http://www.no-ip.com/.

For the information of setting up the DDNS and port forwarding on the NAS, see
Appendix A.

DDHNS

DDHNS Service
After enabling DOMNSE Service, you can connectto this server by domain name.
w Enable Dynamic DMS Service
Select DDMS server: [ wwrw.dyndns.com |
Enter the account information you registered with the DOMNS provider
User Name:
Password:

Host Mame:

[ Checkthe External IP Address Automatically
Current WAN IP: 219856313

Recent DDNS Update Result
Connection IP Last Checked:
Mext Check for Connection IP:
Last DDME Update Time:

Update Server Response:
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3.1.2.3 IPv6

The NAS supports IPv6 connectivity with ‘stateless’ address configurations and
RADVD (Router Advertisement Daemon) for IPv6, RFC 2461 to allow the hosts on
the same subnet to acquire IPv6 addresses from the NAS automatically. The NAS
services which support IPv6 include:

® Remote replication

Web Server

FTP

iSCSI (Virtual disk drives)

SSH (putty)

| I | mve |

IP Address

¥ Enable IPvé
Interface Auto Configuration IPv6 Address Prefix Length Gateway Link Edit

DNS Server:
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To use this function, select the option ‘Enable IPv6’ and click ‘Apply’. The NAS will

restart. After the system restarts, login the IPv6 page again. The settings of the

IPv6 interface will be shown. Click the Edit button () to edit the settings.

* |PyE Auto-Configuration

" Use static IP address

Fixed IP Address:
Prefix Length:
Default Gateway:

[ Enable Router Advertisement Daeman {radwd)

Prefix;

Prefix Lenath:

® IPv6 Auto Configuration

If you have an IPv6-enabled router on the network, select this option to allow
the NAS to acquire the IPv6 address and the configurations automatically.

® Use static IP address
To use a static IP address, enter the IP address (for example,
2001:bc95:1234:5678), prefix length (for example, 64), and the gateway
address for the NAS. You may contact your ISP for the information of the
prefix and the prefix length.
v"  Enable Router Advertisement Daemon (radvd)
To configure the NAS as an IPv6 host and distribute IPv6 addresses to the
local clients which support IPv6, turn on this option and enter the prefix
and prefix length.

® IPv6 DNS server
Enter the preferred DNS server in the upper field and the secondary DNS server
in the lower field. You may contact your ISP or network administrator for the

information. If you select IPv6 auto configuration, leave the fields as *::".
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3.1.3 Hardware

You can set the hardware functions of the NAS.

EE

=] Overview

45 System Administration
% General Settings
g4 Metwark
) Hardware
w SECUrity

% Motification

M Power Management

3 Network Recycle Bin
£} Backup System Settings

-

» System Logs
W Firmware Update

&) Restore to Factory Defa

> (27 Disk Management

> O] Access Right Management

> [ Metwark Services

> |ﬁ Applications | dj

Keyword

Hardware

Hardware

Enable configuration reset switch

Enable hard disk standby mode (if no access within Status LED will be off)

Enable light signal alert when the free size of disk is less than the value:3072 B

1 % 7

Enable alarm buzzer (beep sound for error and warning alert)

<l

Enable write cache (for EXT4)

-

Smart Fan Configuration

Fan Rotation Speed Seﬁings:| Set fan rotation speed manualy |%

f# Lowspeed
¢~ Medium speed

¢~ High speed

® Enable configuration reset switch

When this function is turned on, you can press the reset button for 3 seconds

to reset the administrator password and the system settings to default. The

disk data will be retained.

® Enable hard disk standby mode

When this function is turned on, the HDD enters standby mode if there is no

access within the specified period.

® Enable light signal alert when the free size of SATA disk is less than the value:

The status LED flashes red and green when this function is turned on and the

free space of the SATA HDD is less than the value. The range of the value is

1-51200 MB.

) Enable alarm buzzer

Enable this option and the NAS will sound when an error occurs.

® Enable write cache (for EXT4)

If the disk volume of the NAS is in EXT 4 format, you can gain better write

performance by turning on this option. Note that an unexpected system

shutdown may lead to incomplete data transfer when data write is in process.

This option will be turned off when any of the following services is enabled:

Download Station, MySQL service, user quota, and Surveillance Station. You

are recommended to turn this option off if the NAS is set as a shared storage
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in a virtualized or clustered environment.

® Smart fan configuration

(i) Enable smart fan (recommended)
Select to use the default smart fan settings or define the settings manually.
When the system default settings are selected, the fan rotation speed is
automatically adjusted when the server temperature, CPU temperature,
and HDD temperature meet the criteria. It is recommended to turn on
this option.

(ii) Set fan rotation speed manually

By manually setting the fan rotation speed, the fan rotates at the defined
speed continuously.

Enable warning alert for redundant power supply on the web-based
interface:

If you have installed two power supply units (PSU) on the NAS and connected them
to the power sockets, both PSU will supply the power to the NAS (applied to 1U and
2U models). You can turn on redundant power supply mode in ‘System
Administration’ > ‘Hardware’ to receive warning alert for the redundant power
supply. The NAS will sound and record the error messages in ‘System Logs’ when
the PSU is plugged out or does not correspond correctly.

If you have installed only one PSU on the NAS, you are suggested NOT to enable this
option.

* This function is disabled by default.

Hardware

Hardware

Enahle configuratian reset switch
Enahle hard disk standby mode {if no access within: 30 minutes  » : Status LED will be offy
Enable light signal alert when the free size of disk is less than the value: 23072 ]=]

Enable alarm buzzer (heep sound for error and warning aler)
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3.1.4 Security

3.1.4.1 Security Level

Enter the IP address or network domain from which the connections to this server

are allowed or denied. When the connection of a host server is denied, all the

protocols of that server are not allowed to connect to the local server.

After changing the settings, click ‘Apply’ to save the changes. The network services

will be restarted and current connections to the server will be terminated.

=] Overview

45 System Administration
% General Settings
u MNetwork
3 Hardware
- Security
* Motification
! Power Management
& MNetwork Recycle Bin

£, Backup System Setiings

% System Logs
W Firmware Update

& Restore to Factory Default

[> (£ Disk Management

[> [[] Access Right Management

[ (O Metwork Services
[> (O] Applications
. T Rarkin

=]

Security
| SECURITY LEVEL || [|

Security Level

¢~ High: Allow connections from the list only
¢ Medium: Deny connections from the list
¢ Low: Allow all connections

Enter the IP address or network from which the connections to this server will be allowed or rejected

+'E|

Genre IP address or network domain Time left for IP blocking
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3.1.4.2 Network Access Protection

The network access protection enhances system security and prevents unwanted
intrusion. You can select to block the IP for a certain period of time or forever if the

IP fails to login the server from a particular connection method.

| | | NETWORK ACCESS PROTECTION i [ |

Network Access Protection

¢+ Enable network access protection
W SSH: In , after unsuccessful attempts for , block the IP for
1 | w

= -
Telnet:  In , after unsuccessful atternpts for block the IP for
(et

v

W HTTP{S): In , after unsuccessful atternpts for block the I far m
[0 B In , after unsuccessful attempts for , block the IP for

[T SAMBA In . after unsuccessful attempts for . block the IP for

[— AFP: In | after unsuccessful attermpts for . block the IP for
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3.1.4.3 Import SSL Secure Certificate

The Secure Socket Layer (SSL) is a protocol for encrypted communication between
web servers and browsers for secure data transfer. You can upload a secure
certificate issued by a trusted provider. After you have uploaded a secure
certificate, you can connect to the administration interface by SSL connection and

there will not be any alert or error message. The NAS supports X.509 certificate
and private key only.

| SECURITY LEVEL || NETWORK ACCESS PROTECTION | | IMPORT SSL SECURE CERTIFICATE |

Import S5L Secure Certificate

You can upload a secure certificate issued by a trusted provider After you have uploaded a secure cerificate successfully, you
can access the administration interface by SSL connection and there will not be any alert or error message.

Ifyou upload an incorrect secure certificate, you may not be able to login the server via SEL. To resolve the problem, you can
restore the secure cerificate to default and access the systemn again.

Status: Default secure cerificate being used

Please enter a certificate in X.509PEM format below.
Please enter a certificate or private key in X.509PEM format below.

([ cLear ] [ upoap |
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3.1.5 Notification

3.1.5.1 Configure SMTP Server

The NAS supports email alert to inform you of system errors and warning. To

receive the alert by email, configure the SMTP server.

® SMTP Server: Enter the SMTP server name, for example, smtp.gmail.com.

® Port Number: Enter the port number for the SMTP server. The default port
number is 25.
Sender: Enter the sender information.
Enable SMTP Authentication: When this function is turned on, the system will
request the authentication of the mail server before the message is sent.

® User Name and Password: Enter the login information of your email account,
for example, your Gmail login name and password.

® Use SSL/ TLS secure connection: If the SMTP server supports this function, you
can turn it on.

= Overview
4 £5 System Administration Notification
% General Settings
g MNetwork
3 Hardware

i CONFIGURE SMTP SERVER

w SeCUurity

* Motification

M Fower Management
3 Netwark Recycle Bin Port Mumber: 25
3:3_, Backup System Settings

% System Loas

Configure SMTP Server

SMTP Server: mgil

Sender:

J Firmware Update [~ Enable SMTP Authentication
¥
\& Restore to Factory Default User Mame:
» [C7 Disk Management T
» [0 Access Right Management
. £ Network Services [~ Use SSL/TLS secure connection
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3.1.5.2 Configure SMSC Server

You can configure SMS server settings to send SMS messages from the NAS. The
default SMS service provider is Clickatell. You can add your own SMS service

provider by selecting ‘Add SMS Provider’ from the drop-down menu.

When you select ‘Add SMS service provider’, enter the name of the SMS provider and
the URL template text.

Note: You will not be able to receive the SMS properly if the URL template text

entered does not follow the standard of your SMS service provider.

CONFIGURE SMSC SERVER

Configure SMSC Server
You can configure the SMSC settings to send instant system alerts via the SMS service pravided by the SMS provider.
SMS Service Provider | Clickatell w| hitp:fwww.clickatell.com
[ Enable S5L Connection
SSL Port:

SME Server Login Mame :

93]

M3 Server Login Password :

o

MS Server ARI_ID :
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3.1.5.3 Alert Notification

You can select to receive instant SMS or email alert when a system error or warning

occurs. Enter the email address and mobile phone number to receive the alerts.

Make sure you have entered the correct SMTP server and the SMSC server settings.
If you do not want to receive any alerts, select ‘No alert’ for both settings.

For more information, see Appendix B.

ALERT NOTIFICATION

Alert Notification

When a system event occurs, an alert email/SMS will be sent automatically.

Send system error alert by:
Send systern warning alert by:

E-mail Notification Settings

E-mail address 1:

E-mail address 2:

[ SEND A TEST E-MAIL ]

Mote: The SMTP server must be configured first for alert mail delivery.

SMS Notification Settings

Country Code: Afghanistan (+93) b

Cell Phone MNo. 1: +83

Cell Phone MNo. 2: +83

[ SEND A TEST SMS MESSAGE ]

Mote: You must configure the SMSC server to be ahle to send 2M3 notification properly.
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3.1.6 Power Management

You can restart or shut down the NAS, specify the behaviour of the NAS after a

power recovery, and set the schedule for automatic system power on/ off/ restart

on this page.

Restart/ Shutdown

Restart or shut down the NAS immediately.

If you try to restart or turn off the NAS from the web-based interface or the LCD
panel when a remote replication job is in process, the NAS will prompt you to

ignore the running replication job or not.

Turn on the option ‘Postpone the restart/shutdown schedule when replication
job is in process’ to allow the scheduled system restart or shutdown to be
carried out after a running replication job completes. Otherwise, the NAS will
ignore the running replication job and execute scheduled system restart or

shutdown.

Wake on LAN

Turn on this option to allow the users to power on the NAS remotely by Wake
on LAN. Note that if the power connection is physically removed (in other
words, the power cable is unplugged) when the NAS is turned off, Wake on LAN

will not function whether or not the power supply is reconnected afterwards.

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P,
TS-410, TS-419P, TS-410U, and TS-419U.

Power resumption settings
Configure the NAS to resume to the previous power-on or power-off status,

turn on or remain off when the AC power resumes after a power outage.

Power on/ power off/ restart schedule
You can select every day, weekdays, weekend, or any days of the week and set
the time for automatic system power on, power off, or restart. Weekdays stand
for Monday to Friday; weekend stands for Saturday and Sunday. Up to 15

schedules can be set.
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i Home L
=] Ovenview
4 =5 System Administration

I General settings

&l Network

D Hardware

w Security

* Nofification

A Power Management

& Network Recycle Bin

&, Backup System Settings

% System Logs

0 Firmware Update

Q Restore to Factory Default
> (£ Disk Management

1> (£ Access Right Management
[ (] Metwork Services
[ (] Applications

b\~ Backin ]
® Function Search

Keyword:

Home>> System Administration> > Power Management Welcome ad

Power Management

Restart/ Shutdown

Execute system restart’ shutdown immediately

Configure Wake on LAN
¢~ Enable

¢+ Disable

When the AC power resumes:
% Resume the server to the previous power-on or power-off status.
©° Turn on the server automatically.

" The server should remain off.

Set power on/ power off/ restart schedule
[~ Enable schedule

[~ Postpone the restartshutdown schedule when a replication job is in progress

Shutdown Daily i 0
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3.1.7 Network Recycle Bin

This function enables the files deleted on the shares of the NAS to be removed to
Network Recycle Bin to reserve the files temporarily. To turn on this function, select
the option ‘Enable Network Recycle Bin” and click ‘Apply’. The NAS will create a
network share named ‘Network Recycle Bin’ automatically.

To delete all the files in network recycle bin, click ‘Empty Network Recycle Bin".

EE—

=] overview
4 {7 System Administration
% General Settings
4ad Metwork
& Hardware
- Security
* Motification
M Power Management
& MNetwork Recycle Bin
& Backup System Settings
% System Logs
W Firmware Update
& Restore to Factory Default
» [0 Disk Management
> [0 Access Right Management
> [ Metwork Services
» 771 Annlications

Network Recycle Bin €

Network Recycle Bin

After enabling Network Recycle Bin, all the deleted files on the network folders of the NAS are moved to the "Network Recycle
Bin" network folder,

v Enable Network Recycle Bin

Empty Network Recycle Bin

Click [EMPTY HETWORK RECYCLE BIN] to delete all the files in network recycle bin.
[ EMPTY NETWORK RECYCLE BIN |
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3.1.8 Back up/ Restore Settings

To back up all the settings, including the user accounts, server name, network

configuration and so on, click ‘Backup’ and select to open or save the setting file.

To restore all the settings, click ‘Browse’ to select a previously saved setting file and

click ‘Restore’.

=) Oveniew

4 5 System Administration
I General setings
4 Metwork
3 Hardware
w Security
% Motification
M Power Management
& Metwork Recycle Bin
£, Backup System Settings
% System Logs
W4 Firmware Update
\& Restore to Factory Default
> [£7 Disk Management
[> [C] Access Right Management

Backup/Restore Settings

Backup System Settings

To backup all settings, including user accounts, server name and network configuration etc,, click [BACKUP] and selectto
open or save the setting file.
BACKUP

Restore System Settings

To restore all settings, click [Browse...] to select a previously saved setting file and click [RESTORE] to confirm.

RESTORE

i Browse.. :
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3.1.9 System Logs

3.1.9.1 System Event Logs

The NAS can store 10,000 recent event logs, including warning, error, and

information messages.

If the NAS does not correspond correctly, you can refer to

the event logs for troubleshooting.

Tip: You can right click a log and delete the record.

Cwerview

45 System Administration
% General Seftings
a Metwork
3 Hardware
- SECUTLY
™ Motification
M Power Management
3 Network Recycle Bin
£, Backup System Settings
%, System Logs

Home:>> System Administration: > System Logs Welcome

System Logs

| SYSTEM EVENT LOGS || SYSTEM CONNECTION LOGS || ON-LINE USERS || SYSLOG |

Allevents  |w ie Clear Ji O Sa\rej

@ | 2010-nd-19 | 21:05-309 | Svetemn | 127.0.0.1 localhost | System started.
@ 201 : |rem

Delete this record

127.0.01 localhost System was shut down on Mon &
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3.1.9.2 System Connection Logs

The NAS supports recording HTTP, FTP, Telnet, SSH, AFP, NFS, SAMBA, and iSCSI
connections. Click ‘Options’ to select the connection type to be logged.
The file transfer performance can be slightly affected when this feature is turned on.

Tip: You can right click a log and select to delete the record or block the IP and select
how long the IP should be blocked.

| SYSTEM EVENT LOGS |

SYSTEM CONNECTION LOGS || ON-LINE USERS || SYSLOG |

All events v_J[O Options ]lostup logging ]loclsar “f} Save i

@ | 2009-06-08 16:35:06 e 1| S T
DE|EtE this recard

Thera is 1 event. Dlsplays 10 Add to the black list

Archive logs: Turn on this option to archive the connection logs. The NAS
generates a csv file automatically and saves it to a specified folder when the number
of logs reaches the upper limit.

Connection Type

Selectthe connection type to be logoed.
¥ HTTP W FTP ¥ Telnet ¥ s5H
[~ AFF ¥ samBa ™ iscsl

[~ Whenthe number oflogs reaches 10,000, archive the connection logs and save the file in
the folder:

Odownload »

APPLY CANCEL
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3.1.9.3 On-line Users

The information of the on-line users connecting to the NAS by networking services
is shown on this page.

Tip: You can right click a log and select to disconnect the IP connection and block
the IP.

System Logs 2

| [| || ON-LINE USERS ||

Users | SourcelP | Computername

@ 2010-04-20 15:41:24 TheEn Tl m oA Qdownload
@ 2010-04-20 15:39:40 Add to the block list Qdownload
@ 2010-04-19 21-08:26 Disconnect this connection and block the IP ha Qush

(1] 2010-04-20 15:24:15 admin | 10.8.12.44 | — HTTP Administration
@ 2010-04-20 11:16:52 admin | 10.8.12.43 | — HTTP Administration

There are 5 events.

3.1.9.4 Syslog

Syslog is a standard for forwarding the log messages on an IP network. You can
turn on this option to save the event logs and connection logs to a remote syslog
server.

| I I || svsioe |

Syslog Settings
[+ Enable syslog

You can enahle this option to save the event logs and connection logs to a remote syslog server.

Syslog Server IP:

UDP Port:

Selectthe logs to record
¥ Systern EventLogs

[T systemn Connection Legs (You must enable system cennection logs to use this option.)
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3.1.10 Firmware Update

=] Overview |l
4 =5 System Administration F'irmware Update @
& General Sefiings
e Metwork Firmware Update
3 Hardware
w SEcurity Current firmware version:3.2.0 Build 0416T

| Motfication Before updating system firmware, please make sure the product model and firmware version are correct. Follow the steps

M Power Management below to update firmware:
& Network Recycle Bin
L-:.' Backup System Setings 1. Download the release notes of the same version as the firmware from QMNAP website hitp:/iwww.gnap.com/ Read

the release notes carefully to make sure you need to update the firmware.
b System Logs

J Firmware Update 2. Before updating system firmware, back up all disk data on the server to avoid any potential data loss during system
@ System Reset kil
» [C] Disk Management

(2 Access Right Management

» [C] Network Senvices

=

Click the [Browse...] button to select the correct firmware image for system update. Click the [UPDATE SYSTEM]
button to update the firmware.

Browse.
» [C] Applications
. 71 Rackin D Note: System update may take tens of seconds to several minutes to complete depending on the network connection status
please wait patiently. The system will infarm you when system update is completed

Keyword

UPDATE SYSTEM

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware

version are correct. Follow the steps below to update firmware:

Step 1: Download the release notes of the firmware from the QNAP website

http://www.gnap.com. Read the release notes carefully to make sure you need to

update the firmware.

Step 2: Download the NAS firmware and unzip the IMG file to your computer.

Step 3: Before updating the system firmware, back up all the disk data on the server

to avoid any potential data loss during the system update.

Step 4: Click ‘Browse’ to select the correct firmware image for the system update.
Click ‘Update System’ to update the firmware.

The system update may take tens of seconds to several minutes to complete

depending on the network connection status. Please wait patiently. The NAS will

inform you when the system update has completed.
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http://www.qnap.com/�

Update the system firmware by Finder

You can update the system firmware by QNAP Finder. Select a NAS model and

choose ‘Update Firmware’ from the ‘Tools’ menu.

QHAP Finder

Servers

Connect  Settings ]

Map Netwaork Drive

Restart Server

Shut down Serwver

Remobe wake Up {wake G0 LAN)
Search Mebwork Camera

Update Firmy
Marme er Type | MAC Address |
5L 1 3] 00-EQ-4C-T7-11-A8
MVRACAT 29 1 201 00-08-9B-AC-97-1D
MASHP1014 1 3] 00-08-9B-60-84-FB
MASACEERD 1 409 00-08-9B-AC-8E-60
MASACERCH 1 409 00-08-9B-AC-68-C
[ EGF 0., ! L1304 oy | le-119 00- B- -6F
MACYBETEDFY 10.8.10.251 1.1.0-1110 MAC-300 00-08-9B-67-BD-F9
IT-T5201 10810100 2.8.0 T8-201 00-08-9B-8A-7 3-A1
IT-804 1081017 2.1.1(0123T) TE-809 00-08-9B-8C-98-547
Connect Configure Details Refresh Exit

Login the NAS as a user with administrator access right.

Login Administrator [NASBCIEGF]

Administrator Mame |admin

|

Administrator Password

] Cancel
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Browse and select the firmware for the NAS. Click ‘Start’ to update the system.

Update Firmware

Select the system firmware to be installed or updated to the system hard disk.

Path of systemn firrmware image file:

ChADocuments and SettingS\Administratnr\Desktup\TS-119_20090313-2.1.4.ij Browse... |
Firrrweare Model: TS-119, Yersion: 2.1.4.

Server Marne Model Mame | Wersion MAC Address Pro... | Status
MNASECIERF TS-119 2.1.3(0305T) 00-08-5B-3C-3E-BF
<

|

v Update all the servers with the same model number within the netwark

Start Cancel

Note: You can use Finder to update all the servers of the same model on the same
local network at the same time. Make sure you have administrator access to all the
servers you want to update.
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3.1.11 Restore to Factory Default

To reset all the settings to default, click ‘RESET".

1
"') Caution: When you press ‘RESET’ on this page, all the disk data, user
accounts, network shares, and system settings are cleared and restored to default.

Make sure you have backed up all the important data and system settings before
resetting the NAS.

f Home

=] Oveniew
4 €3 System Administration Restore to Factory Default
% General Seflings
4ad Netwark
3 Hardware
w Security To reset all settings te default, click [RESET].
% Notification

M Power klanagement

Restore to Factory Default

Caution: When you press [RESET] on this page, all drive data, user accounts, network shares and system settings are
cleared and restored to default. Please make sure you have backed up all the important data and system settings

3 Network Recycle Bin
e TR 4 befare resetting the NAS.

£ Backup System Settings
RESET

% System Logs

W Firmware Update

\& Restore to Factory Default
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3.2 Disk Management

e r
= Overview
(] System Administration Disk Man agement

4 = Digk Management
22 Volume Management

M RAID Management IS E =
{2 HDD SUART =

¥ Encrypted File System

@;)

s g og) Volume Management RAID Management HDD SMART Encrypted File System
&2 Virtual Disk
(Z7 Access Right Management i
(C1 Metwork Senices "S‘;%ESI
> [ Applications e
(27 Backup -
> (I Extenal Device ISCSI Virtual Disk

3.2.1 Volume Management

This page shows the model, size, and current status of the HDD on the NAS. You
can format and check the HDD, and scan bad blocks on the HDD. When the HDD
has been formatted, the NAS will create the following default share folders:
Public: Share folder for file sharing by everyone

Qdownload/ Download*: The default share folder for Download Station.
Qmultimedia/ Multimedia*: The default share folder for Multimedia Station.
Qusb/ Usb*: The default share folder for data copy function via the USB ports.
Qweb/ Web*: The default share folder for Web Server.

Qrecordings/ Recordings*: The default share folder for Surveillance Station.

AN N N N YR

*TS-259/ TS-459/ TS-659/ TS-859 series only.

Note: The default share folders are created on the first disk volume and the

directory cannot be changed.
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Home>> Disk Management>> Volume Management

Welcome admin | Logout

English

Oveniew
[ (27 System Administration
45 Disk Management
43 Volume Management
3£ RAID Management
&4 HOD SMART
¥ Encrypted File System
= isCs|
& virtual Disk
[ £ Access Right Management
[ [ Metwork Services
7 Applications

Volume Management

Single Disk Volume
Create single diskvolume(s)

JBOD Linear Disk Volume
Create one linear disk volume

RAID 1 Mirroring Disk
Volume
Create mirroring disk volume(s).

&y )

RAID 5 Disk Volume
Combine 3 or more disks to
disk volume with data
on (1 failed diskis

™

2

RAID 0 Striping Disk Volume
Create one striping disk volume

RAID 6 Disk Volume
Combine 4 or mare disks to
create a disk volume with data
protection (2 failed disks are

allowed).
& £ Backup
» (3 External Device Current Disk Volume Configuration: Physical Disks
> 7 System Status
~ = Bad Blocks SMART
Disk Model Capacity Status i Kormmaiiny
Drive 1 WDC WD7500AADS-22M2B01.0 698.64 GB Ready SCAN NOW GOOD
Drive 2 = = Mo Disk SCAN NOW =
Keyword:
Drive 3 = = Mo Disk SCAN NOW =
Drive 4 = = Mo Disk SCAN NOW =

Volume

File System

Current Disk Volume Configuration: Logical Volumes

Total Size

Free Size

Note that if you are geing to install a hard drive (new or used) which has never been installed on the NAS befare, the hard drive will be formatted and
partitioned automatically and all the disk data will be cleared

Status

Single Disk: Drive 1

EXT4

686.20 GB

685.76 GB

Ready

Disk Configuration

Applied NAS Models

Single disk volume

All models

RAID 1, JBOD (just a bunch of disks)

2-bay models or above

RAID 5, RAID 6, RAID 5+hot spare

4-bay models or above

RAID 6+hot spare

5-bay models or above
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Single Disk Volume

Each HDD is used as a standalone disk.
If a HDD is damaged, all the data will
be lost.

JBOD (Just a bunch of disks)
JBOD is a collection of HDD that does
not offer any RAID protection. The
data are written to the physical disks
sequentially. The total storage
capacity equals to the sum of the
capacity of all member HDD.

JBOD

0

Disk 1 Disk 2

RAID O Striping Disk Volume
RAID O (striping disk) combines 2 or

more HDD into one larger volume. The

RAIDO
striping

data is written to the HDD without any
BI kA3 EII kA4

parity information and no redundancy is

offered. The disk capacity equals the

. . Disk 1 Disk 2

number of HDD in the array times the

size of the smallest HDD.

RAID 1 Mirroring Disk Volume RAID 1

mirroring

RAID 1 duplicates the data between two
HDD to provide disk mirroring. To

create a RAID 1 array, a minimum of 2
. Block A2 Block A2
HDD are required. -
ock A3 Block A3

Disk 1 Disk 2

The data are striped across all the HDD
in a RAID 5 array. The parity
information is distributed and stored
across each HDD. If a member HDD
fails, the array enters degraded mode.

After installing a new HDD to replace
the failed one, the data can be rebuilt
from other member drives that contain
the parity information.

To create a RAID 5 disk volume, a

parity across disks

Block Al
Block B1

d(EEUS

Disk 1

Block AZ Block A3
U w,
Block D1 Block D2
Disk 2 Disk 3

Disk 4
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minimum of 3 HDD are required.

The storage capacity of a RAID 5 array
equals (N-1). N is the total number of

HDD members in the array.

RAID 6 Disk Volume

The data are striped across all the HDD
in a RAID 6 array. RAID 6 differs from
RAID 5 that a second set of parity
information is stored across the

It
tolerates failure of two drives HDD.

member drives in the array.

To create a RAID 6 disk volume, a
minimum of 4 hard disks are required.
The storage capacity of a RAID 6 array
equals (N-2). N is the total number of

HDD members in the array.

RAID 6

parity across disks

oiock 2 A Pary Ag,

w Block D1 Block D2 w

Disk 1 Disk 2 Disk 3 Disk 4

Block B2

=
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3.2.2 RAID Management

*Online RAID capacity expansion, online RAID level migration, and RAID recovery

are not supported by one-bay NAS models and TS-210.

You can perform RAID capacity expansion (RAID 1/ 5/ 6), RAID level migration
(single disk/ RAID 1/ RAID 5), or configure the spare HDD (RAID 5/ 6) with the data

retained.

Bitmap improves the time for RAID rebuilding after an unexpected error, or
removing or re-adding a member HDD of the RAID configuration. If an array has
a bitmap, the member HDD can be removed and re-added and only blocks changes

since the removal (as recorded in the bitmap) will be re-synchronized.

Note: Bitmap support is only available for RAID 1, 5, and 6.

RAID Recovery: When the NAS is configured as RAID 5 (or RAID 6) and 2 (or 3)
HDD are uplugged from the server accidentally, you can plug in the same HDD into
the same drive slots and click ‘Recover’ to recover the volume status from *Not

active’ to ‘Degraded mode’.

If the disk volume is configured as RAID 0 or JBOD and one or more of the HDD
members are disconnected, you can use this function to recover the volume status
from *Not active’ to ‘Normal’. The disk volume can be used normally after

successful recovery.

Note: If the disconnected drive member is damaged, the RAID recovery function

will not work.

For more information about online RAID capacity expansion and online RAID level

migration, see Appendix C.
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RAID Management

This function enahles capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Note: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function.

Current Disk Volume Configuration

Volume

Total Size Bitmap

Status

Description

t« Mirroring Disk Volume: Drive 12

456.98 GB Yes

Ready

The operation({s) you can execute:
- Expand capacity

ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE RECOVER

For detailed instructions, please click here.

RAID Level | Standard QNAP RAID 5 Standard | QNAP RAID 6
RAID 5 RAID 6

RAID Status

Degraded mode | N-1 N-1 N-1 & N-2 | N-1 & N-2

Read Only N/A N-1, bad blocks | N/A N-2, bad blocks

Protection (for found in the found in the

immediate data surviving HDD surviving HDD of

backup & HDD of the array. the array.
replacement)

RAID Recovery N/A If re-plugging in | N/A If re- plugging in all

(RAID Status: all original HDD original HDD to the

Not Active) to the NAS and NAS and they can
they can be be spun up,
spun up, identified,
identified, accessed, and the
accessed, and HDD superblock is
the HDD not damaged).
superblock is
not damaged.

RAID Crash N-2 N-2 failed HDD | N-3 N-3 and any of the
and any of the remaining HDD
remaining HDD cannot be spun up/
cannot be spun identified/
up/ identified/ accessed.
accessed.

N = Number of hard disk drives (HDD) in the array
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The NAS supports the following actions according to the number of HDD and disk

configurations supported.

Please refer to the following table for the details.

Original Disk New Disk

Configuration No. of New HDD Action Configuration *

* No. of HDD No. of HDD
RAID 5 * 3 1 Add HDD member RAID 5 * 4
RAID 5 * 3 2 Add HDD member RAID 5 * 5
RAID 5 * 3 3 Add HDD member RAID 5 * 6
RAID 5 * 3 4 Add HDD member RAID 5 * 7
RAID 5 * 3 5 Add HDD member RAID 5 * 8
RAID 5 * 4 1 Add HDD member RAID 5 * 5
RAID 5 * 4 2 Add HDD member RAID 5 * 6
RAID 5 * 4 3 Add HDD member RAID 5 * 7
RAID 5 * 4 4 Add HDD member RAID 5 * 8
RAID 5 * 5 1 Add HDD member RAID 5 * 6
RAID 5 * 5 2 Add HDD member RAID 5 * 7
RAID 5 * 5 3 Add HDD member RAID 5 * 8
RAID 5 * 6 1 Add HDD member RAID 5 * 7
RAID 5 * 6 2 Add HDD member RAID 5 * 8
RAID 5 * 7 1 Add HDD member RAID 5 * 8
RAID 6 * 4 1 Add HDD member RAID 6 * 5
RAID 6 * 4 2 Add HDD member RAID 6 * 6
RAID 6 * 4 3 Add HDD member RAID 6 * 7
RAID 6 * 4 4 Add HDD member RAID 6 * 8
RAID 6 * 5 1 Add HDD member RAID 6 * 6
RAID 6 * 5 2 Add HDD member RAID 6 * 7
RAID 6 * 5 3 Add HDD member RAID 6 * 8
RAID 6 * 6 1 Add HDD member RAID 6 * 7
RAID 6 * 6 2 Add HDD member RAID 6 * 8
RAID 6 * 7 1 Add HDD member RAID 6 * 8
RAID 1 * 2 1 Online RAID RAID 1 * 2

capacity expansion
RAID 5 * 3 1 Online RAID RAID 5 * 3
capacity expansion

RAID 5 * 4 1 Online RAID RAID 5 * 4

capacity expansion
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Online RAID

RAID 5 * 5 ) ] RAID 5 * 5
capacity expansion
Online RAID
RAID 5 * 6 ) ] RAID 5 * 6
capacity expansion
Online RAID
RAID 5 * 7 RAID 5 * 7
capacity expansion
Online RAID
RAID 5 * 8 ] _ RAID 5 * 8
capacity expansion
Online RAID
RAID 6 * 4 ] _ RAID 6 * 4
capacity expansion
Online RAID
RAID 6 * 5 ] ] RAID 6 * 5
capacity expansion
Online RAID
RAID 6 * 6 ] ] RAID 6 * 6
capacity expansion
Online RAID
RAID 6 * 7 ] _ RAID 6 * 7
capacity expansion
Online RAID
RAID 6 * 8 ] ] RAID 6 * 8
capacity expansion
Online RAID level
Single * 1 _ ) RAID 1 * 2
migration
Online RAID level
Single * 1 _ ) RAID 5 * 3
migration
Online RAID level
Single * 1 , ) RAID 5 * 4
migration
Online RAID level
Single * 1 ) ) RAID 5 * 5
migration
Online RAID level
Single * 1 _ ) RAID 5 * 6
migration
Online RAID level
Single * 1 _ ) RAID 5 * 7
migration
Online RAID level
Single * 1 _ ) RAID 5 * 8
migration
Online RAID level
Single * 1 _ ) RAID 6 * 4
migration
Online RAID level
Single * 1 _ ) RAID 6 * 5
migration
Online RAID level
Single * 1 , ) RAID 6 * 6
migration
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Online RAID level

Single * 1 ) ) RAID 6 * 7
migration
Online RAID level
Single * 1 ) ) RAID 6 * 8
migration
Online RAID level
RAID 1 * 2 ) ) RAID 5 * 3
migration
Online RAID level
RAID 1 * 2 ) ) RAID 5 * 4
migration
Online RAID level
RAID 1 * 2 ) ) RAID 5 * 5
migration
Online RAID level
RAID 1 * 2 ) ) RAID 5 * 6
migration
Online RAID level
RAID 1 * 2 RAID 5 * 7
migration
Online RAID level
RAID 1 * 2 ) ) RAID 5 * 8
migration
Online RAID level
RAID 1 * 2 ) ) RAID 6 * 4
migration
Online RAID level
RAID 1 * 2 ) ) RAID 6 * 5
migration
Online RAID level
RAID 1 * 2 ) ) RAID 6 * 6
migration
Online RAID level
RAID 1 * 2 ) ) RAID 6 * 7
migration
Online RAID level
RAID 1 * 2 ) ) RAID 6 * 8
migration
Online RAID level
RAID 5 * 3 ) ) RAID 6 * 4
migration
Online RAID level
RAID 5 * 3 ) ) RAID 6 * 5
migration
Online RAID level
RAID 5 * 3 ) ) RAID 6 * 6
migration
Online RAID level
RAID 5 * 3 ) ) RAID 6 * 7
migration
Online RAID level
RAID 5 * 3 ) ) RAID 6 * 8
migration

64




3.2.3 HDD SMART

You can monitor the HDD health, temperature, and the usage status by HDD

S.M.A.R.T. (Self-Monitoring Analysis and Reporting Technology).

You can view the following information of each HDD on the NAS.

Field Description
Summary Display the HDD S.M.A.R.T. summary and the latest test result.
Hard disk Display the HDD details, for example, model, serial number,
information HDD capacity.
SMART Display the HDD S.M.A.R.T. information. Any items that the
information values are lower than the threshold are regarded as abnormal.
Test Perform quick or complete HDD S.M.A.R.T. test.
Settings Configure temperature alarm. When the HDD temperature is
over the preset values, the NAS records the error logs.
You can also set the quick and complete test schedule. The
latest test result is shown on the Summary page.

- [ZJ Systern Administration
45 Disk Management

&2 Volume Management
¥ RAID Management
{j‘; HDD SMART
% Encrypted File System
"' iscsl
,‘g Virtual Disk

- [C] Access Right Management

» [ZJ Network Senvices

- [ Applications

(27 Backup
- [Z] Exernal Device
- 2] System Status

HDD SMART a

Wanitor hard disk health, temperature, and usage status by the hard disk S.M.AR.T. mechanism

Select Hard Disk | Disk 1 ]

SUMMARY
Summary
Good Hard Disk Model WDC WD50024BYS-02B1802.0
Mo errors were detected on the Drive Capacity 48576 GB
hard disk. Your hard disk should be Hard Drive Health Good

operating properly. :
Hard Drive Temperature 45 [oc v

Test Time

Test Result Mot tested
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3.2.4 Encrypted File System

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410,
TS-419P, TS-410U, and TS-419U.

You can manage the encrypted disk volumes on the NAS on this page. Each
encrypted disk volume is locked by a particular key. The encrypted volume can be
unlocked by the following methods:

- Encryption Password: Enter the encryption password to unlock the disk volume.
The default password is ‘admin’. The password must be 8-16 characters long.
Symbols (! @ # $ % ™ & * ( )_+ = ?) are supported.

- Encryption Key File: You can upload the encryption file to the server to unlock

the disk volume. The key can be downloaded from ‘Encryption Key

Management’ page after you have unlocked the disk volume successfully.

The data encryption functions may not be available in accordance to the legislative

restrictions of some countries.

Encryption Key Management

Volume Total Size Status Action

RAID 5 Disk Volume: Drive 12 3 45552 GB Unlocked | ENCRYPTION KEY MANAGEMENT |
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3.2.5 iSCsI

The NAS supports built-in iSCSI service for server clustering and virtualized

environments.

3.2.5.1 iSCSI Target

The NAS supports built-in iSCSI service. To use this function, follow the steps

below:

[

Install an iSCSI initiator on your computer (Windows PC, Mac, or Linux).

2. Enable iSCSI Target Service on the NAS and create a new iSCSI target.

3. Run the iSCSI initiator and connect to the iSCSI target (NAS).

4. After successful logon, format the iSCSI target (disk volume). You can start to

use the disk volume on the NAS as a virtual drive on your computer.

In between the relationship of your computer and the storage device, your
computer is called an initiator because it initiates the connection to the device,

which is called a target.

Note: It is suggested NOT to connect to the same iSCSI target with two different
clients (iSCSI initiators) at the same time, because this may lead to data damage

or disk damage.
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The description below applies to non Intel-based NAS or Intel-based NAS
models running firmware prior to version 3.2.0 only.

Non Intel-based NAS refers to TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410,
TS-419P, TS-410U, TS-419U. Intel-based NAS refers to TS-239 Pro, TS-239 Pro II,
TS-259 Pro, SS-439 Pro, TS-439 Pro, TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro,
TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro,
TS-809 Pro, and TS-809U-RP.

Follow the steps below to create iSCSI targets and LUN on the NAS.

A logical unit number (LUN) will be created for each iSCSI target you create. A
maximum of 4 targets and 4 LUNs can be created.

Under the tab 'iISCSI TARGET LIST’, click ‘Create New iSCSI Target’.

% Home
=] overiew
1 £ System Administration '|SCS[ Conﬁguration

a5 Disk Management
L2 Volume Management ‘ | ‘ ISCSI TARGET LIST
3 RAID Management
24 HDD SMART
eriscsl
& virtual Disk & Create New iSCSI Target
[> (£ Access Right Management
[ (£ Network Services
> (£ Applications
I+ [CJ Backup
[+ (O External Device
I [ZJ System Status

iSCSI Target List
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Enter the information required. Specify the target name. Specify the volume on
which the iSCSI target will be created on and the size of the target, also whether
or not to pre-allocate the disk space.

Create New iSCSI Target

iSCSI Target Profile

Target Mame: ‘mytarget

iSCSl Target IGN: ign.2004-04 com.gqnap:ts-21%iscsi.mytarget. 3cdd00

iSCSI Target LUN

[ Allocate the disk space now®

Volume: |Single Disk: Drive 1 v Free Size:813GB

.........................

Capacity: 10 GB
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Enter the CHAP authentication settings (optional) if your NAS is located on a public

or untrusted network.

If you enter the user name and password settings under
‘CHAP’ only, only the iSCSI target authenticates the initiator.

In other words, the

initiators have to enter the user name password to connect to the target.

Mutual CHAP: Turn on this option for two-way authentication between the iSCSI

target and the initiator.

The target authenticates the initiator using the first set of

user name and password. The initiator authenticates the target using the ‘Mutual

CHAP’ settings.

Field

User name limitation

Password limitation

CHAP

authentication

® The only valid characters are
0-9, a-z, A-Z

® Maximum length: 256

® The only valid characters are
0-9, a-z, A-Z
® Maximum length: 12-16

characters characters
Mutual CHAP ® The only valid characters are | ® The only valid characters are
0-9, a-z, A-Z, : (colon), . 0-9, a-z, A-Z, : (colon), .
(dot), and - (dash) (dot), and - (dash)
® Maximum length: 12-16 ® Maximum length: 12-16
characters characters
Type
i+ Mone
o CHAP
User Mame: (A~Z a~z 0~8)
Fassword (A~Z, a~z, 0~9)
Re-enter Password:
[~ Mutual CHAP
Initiator Mame: (A~Z a~z, 0~8)
FPassword (A~Z, a~z, 0~9)

Fe-enter Passwaord:

CRC/Checksum (optional)

[~ DataDigest

[~ Header Digest
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Upon successful creation the iSCSI target will be shown on the iSCSI Target List.

iSCSI Configuration

| 1SCST TARGET || 1scs1TARGET LIST |

i5CSI Target List

£ Create New ISCSI Target

iqn.2004-04. com.qnap:is-219iscsi.mytarget 8cdd00 10.00 GB offline @

Select the option ‘Enable iSCSI Target Service’ under the tab 'iSCSI TARGET' and
click *Apply’. The iSCSI target will become ready.

| PORTAL MANAGEMENT | | ”'I'ARGET MANAGEMENT |

iSCSI Portal

.7 Enable iSCSI Target Servicel

iSCSI Service Port: 3

[~ Enable iSNS

ISMS Server IP:
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The description below applies to Intel-based NAS models running firmware

version 3.2.0 or later only.

Intel-based NAS refers to TS-239 Pro, TS-239 Pro II, TS-259 Pro, SS-439 Pro,
TS-439 Pro, TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509
Pro, TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

A maximum of 256 iSCSI targets and LUNs can be created. For example, if you
create 100 targets on the NAS, the maximum number of LUNs you can create is 156.

Multiple LUNs can be created for each target. However, the maximum number of
concurrent connections to the iSCSI targets supported by the NAS varies depending
on your network infrastructure and the application performance. Too many

concurrent connections may slow down the performance of the NAS.

Follow the steps below to configure the iSCSI target service on the NAS.
1. Under the ‘Portal Management’ tab enable iSCSI target service. Apply the

settings.

iSCSI Configuration

PORTAL MANAGEMENT

iSCSI Portal

v Enable iSCSI Target Service
i3Csl 2emvice Part: 3260
™~ Enable iSNS

ISNS Server IP:

2. Next, go to the ‘Target Management’ tab and create iSCSI targets on the NAS.
If you have not created any iSCSI targets, the Quick Installation Wizard will show
up and prompt you to create iSCSI targets and LUN (Logical unit number). Click
‘OK".
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3. Select to create an iSCSI target with a mapped LUN, an iSCSI target only, or an
iSCSI LUN only. Click ‘Next".

Quick Configuration Wizard

QNAP

TURBDO MAS

iSCSI Quick Configuration Wizard

| weant to create

[ {=Te1=] Target with a mapped LLIN
" |SCS Target anly
7 iSCEILUN only

4. Create iSCSI target with a mapped LUN:

Click *Next".

iSCSI Quick Configuration Wizard

QNRAP

TuRBDO MAS

Step 1 of 6

iSCSI Quick Configuration Wizard

This wizard will guide you throuah the following settings -
* Create an iSCEl target.
* Create an iSCSl LUMN and map it ta the target.
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5. Enter the target name and target alias.
Digest’ and ‘Header Digest’ (optional).

QNRAP

TURBDO MNAS

Step 2 of6

iSCS| Quick Configuration Wizard L

You may select the options ‘Data

These are the parameters that the

iISCSI initiator will be verified when it attempts to connect to the iSCSI target.

Create New iSCSI Target

iSC81 Target Profile

Target Name:  targetdl

iS5 Target ign.2004-04 com.gnapts-
[ 80%iscsitarget0l .8a000f

Target Alias: target

CRCIChecksum (optional)
[~ Data Digest

[T Header Digest
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6. Enter the CHAP authentication settings.

If you

enter the user name and

password settings under ‘Use CHAP authentication’ only, only the iSCSI target

authenticates the initiator.

In other words, the

initiators have to enter the user

name password settings to connect to the target.

Mutual CHAP: Turn on this option for two-way authentication between the iSCSI

target and the initiator.

The target authenticates the initiator using the first set of

user name and password. The initiator authenticates the target using the *Mutual

CHAP’ settings.

Field

User name limitation

Password limitation

Use CHAP

authentication

® The only valid characters are
0-9, a-z, A-Z

® Maximum length: 256
characters

® The only valid characters are
0-9, a-z, A-Z

® Maximum length: 12-16
characters

Mutual CHAP

® Maximum length: 12-16

® The only valid characters are
0-9, a-z, A-Z, : (colon), .
(dot), and - (dash)

characters

® The only valid characters are
0-9, a-z, A-Z, : (colon), .
(dot), and - (dash)

® Maximum length: 12-16

characters

|iSCSI Quick Configuration Wizard

QNRAR

Step 3 0f6

¥ Usge CHAF authentication
User Mame:
Fassword:
Re-enter Password:
v Mutual CHAP
User Mame:

Password:

Re-enter Fassword:

CHAP Authentication Settings

one234a

ddr11111

L e ==
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7. Create an iSCSI LUN
An iSCSI LUN is a logical volume mapped to the iSCSI target. Select one of the
following modes to allocate the disk space to the LUN:

- Thin Provisioning: Select this option to allocate the disk space in a flexible
manner. You can allocate the disk space to the target anytime regardless of
the current storage capacity available on the NAS. Over-allocation is allowed
since the storage capacity of the NAS can be expanded by online RAID capacity
expansion.

- Instant Allocation: Select this option to allocate the disk space to the LUN
instantly. This option guarantees the disk space assigned to the LUN but may
take more time to create the LUN.

Enter the LUN name and specify the LUN location (disk volume on the NAS). Enter
the capacity for the LUN. Click ‘Next".

iSCSI Quick Configuration Wizard

QOQNAP Create an iSCSI LUN

LUM Allocation: & Thin-Provisioning ¢ Instant Allocation @
LUM Mame: 0071 '

LUM Lacation: |IshareIHDEI_DATA * |Free Size: 281 GGA

Capacity; —_ 50 GB

B ) by e
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8. Confirm the settings and click ‘Next'.

iSCSI Quick Configuration Wizard

QNRAP

TurREBO MAS

Step 5 of 6

Confirm Settings

Target Name: target(1

Target IGN: ign.2004-04 com.gnapis-209;iscsitargetdl . 8a000f
Target Alias: target

Data Digest: Yes

Header Digest: Yes

CHAP awthentication: Mo

CHAP Username: one2345

Mutual CHAP awthentication: Yes

Mutual CHAP Username: ddr11111

LUN Allocation: Thin-Provigianing
LUN Name: 001 [~

BACK m CANCEL

9. When the target and the LUN have been created, click ‘Finish’.

iSCSI Quick Configuration Wizard

QNRAP

TUuRBO NAS

Step B of B

iSCSI Quick Configuration Wizard

Created successtullyl
You can perform advance settings at the "TARGET MANAGEMEMT"
and "ADVANCE ACL" page.
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10. The target and LUN are shown on the list under the ‘Target Management’ tab.
Target Management

@ Quick Configuration Wizard will assist you to create an iSCSI target and LUN.

iSCSI Target List

a (iqn.2004-04.com.gnap:ts-209:iscsi.a.8a000f) Ready
@ allen (ign.2004-04.com.gnap:ts-80%:iscsi.allen.8a000f) Ready @
@ david (ign.2004-04.com.gnap:ts-809:iscsi.rr.8a000f) Ready @
[=] | target (ian.2004-04.com.anap:ts-808:scsi.target01.8a0001) Ready zx)
L ia0-001 (5000 a9y Enabled

Total: 4 | Display entries per page.

Un-Mapped iSCSI LUN List

e

ez 1.006G8 DE!
r|s2 281.68 6B DIE|
& Delete | Total: 2 | Display entries per page I L - j 3 L

Create more LUN for a target (Intel-based NAS models running firmware
version 3.2.0 or later only)

You can create multiple LUN for an iSCSI target. Follow the steps below to create
more LUN for an iSCSI target.

1. Click ‘Quick Configuration Wizard’ under ‘Target Management’.
iSCSI Configuration a

| PORTAL MANAGEMENT ‘ | TARGET MANAGEMENT ‘ ‘ ADVANCED ACL

Target Management

| QUICK CONFIGURATION WIZARD

Quick Configuration Wizard will assist you to create an iSCSI target and LUN.

iSCSI Target List

a (ign.2004-04.com.gnap:ts-809iscsi.a.8a000f) Ready @
allen (ign.2004-04,com.gnap:ts-809:iscsi.allen.8a000f) Ready @
david (ign.2004-04.com.qnap:ts-809:iscsL.rrT.8a000f) Ready (MEES]
[=] | target (iqn.2004-04.com.qnap:ts-809:iscsi.target01.8a0001) Ready (MIEIE]
L ia0-001 (5000 a8y Enabled
Total: 4 | Display entries per page M 4 T “:M bk
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2. Select 'iSCSI LUN only’ and click *‘Next'.

Quick Configuration Wizard

QNRAP

TUREBED MNAS

iSCSI Quick Configuration Wizard

[wwantto create

308l Target with & rapped LUN
 i5CE Target only
308 LUN only

NEXT CANCEL

3. Select the LUN allocation method. Enter the LUN name, select the LUN
directory, and specify the capacity for the LUN. Click ‘Next’.

iSCSI Quick Configuration Wizard e

QNRAP

TURBDO NAS

Step 1 ofd

Create an iSCSI LUN

LUM Allocation: & Thin-Provisioning ¢ Instant Allocation @

LUN Name: 002

LUM Location: |I5hareIHDEI_DATA ¥ |Free Size: 281 6GB

el O 1...68

NEXT CANCEL
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4. Select the target to map the LUN to. You can also select not to map the LUN

for now.

iSCSI Quick Configuration Wizard

QNRAP Map to Target (Optional)

TURBD NMAS
" Do not rmap itto a target for now,

ign.2004-04 . com.gnap:ts- E

o a 309:i5051.2.8a000f
O alen e alana000r
Al e B
s s
=

5. Confirm the settings and click ‘Next'".

iSCSI Quick Configuration Wizard

QNAP Confirm Settings

TurREDO MAS
LUM Allecation: Thin-Provisioning
LUN Hame: 002

LUN Location: /shareiHDB_DATA
LUM Capacity: 1GB

Map to Target: ign.2004-04 com.gnapts-209iscsitargetd] . 8a000f

Step 3 of 4 BACK NEXT CANCEL
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6. When the LUN has been created, click ‘Finish’ to exit the wizard.

iSCSI Quick Configuration Wizard

IJNFIF Created successfullyl

5 fou can perform advance settings atthe "TARGET MANAGEMENT"
TR TN and "ADVANCE ACL" page.

Step 4 of 4

FINISH

7. The LUNs created can be mapped to and unmapped from the iSCSI target

anytime. You can also unmap the LUN from a target and map it to another

target.

iSCSI Target List

[#) | 2 tian.2004-04.com.qnap:ts-80iscsi.2.8a0001) Ready MG

e
reetr | @M@
Rty | D@60
Enabled
Enabled

@ allen (ign.2004-04.com.gnap:ts-809:iscsi.allen.8a000f)

david (ign.2004-04.com.qnap:ts-80%:iscsi.rrr.8a000f)

E] target {ign.2004-04.com.gnap:ts-80%:iscsitarget01.8a000f)
t id:0- 001 (50.00 GBY

id:1- 002 (1.00 GB}

Total: 4 | Display entries per page.

Un-Mapped iSCSI LUN List

-
L] |22 1.00GB DE]
[1§[is2

28168 GB DE]

LI

@ Delete | Total: 2 | Disp\ay entries per page.
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Item

Status Description

iSCSI target

Ready The iSCSI target is ready but no

initiator has connected to it yet.

Connected The iSCSI target has been
connected by an initiator.

Disconnected The iSCSI target has been
disconnected.

Offline The iSCSI target has been inactive
and cannot be connected by the
initiator.

LUN Enabled The LUN is active for connection
and is visible to authenticated
initiators.

Disabled The LUN is inactive and is invisible
to the initiators.

Button Description

(W

Deactivate a ready or connected target. Note that the

connection from the initiators will be removed.

Activate an offline target.

Modify the target settings: target alias, CHAP information, and
checksum settings.
Modify the LUN settings: LUN allocation, name, disk volume

directory, and so on.

Delete an iSCSI target. All the connections will be removed.

© | &

Disable an LUN. All the connections will be removed.

ey
©

Enable an LUN.

«

Unmap the LUN from the target. Note that you must disable the
LUN first before unmapping the LUN. When you click this
button, the LUN will be moved to ‘Un-Mapped iSCSI LUN List".

Map the LUN to an iSCSI target. This option is only available on
the ‘Un-Mapped iSCSI LUN List".

®) =

View the connection status of an iSCSI target.
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Switch the mapping of an LUN (Intel-based NAS models running firmware

version 3.2.0 or later only)

Follow the steps below to switch the mapping of an LUN.

1. Select an LUN to unmap from an iSCSI target and click (Disable).

E] target (iqn.2004-04.com.qnap:ts-809:iscsi.target01.8a000f) Ready @
t ie:0 - 001 (50.00 GB) Enabled
id1 - 002 ( 1.00 GB) Enablsd
Total: 3 | Display entries per page S CRUR I T A S

2. Next, click @ (Unmap) to unmap the LUN. The LUN will appear on the

Un-Mapped iSCSI LUN List. Click @ (Map) to map the LUN to another target.

Un-Mapped iSCSI LUM List

— it
| oot 50.00 GB B
3. Select the target to map the LUN to and click ‘Apply"”.

Map LUN to Target - 001 i
(" allen ign.2004-04 . com.gnapts-809:iscsiallen.8a00of E

o david ign.2004-04 com.gnap:is-809iscsirr.8a000f
[ tarnet ign.2004-04 com.gnap:ts-809iscsitarget0l . 8a000f
“aepLy 1 cANCEL
4. The LUN is mapped to the target.
[=] | david (iqn.2004-04.com.cnap:ts-809:iscsi.rT.8a000f) Ready (MEES)
L 01001 (s0.00 a8y Enabled
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After creating the iSCSI targets and LUN on the NAS, you can use the iSCSI initiator
installed on your computer (Windows PC, Mac, or Linux) to connect to the iSCSI

targets and LUN and use the disk volumes as the virtual drives on your computer.

Connect to the NAS using Microsoft iSCSI initiator in Windows

Before you start to use the iSCSI target service, make sure you have created an
iISCSI target with a LUN on the NAS and installed the correct iSCSI initiator for your
0s.

iSCSI initiator on Windows

Microsoft iISCSI Software Initiator v2.07 is an official application for Windows OS
2003, XP, and 2000 to allow users to implement an external iSCSI storage array
over the network. If you are using Windows Vista or Windows Server 2008,
Microsoft iISCSI Software Initiator is included. For more information and the
download location, visit:
http://www.microsoft.com/downloads/details.aspx?familyid=12cb3cla-15d6-458
5-b385-befd1319f825&displaylang=en
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Start iSCSI initiator from ‘Control Panel’ > ‘Administrative Tools’.

‘Discovery’ tab click ‘Add Portal’.

iSCSI service.

rgets Volume

Targets) Cscovery

Target portais

Address Part

Tao add a target portal, dlick Discover Portal,

Ta remaove a target portal, select the addre
then dick Remave,

wiant to add.

To change the
the Advanced

The system wil look fur_Ta[qe_t_s on following portais: ™
Adapter

Enter the IP address or ONS name and port number of the portal you

default settings of the discovery of the target portal, dick

Under the
Enter the NAS IP and the port humber for the

5 and Devices RADILS | Configuration

IP address

I[_ Dscover Portal...

55 e and | T

Port: (Defauit is 3260.)

3260

ok || cancel |

[
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The available iSCSI targets and their status will then be shown under the ‘Targets’
tab. Select the target you wish to connect then click *Connect’.

i Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic comnection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Connect... |
Discovered targets

MName Status

iqn. 2004-04.com:NAS:SCSLun 1.B927AD Connected

ign. 2004-04. com:NAS:iSCSI. mytarget. B927A0 Inactive

To connect using advanced options, select a target and then
diick Conrect.

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration of sessions, aperties :
select the target and dick Properties, i _

For configuration of devices assodated with a target, select Besicns:

the target and then dick Devices. _

o« [ concel Apply
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You may click ‘Advanced’ to specify the logon information if you have configured the

authentication otherwise simply click ‘OK’ to continue.

Connect To Targ

Target name:
igr. 200 ccom:MASHSCSI. mytarget. B927AD

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[| Enable multi-path

o | e

Upon successful logon, the status of the target now shows *Connected’.

-
'/Name Status
iqn. 2004-04, com:MAS:HSCSLIun 1.B927AD Connected
igr. 2004-04. com:MAS:HSCSLL.mytarget. B9 27AD w
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After the target has been connected Windows will detect its presence and treat it
as if there was a new hard drive has been added which needs to be initialized and
formatted before we can use it. Right-click ‘My Computer’ > ‘Manage’ to open the
‘Computer Management’ window then go to ‘Disk Management’ and a window
should pop-up automatically asking whether you want to initialize the newly found
hard drive. Click ‘OK’ then format this drive as normally you would when adding
a new disk.

=

Lse the following parition style for the selecied disks:

@ MBR (Master Boot Recond)
2 GPT (GUID Parition Table)

Note: The GPT partition style is not recognized by al previous versions of
Windows . It is recommended for disks langer than 2TB, or disks used on

tanium-based computers,
(]
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After disk initialization and formatting, the new drive is attached to your PC. You

& Computer Managemer

can now use this iSCSI target as a regular disk partition.

I @ Shared Folders

B @ Performance
= Device Manager
4 (55 Storage
=] Disk Management
s f_@ Services and Applications

» % Local Users and Groups| |

s My i5CSI Target (F:)  Simple

Basic MTFS

Healthy (Primary Partition)

[ |

= Disk 0

Basic 250G-0 (D) 250G-1 (E)

23289 GB 50.00 GB NTFS 182.88 GB NTFS

Online Healthy (Primary Partition, || Healthy (Logical Drive)

—Disk 1

Basic (3]

465.76 GBE 465.76 GB NTFS

Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary
CaiDisk 2 I —
Basic ISCSI_LUNT (G2)

2048.00 GB 2043.00 GB NTFS

Online Healthy (Primary Partition)

—=Disk 3

Basic My iSCSI Target (F:)

10.00 GB 10.00 GB NTFS -

Online

Healthy (Primary Partition]

B Unallocated [l Primary partition [ll Bdended partition [l Free space Wl Logical drive

File Acbtion View Help
e 1A HRD DX = a @
a‘ Computer Management (Local|| Vielume I I_uyl:lut| Type | File Sy;t!ml Status Actions:
4 [f} System Tools o (C) Simple Basic NTFS Healthy (System, Boot, Page File, Activ | gy
[ @ Task Scheduler i 250G-0 (Dx) Simple Basic NTFS Healthy (Primary Partition) = .
B @ Event Viewer == 250G-1 (E) Simple Basic NTFS Healthy (Logical Drive) Mare Actions
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Connect to the NAS using globalSAN iSCSI initiator in Mac OS

This section shows you how to use globalSAN iSCSI initiator on Mac OS to add the
iISCSI target (QNAP NAS) as an extra partition. Before you start to use the iSCSI
target service, make sure you have created an iSCSI target with a LUN on the NAS
and installed the correct iSCSI initiator for your OS.

About globalSAN iSCSI initiator

globalSAN initiator (3.3.0.43) is a Universal Application, for Intel- and
PowerPC-based Mac computers (system requirements: Mac OS X 10.4 or later). It
provides a user-friendly interface which allows the users to easily connect to an
iSCSI volume. For more information & download location, visit:
http://www.studionetworksolutions.com/products/product detail.php?t=moren=1
1

Run the iSCSI initiator in ‘System Preference”.

System
@
L & M .
Accounts Date & Time Parental Software Speech

Contrals Update

Studio Network Solutions

globalsAN 350

Other
By o
Growl Périan
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Click *+". Enter the NAS IP to add a new portal.

1+ ] [soary |

The available iSCSI targets will be shown in ‘Targets’ automatically. Check the

‘Connected’ box of the iSCSI target that you want to connect.

T
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Enter the login information to connect to the iSCSI target.

ign.2004-04.com:NAS:ISCSIL.ForMac.B928 1B
{ General | IPSec '

CRC / Checksum

") Data Digest
I Header Digest
Connections
Target Address | Port
10.8.12.31 3260

For multiple target addresses o be effective, distinet routes to them
maust be configured in the Network panel of System Preferences

'—F"M-’ Kerberos :I—

™ Use CHAP Login Information
User Name: james

Target Secret: sessnasssaes

Initiator Secret:

1 Make this target connection persistent

{ Connect ) ( Cancel -_']

The first time you logon to the iSCSI target, a popup message will be shown to
remind you the disk is not initialized. Click ‘Initialize...’ to format the disk. You can
also open the 'Disk Utilities” application to do the initialization.

Disk Insertion
o The disk you inserted was not readable by this computer.

( Initialize... ) [Ignum _) E—H!ﬂ-—_’
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Format the iSCSI target.

| 74.5 CB FUNTSL MHWZ0... AR K LR S SN

& Macincosh HD W yous'ne having roubie with the sebected disk:
= Click Repair Disk. If the repair fails, back up and erase the disk
= i Repair Disk i5 unarailable, click Veridy Disk. H the disk seeds repains, 11801 s froes
your at 05 X insnallavion dive, asd thes chese Unilimies = Disk Uniling.
2 e urme & pereinien problem with 3 file iitalied by the Mag 85 X instalier, elick
Rrpair Pevmissions.
 show cenas

Todal Capacity : 10 GB (10,737 418,240 Bytes)
Wirive Seatus | Read MWrine

SMLABLT. Seatus | Mot Supported
Panition Map Scheme - Ustarsated

| B 74.5 GB FUNTSL MHW20,. i A o SRRIGHS RAND | REFiong - ey
g:::ﬂm " Volume Scheme: Volume Infarmation
5 MATSHITA CD-RW CW- Formear. | Mac 05 Latended Downaled) 18]
Size: 1000 [~

9 sl Mac OF B Disk Drivars

To partition the telected disk, chooss & velume
schaeme, St thae name, format, and size for each

E wilume, Then click Apphy.
hiCaiTarget
A e wolume will be created.
e 10GR
[+]-] (CReven ) (_aooly )
. Disk Description : QNAF VIRTUAL-DISK Media Toasl Capacity © 10 GB (10,737,418,240 Bytes)
Bui } LT Wirite Seatus | ReadWrite

Connection H
Connection SMART, Seatus | Not Supported
Partition Map Scheme | Unfonmatted

(G
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You can now use the iSCSI target as an external drive on your Mac

@ 9Dt = 4 ® (= Thu2:34PM Q

Macintosh HD

Untitled

s

MyiSCSITargen
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Connect to the NAS using Open-iSCSI Initiator in Ubuntu Linux

This section shows you how to use Linux Open-iSCSI Initiator on Ubuntu to add the
iISCSI target (QNAP NAS) as an extra partition. Before you start to use the iSCSI
target service, make sure you have created an iSCSI target with a LUN on the NAS
and installed the correct iSCSI initiator for your OS.

About Linux Open-iSCSI Initiator
The Linux Open-iSCSI Initiator is a built-in package in Ubuntu 8.04 LTS (or later).
You can connect to an iSCSI volume at a shell prompt with just a few commands.

More information about Ubuntu is available at http://www.ubuntu.com/ and for

information and download location of Open-iSCSI, please visit:

http://www.open-iscsi.org/

Before you start
Install the open-iscsi package. The package is also known as the Linux Open-iSCSI
Initiator.

# sudo apt-get install open-iscsi

Now follow the steps below to connect to an iSCSI target (QNAP NAS) with Linux
Open-iSCSI Initiator.

You may need to modify the iscsid.conf for CHAP logon information, such as
node.session.auth.username & node.session.auth.password.

# vi /etc/iscsi/iscsid.conf

Save and close the file, then restart the open-iscsi service.
# /etc/init.d/open-iscsi restart

Discover the iSCSI targets on a specific host (the QNAP NAS in this example), for
example, 10.8.12.31 with default port 3260.
# iscsiadm -m discovery -t sendtargets -p 10.8.12.31:3260

Check the available iSCSI node(s) to connect.
# iscsiadm -m node

** You can delete the node(s) you don’t want to connect to when the service is on
with the following command:
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# iscsiadm -m node --op delete --targethame THE_TARGET_IQN

Restart open-iscsi to login all the available nodes.
# /etc/init.d/open-iscsi restart

You should be able to see the login message as below: Login session [iface: default,
target: iqn.2004-04.com:NAS:iSCSI.ForUbuntu.B9281B, portal: 10.8.12.31,3260]
[ OK]

Check the device status with dmesg.

# dmesg | tail

Enter the following command to create a partition, /dev/sdb is the device name.
# fdisk /dev/sdb

Format the partition.
# mkfs.ext3 /dev/sdbl

Mount the file system.

# mkdir /mnt/iscsi

# mount /dev/sdbl /mnt/iscsi/

You can test the I/O speed using the following command.
# hdparm -tT /dev/sdb1l

Below are some ‘iscsiadm’ related commands.
Discover the targets on the host:

# iscsiadm -m discovery --type sendtargets --portal HOST_IP

Login a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --login

Logout a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --logout

Delete a Target:
# iscsiadm —-m node --op delete --targetname THE_TARGET_IQN
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3.2.5.2 ADVANCED ACL

The description below applies to Intel-based NAS models running firmware
version 3.2.0 or later only.

Intel-based NAS refers to TS-239 Pro, TS-239 Pro II, TS-259 Pro, SS-439 Pro,
TS-439 Pro, TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509
Pro, TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP

You can create LUN masking policy to configure the permission of the iSCSI
initiators which attempt to access the LUN mapped to the iSCSI targets on the NAS.
To use this feature, click ‘Add a Policy’ under ‘ADVANCED ACL'.

ADVANCED ACL

LUN Masking
A connected iSCST initiator is authenticated by Target ACL and LUN Masking in order to access the iSCSI LUNs mapped to the iSCSI targets on the NAS. (For detailed instructions,
please click here)
LUN Masking Palicy List 3 Add a Policy

™| PolicyName 10N s |

Default Policy
@ Delet= | Total 1| Display 10 ~ entries per page M 4 1 i el

Enter the policy name, the initiator IQN, and assign the access right for each LUN
created on the NAS.

« Read-only: The connected initiator can only read the data from the LUN.

e« Read/Write: The connected initiator has read and write access to the LUN.

e Deny Access: The LUN is invisible to the connected initiator.
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Define the LLIN Masking paolicy for the |n|t|at|:|rﬁ,rc|u input beloww.

RElnEhem: L
Initiator QM ign.1991-05.com.microsoftreink
000 o 5 e
001 C 5 s
002 '® 5 s
abb it 5 s
[~

APPLY

If no LUN masking policy is specified for a connected iSCSI initiator, the default
policy will be applied. The system default policy allows read and write access from

all the connected iSCSI initiators. You can click (Edit) on the LUN masking list

to edit the default policy.

Note: Make sure you have created at least one LUN on the NAS before editing the
default LUN policy.

LUN Masking

A connected iSCSI initiator is authenticated by Target ACL and LUN Masking in order to access the iSCSI LUNs mapped to the iSCSI targets on the NAS. (For detailed instructions,
please click here)

LUN Masking Policy List @ Add El Pnhqr
Default Policy
| @ Delet= | Total: 1| Display 10 ~ eniries per page. W4

98



3.2.6 Virtual Disk

You can use this function to add the iSCSI targets of other QNAP NAS or storage
servers to the NAS as the virtual disks for storage capacity expansion. The NAS

supports maximum 8 virtual disks.

L ———— Welcome admin | Logout __ Engish (%)
5 Ovenisw
b £ System Administration Virtual Disk 0
443 Disk Management
%2 Volume Wanagement
38 RAID Managsment
& reosisar e e —— T e T e B
o Encrypted File System No virtual disk available
zriscs| (@oeee
£ vinual Disk i

b (3 Access Right Management
b (3 Network Senices

b (3 Applications

b (3 Backup

b (3 External Device

b (3 System Status

Keyword:

To add a virtual disk to the NAS, make sure an iSCSI target has been created. Click
‘Add Virtual Disk’.

Virtual Disk 7
[5 ras vewioee

[ fteme meswem | Towsss  Feesss  suws | fcton
Mo virtual disk available.
|O Delete I
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Enter the target server IP and port number (default: 3260). Click ‘Get Remote
Disk’. If authentication is required, enter the user name and the password. Then,

click ‘Apply’.

Add Virtual Disk

Add Virtual Disk

Target Server IP; A0 & 10 39 port 3260

[ GET REMOTE DISK ]

Remote Disk Device e

gt 2004-04, com.gnap: 55

[T authentication
User Marmne:

Password:

Click to format the virtual disk.

I~ | virtualDiskt Unknown 568 OMB Unmounted (5]

i & Delete I

When the status of the virtual disk is ‘Ready’, you can start to use the virtual disk

as a disk volume of the NAS.
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3.3

The files on the NAS can be shared among multiple users.

Access Right Management

For easier management

and better control of users’ access right, you have to organize the users, user

groups, and their access right control.

EE
= Overview
> [ Systemn Administration
> [ Disk Management
4 {5 Access Right Management
"g, Users
G User Groups
. Share Folders
€ cuota
> 27 Network Senvices
> 7 Applications
> [CJ Backup
> [0 External Device
> [ System Status

3.3.1 Users

cess Right Management

Access Right Management

& & &

Users User Groups Share Folders Quota

The NAS has created the following users by default:

. admin

By default, the administrator ‘admin’ has access right to the system

administration and cannot be deleted.

+ guest

This is a built-in user and will not be displayed on the ‘User Management’ page.
A guest does not belong to any user group. The login password is ‘guest’.

« anonymous

This is a built-in user and will not be shown on the ‘User Management’ page.

When you connect to the server by FTP, you can use this name to login.
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The number of users you can create on the NAS varies according to the NAS models.

See the table below for more details:

Maximum number of NAS models

users

1,024 TS-110, TS-210

2,048 TS-119, TS-219, TS-219P, TS-410

4,096 TS-419P, TS-410U, TS-419U, TS-239 Pro,

TS-239 Pro II, TS-259 Pro, SS-439 Pro, TS-439 Pro,
TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro,
TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-659 Pro,
SS-839 Pro, TS-859 Pro, TS-809 Pro, TS-809U-RP

The following information is required to create a new user:

v User name
The user name must not exceed 32 characters. It is case-insensitive and
supports double-byte characters, such as Chinese, Japanese, and Korean.
The invalid characters are listed below:
“/NT T =, 2 < >0
v Password
The password is case-sensitive and supports maximum 16 characters. Itis
recommended to use a password of at least 6 characters.
=] Oveniew
> (21 System Administration Users E
> [ Disk Management
4 & _-i‘ccess kaghtManagemen aQ, | & Import Users || Create a New User || € Create Multiple Users |
1',._""4 Users
& User Groups r |_l.$lhne | M| Action
‘l_ Share Folders E admin
Quota
> 7 Metwork Services ™ | anap 1000 MB
> (@ Applications | & Delete | Total: 2 | Display entries per page. 44 1 e ko

> [ Backup
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Import Users

You can import multiple user accounts to the NAS with this feature. To import
multiple users, follow the steps below:

1. Click ‘Import Users'.

Users €

|Lo-:a| Users | [i@ Import Users | €3 Create a New User || € Create Muttiple Users |

admin
gnap 1000 MB

A1k M

QDelete Total: 2 | Display ID ¥ | entries per page.

2. Select the option ‘Overwrite duplicate users’ if you want to replace the existing
users.

3. Select the file of users and click ‘Next’.

Import Users Az

QNAP Import Users

TURBDO MNAS

You can import multiple users and their settings to the MNAS with
this function. Far detailed instructions, please refer to anline help.

[T Overwrite duplicate users

¢ Browse..

Step 1 of 3 NEXT CANCEL
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4. A list of imported users will be shown.

skipped. Click ‘Next’.

Abnormal or incorrect entries will be

Irnpart User Preyview

User Name

test

userll
userd?
Userd3
userl4
Userls

userl?

Step 2 of 3

Passwori

test

userll
userl?
Userd3
userl4
userds
userlf
userld7

Quota

2000
2000
2000
Mo lirnit
2000
2000
2000
2000

Group Name | Status

test
test
test
test
test
test
test
test

Fleasze enter User Mame.

5. The imported user accounts will be shown.

Users

[ Local Users ]

a,

[© Import Users | @ Create a New User |[ @ Create Muttiple Users |

@

I s ——

admin
test

userl1

user03
user04
user0s

=
-
-
| usero2
-
r
-
r

user07?

@ Delete | Total: 8 | Display entries per page.
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The NAS supports importing user accounts from txt or csv files. To create a list of

user accounts with these file types, follow the steps below.

txt

1. Open a new file with a text editor.

2. Enter a user’s information in the following order and separate them by ',":
Username, Password, Quota (MB), Group Name

3. Go to the next line and repeat the previous step to create another user account.
Each line indicates one user’s information.

4. Save the file in UTF-8 encoding if it contains double-byte characters.

An example is shown as below. Note that if the quota is left empty, the user will

have no limit in using the disk space of the NAS.

I® Book1.csv - Notepad : E”Zl
File Edit Format Miew Help

test,test, 2000, test
user0l,userQl, 2000,test

user02,user02, 2000,test
user03,user03, ,test

usero4,user04, 2000, test
user05,user05, 2000,test
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csv (Excel)

1. Open a new file with Excel.

2. Enter a user’s information in the same row in the following order:
Column A: Username
Column B: Password
Column C: Quota(MB)

Column D: Group name

3. Go to the next row and repeat the previous step to create another user account.
Each row indicates one user’s information. Save the file in csv format.
4. Open the csv file with Notepad and save it in UTF-8 encoding if it contains

double-byte characters.

An example is shown as below:

A e | ¢ | b
teat teat 2000 teat
usertl usertl 2000 test
usert)? usert)? 2000 test
usert)3 usert)3 test
ugertd ugertd 2000 teat
e e 2000 teat
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3.3.2 User Groups

A user group is a collection of users with the same access right to the files or folders.
The NAS has created the following user groups by default:
. administrators
All the members in this group have the administration right of the NAS. You
cannot delete this group.
* everyone
All the registered users belong to everyone group. You cannot delete this

group.

The number of user groups you can create on the NAS varies according to the NAS

models. See the table below for more details:

Maximum number of user NAS models

groups

128 TS-110, TS-210

256 TS-119, TS-219, TS-219P, TS-410

512 TS-419P, TS-410U, TS-419U, TS-239 Pro,

TS-239 Pro II, TS-259 Pro, SS-439 Pro,
TS-439 Pro, TS-439 Pro II, TS-439U-SP/RP,
TS-459 Pro, TS-459U-SP/RP, TS-509 Pro,
TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859
Pro, TS-809 Pro, TS-809U-RP

A group name must not exceed 256 characters. It is case-insensitive and supports
double-byte characters, such as Chinese, Japanese, and Korean, except the

following ones:

A\Y . . — E3 N \
/ \ [ ] . /4 - ’ + ? < >
=] Oveniew
- (1 System Administration User Grou ps E
» (27 Disk Management
“3 %"IESS RightManagement W‘ a, | © Create a User Group |
& Users -
@ User Groups [ ‘ Group Hame | A,‘m |
, Share Folders I~ | administrators
& Quota
. £ Network Senvices [ | everyone
+ (2 Applications | @ Delete | Total: 2 | Display | 10 VI entries per page M A 1 1 kM
> (£ Backup
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3.3.3

3.3.3.1

Share Folders

Share Folder

You can create different network share folders for various types of files, and assign

different access rights to the users or user groups.

The number of share folders you can create on the NAS varies according to the NAS

models.

See the table below for more details:

Maximum number of share folders

NAS models

256

TS-110, TS-119, TS-210, TS-219,
TS-219P, TS-410

512

TS-419P, TS-410U, TS-419U, TS-239
Pro, TS-239 Pro II, TS-259 Pro, SS5-439
Pro, TS-439 Pro, TS-439 Pro II,
TS-439U-SP/RP, TS-459 Pro,
TS-459U-SP/RP, TS-509 Pro, TS-639
Pro, TS-659 Pro, SS-839 Pro, TS-859
Pro, TS-809 Pro, TS-809U-RP

eme @

=] Overview
> (£ Systern Administration
> £ Disk Management
4 7 Access Right Management
g Users
& User Groups
., Share Folders
@ cuota
> [ Metwork Senvices
> £ Applications
> £ Backup
- £ External Device
> [ Systemn Status

Share Folders

| SHAREFOLDERS ||

| Shares v |

| € New Share Folder HO Restore Default Network Shares |

Download

Multimedia

Metwark Recycle Bin 1
Public

Recordings

NN NN

Usb

[~ | web

30.52MB

26MB

4KB

22289 MB

4 KB

4KB

4KB

[ﬁ Deleteri Total: 7 | Display entries per page.
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3.3.3.2 Folder Aggregation

You can aggegate the share folders on Microsoft network as a portal folder on the
NAS and let the NAS users access the share folders through your NAS. Up to 10
share folders can be linked to a portal folder.

Note: This function is supported only in Microsoft networking service.
To use this function, follow the steps below.

1. Enable folder aggregation.
Share Folders €

| SHARE FOLDERS || FOLDER AGGREGATION

Folder Aggregation
Enahle Folder Agagreagation
Enable this function will allow you to aggregate all shared folders in local network into a ™ portal folder ™ in your MAS.

Falder Aggregation is for Microsoft Networkl Samba Service ONLY.

Folder Aggregation List

[@ Create A Portal Folder ][@ Import/ Export Folder Tree ]

I
| & Delete I

2. Click ‘Create A Portal Folder’.

Folder Aggregation List

I@ Create A Portal Folder l@ Import/ Export Folder Tree ]
L W -~ —
|Q Delete ]

109



3. Enter the portal folder name. Select to hide the folder or not, and enter an
optional comment for the portal folder.

Create A Portal Folder o

(m [\ [=]=] Create A Portal Folder
TURBDO MAS
Folder Name Shareg| @
Hide Folder:  vag & o
Commennt:

Step 1 of 1 appLy B CANCEL

4. Click (Link Configuration) and enter the remote folder settings. Make sure

the share folders are open for public access.

Note: If there is permission control on the share folders, you need to join the NAS

and the remote servers to the same AD domain.

Folder Aggregation List

i@ Create A Portal Folder "@ Import/ Export Folder Tree i

—_—
[ B[ shaies

[ & Delete I
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Remote Folder Link

Femote Folder Link

Fortal Folder Mame: Shares

Link Name Host Hame Remote Share Folder
1 Public on 10,812,103 10812103 Fublic
2 i Dn1?2.1?.2?.249§ A72.17.27.249 Media
- ; : ; ;

4
5
G
7
g
9
10
Step 1 of 1
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5. Upon successful connection, you can connect to the remote folders through the
NAS.

¥ shares on 172.17.23.107 M=
File Edit iew Fawarites Toals  Help #’

Back - Search D Faolders -
=

Address | L 14172,17.23, 107 shares viBe
Mame - iz

[CMedia on 172.17.27.249
IChPublic on 10.8.12,103

File and Folder Tasks ¥
other Places

Details

% | 11T ] >1
0 bytes €D Internst
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3.3.4 Quota

To allocate the disk volume efficiently, you can specify the quota that can be used
by each user. When this function is enabled and a user has reached the disk quota,
the user cannot upload any data to the server anymore. By default, no limitations
are set for the users. You can modify the following options:

v Enable quota for all users

v Quota size on each disk volume

(£} Home «
=] Overview

> [ System Administration Quota [

» (7] Disk Management

45 Access Right Management Quota

g Users

= ¢ Enable quota for all users

& User Groups

., Share Folders Quota size on the disk

€ Quota MNote: Individual user quota size can be changed in Users - Quota Settings| Users]

> [ Network Senices
> £ Applications

> (L1 Backup
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3.4 Network Services

Home>> Network Services ‘Welcome admin | Logout
Overview
» £ System Administration Network Services
[ [CJ Disk Management
I [C] Access Right Management P—
45 Metwork Services @t’i | ‘!h\
l_" Microsoft Networking ;J‘; - ""'l %
[ 4 Apple Metworking
55 MFS Service Microsoft Networking Apple Networking NFS Service FTP Service
FTP Senice
& Telnet/SSH ; o
¥2 SNP setiings > iﬁ >
G‘Neb Server E "@ % \*
£, Metwork Service Discovery .
» £ Applications Telnet ! SSH SHMP Settings Web Server Hetwork Service
» £ Backup Discovery

3.4.1 Microsoft Networking

Hnme Wl | Home >> Network Services >> Microsoft Networking Welcome 3
Overview
b [0 System Administration M'iCI'OSOft Networking

[» [ Disk Management
I+ [ Access Right Management

Microsoft Networking
4 =9 Network Semnvices

& WMicrosoft Networking ¥ Enable file service for Microsoft networking

@ Apple Networking & Standalone Server

Q LET L Server Description: NAS Server

FTP Senvice '

& Remote Login Workgroup: TESTAD

™ Web Server ¢~ AD Domain Member (For detailed instructions, please click here)

£, Metwork Service Discovery
[ (O] Applications
[ [CJ Backup
7 External Device AD Server Name:
[ £ System Status

Server Description:

Domain NetBIOS Mame:

Damain:

CQrganization Unit (Optional):

® Function Search Domain Administrator Username:

Keyword:

Damain Administrator Password:

[~ Enable WINS server

[~ Usethe specified WINS server

WINS server IP address: 0 ||

[~ Daomain Master

Enable file service for Microsoft networking: If you are using Microsoft
Windows, turn on this option so that you can access the files on the network share
folders. Assign a workgroup name.
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v'  Standalone Server
Use local users for user authentication.
v" AD Domain Member
The NAS supports Windows AD (Active Directory) to provide quick and direct
import of the user accounts to the existing AD server available on your network.
This function helps you save the time and effort on creating the user accounts
and passwords and lowers the IT maintenance cost by automatic configuration
procedure.
»  Server Description
Describe the NAS for the users to identify the server. To use the NAS on
the Microsoft Windows OS, you must enable Microsoft Network Services.
>  Workgroup
Specify the workgroup the NAS belongs to. The workgroup is a computer
group unit on Microsoft Windows network for network sharing.
»  AD Server Name
Enter the name of the AD server when the AD domain is selected for
authentication.
» Domain Name
The name of the Microsoft domain. When you select AD domain, you
must enter the domain name, the login user name, and the password.
For the information of joining the NAS to Active Directory, see Chapter 8.
v" WINS server
If the local network has a WINS server installed, specify the IP address. The
NAS will automatically register its name and IP address with WINS service. If
you have a WINS server on your network and want to use this server, enter the
WINS server IP. Do not turn on this option if you are not sure about the
settings.
v"  Domain Master
A Domain Master Browser is responsible for collecting and recording resources
and services available for each PC on the network or a workgroup of Windows.
When you find the waiting time for connecting to the Network Neighborhood/
My Network Places too long, it may be caused by failure of an existing master
browser or a missing master browser on the network. If there is no master
browser on your network, select the option ‘Domain Master’ to configure the
NAS as the master browser. Do not turn on this option if you are not sure about

the settings.
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3.4.2 Apple Networking

To access the NAS from Mac, enable Apple Filing Protocol. If your AppleTalk

network uses extended networks and is assigned with multiple zones, assign a zone

name to the NAS. If you do not want to assign a network zone, enter an asterisk

(*) to use the default setting. This setting is disabled by default.

M_<<1 Hon

=] Overview
» [0 System Administration
> (2] Disk Management
> [2J Access Right Management
453 Metwork Senvices
& Microsoft Networking
@& “pple Networking
& NFS Service
FTP Senice
&4 Remote Login

Ervice

Apple Networking €

Apple Networking
¢ Enable Apple Filing Protocol

Zone: *

3.4.3 NFS Service

To access the NAS from Linux, enable the NFS service.

On Linux, run the following command:

Mount>

mount -t nfs <NAS IP>:/<Network Share Name> <Directory to

For example, if the IP address of your NAS is 192.168.0.1 and you want to link

the network share folder ‘public’ under the /mnt/pub directory, use the following

command:

mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the ‘root’ user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to

your shared files.

Qvome 0
=] Overview
> £ Systern Administration
> [ Disk Management
> [ Access Right Management
4 55 Network Senvices
& WMicrosoft Networking
@ Aople Networking
O 1FS Senice
FTP Senvice
& Remote Login
“ Web Server

NFS Service €

NFS Service
# Enable MNF3 Serice

You can setthe allowed domain name and the access authority in Share Folder Management

Click here to set the NF3S access right of the network share.
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3.4.4 FTP Service

When you turn on FTP service, you can specify the port number and the maximum

number of users that are allowed to connect to the NAS by FTP at the same time.
= ovenview
[ Systemn Administration
[CJ Disk Management

General
[v Enable FTP Senice

2] Access Right Management Protocol Type: V¥ FTP (standard)
45 MNetwork Senices
& Microsoft Networking

@ ~pple Networking

™ FTP with SSLTLS (Explicit)
Port Number: 999
Q MFS Senvice Unicede Support: ™ Yes & Mo

FTP Service

Enable Anonymous: & yeg & No
&4 Remote Login

 web Server Note: If your FTP client does not support Unicode, please select "No” for Unicode Support and select a suppored filename
& Metwork Service Discovery encoding from [Filename Encoding] under [General Settings] so that the folders and files on FTP can be properly shown
2] Applications
[ Backup .
£ External Device Connection

(3 System Status Maximum Mumber of all FTP connections 30

Maximum Number of Connections For a Single Account 10

Keyword Maximum upload rate (KB/s): KBis
Maximum download rate (KBis): KBis
Advanced

Passive FTP Port Range: ¢ Use the default port range(55536 - 56559)

" Defing portrange

[~ Respond with external IP address for passive FTP connection request

External IP address:

To use the FTP service of the NAS, enable this function. Open an IE browser and

enter ftp://NAS IP. Enter the user name and the password to login the FTP service.

v"  Select Protocol Type
Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the

correct protocol type in your client FTP software to ensure successful
connection.

‘SFTP’ requires SSH to be enabled. Only the ‘admin’ user account can connect
to the NAS by SFTP.

v" Unicode Support
Turn on or off the Unicode support. The default setting is No. If your FTP
client does not support Unicode, you are recommended to turn off this option
and select the language you specify in ‘General Settings’ > ‘Language’ so that
the file and folder names can be correctly shown. If your FTP client supports
Unicode, enable Unicode support for both your client and the NAS.
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Anonymous Login

You can turn on this option to allow anonymous access to the NAS by FTP. The
users can connect to the files and folders which are open for public access. If

this option is turned off, the users must enter an authorized user name and
password to connect to the server.

Passive FTP Port Range

You can use the default port range (55536-56559) or specify a port range larger

than 1023. When using this function, make sure you have opened the ports
on your router or firewall.

FTP Transfer Limitation

Specify the maximum number of FTP connections, maximum connections of a

single user account and the maximum upload/ download rates of a single
connection.

Respond with external IP address for passive FTP connection request
When passive FTP connection is in use, the FTP server (NAS) is behind a router,

and a remote computer cannot connect to the FTP server over the WAN, enable

this function. When this option is turned on, the NAS replies the IP address

you specify or automatically detects the external IP address so that the remote
computer is able to connect to the FTP server.
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3.4.5 Telnet/SSH

You can turn on this option to connect to the NAS by Telnet or SSH encrypted

connection (only the ‘admin’ account can login remotely).
SSH connection clients, for example, putty for connection.
opened the ports you specified on your router or firewall.

= Overnview
[ [0 System Administration

1 [ZJ Disk Management
[» [ Access Right Management
4 5 Network Senvices
&* Wicrosoft Networking
@ Apole Networking
) 1Fs senice
FTF Senice
Ed Telnet/SSH
B8 SNP Settings
g‘.’\"eh Server
4. Network Senice Discovery
[ [ Applications
[ (ZJ Backup
[ [CJ External Device
[ [ System Status

You can use Telnet or

Make sure you have

Telnet / SSH

Telnet / SSH

remaotely.)
- Allow Telnet connection

Port Number:

[ Allow 55H connection

Part Mumber:

¥ Enable SFTP
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3.4.6 SNMP Settings

You can enable SNMP (Simple Network Management Protocol) service on the NAS

and enter the trap address of the SNMP management stations (SNMP manager), for

example, PC with SNMP software installed. When an event, warning, or error
occurs on the NAS, the NAS (SNMP agent) reports the real-time alert to the SNMP

management stations.

The fields are described as below:

Field

Description

SNMP Trap Level

Select the information to be sent to the SNMP management

stations.

Trap Address

The IP address of the SNMP manager. You can specify

maximum 3 trap addresses.

SNMP MIB
(Management

Information Base)

The MIB is a type of database in ASCII text format used to
manage the NAS in the SNMP network. The SNMP manager
uses the MIB to determine the values or understand the
messages sent from the agent (NAS) within the network.
You can download the MIB and view it with any word

processor or text editor.

Community (SNMP
V1/V2)

An SNMP community string is a text string that acts as a
password. Itis used to authenticate messages that are sent
between the management station and the NAS. The
community string is included in every packet that is
transmitted between the SNMP manager and the SNMP

agent.

SNMP V3

The NAS supports SNMP version 3. You can specify the

authentication and privacy settings if available.
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Home

=] Overview
» ] System Administration SNMP Sett'ings €
i 7 Disk Management
[ [ Access Right Management

SHMP
455 Network Senvices
& Microsoft Networking After enabling this service, the NAS will be able to report information via SMIP to the managing systems.
@ Apple Networking v Enable SNMF Senice
£ s serucs Port Number: Gl
FTP Service
B Telnet/ SSH SNMP Trap Level: W Information [~ Waming I Eror
ﬁ SMNMP Settings Trap Address 1 :
@ web server Trap Address 2

4. Network Senice Discovery

Trap Address 3
i [ Applications P

» £ Backup SNMP Version: SHMP W1/V2 [»

[ [ External Device

Community:  public

i [ System Status

Keyword:

SHMP MIB

To install the MIB to your managing systems, click [Download].

DOWNLOAD
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3.4.7 Web Server

The NAS enables you to upload the web pages and manage your own website easily
by Web Server. It also supports PHP and MySQL/ SQLite for you to establish an

interactive website.

ome <<

=] Overniew
> [0 System Administration Web Se rver €
[CJ Disk Management
+ (O] Access Right Management Web Server
45 Network Senices
& Wicrosoft Netwarking After enabling this function, you can upload the webpage files to "Qweb” network share to publish your website
@ Apple Netwarking ¥ Enable Web Server®
) NFS Senice Paort Number: 80
FTP Service ;
& Telnet/ SsH register_globals:  on * Of
$ SNIMP Settings [~ Enable Secure Connection (SSL)
 web Server Port Number:

4. Network Senvice Discovery

Enable WebDAY
[CJ Applications o

+ [CJ Backup
[ External Device After enabling this semvice, click the following link to enter to Web Server.
[CJ System Status http:#10.8.12.22:80

Keywaord

php.ini Maintenance
I~ phpini Maintenance

The file php.ini is the system configuration file of Web Server. After enabling this function, you can edit, upload or
restore this file. Itis recommended to use the system default sefting

To use Web Server, follow the steps below.

1. Enable the service and enter the port number. The default number is 80.

2. Configure other settings:
® Configure register_globals
Select to enable or disable register_globals. The setting is disabled by
default. When the web program prompts you to enable php
register_globals, enable this option. However, for system security

concern, it is recommended to turn this option off.

® php.ini Maintenance
Select the option ‘php.ini Maintenance’ and choose to upload, edit or

restore php.ini.

Note: To use PHP mail(), go to ‘System Administration’ > *Notification’ >

‘Configure SMTP Server’ and configure the SMTP server settings.
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® Secure Connection (SSL)

Specify the port humber for SSL connection.

Upload the HTML files to the share folder (Qweb/ Web) on the NAS. The file
index.html, index.htm or index.php will be the home path of your web page.

You can connect to the web page by entering http://NAS IP/ in the web browser.

Note that when Web Server is enabled, you have to enter http://NAS IP:8080
in your web browser to connect to the login page of the NAS.
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3.4.7.1 WebDAV

WebDAV (Web-based Distributed Authoring and Versioning) is a set of extensions
to the HTTP(S) protocol that allows the users to edit and manage the files
collaboratively on the remote World Wide Web servers. After turning on this
function, you can map the share folders of your NAS as the network drives of a
remote PC over the Internet. To edit the access right settings, go to ‘Access Right
Management’ > ‘Share Folders’ page.

To map a share folder on the NAS as a network drive of your PC, turn on WebDAV
and follow the steps below.

Go to ‘Access Right Management’ > Share Folders’ > ‘Share Folder’. Click the

‘WebDAV Access Control’ button in the ‘Action’ column, and set the WebDAV
access right of the users to the share folders.

=] overview

1> (27 Systern Administration Share Folders 7

> [£] Disk Management

45 Access Right Management |
& users

& User Groups

SHARE FOLDERS || |

[© New Share Folder || & Restore Default Network Shares |

. Share Folders -
@ ocuota
b [ Metwork Senvices [~ | Network Recycle Bin 1 S KB 1 7
> & Applications | Pubiic 4KB 0 0
> [CJ Backup
b £ External Device | cdownload 27GB 18 2%
b Sy Sl | amutimedia 4KB 0 0
[~ | arecordings 4KB 0 0
r | cusb 15GB 13823 | 61489
r | awen 4KB 0 0
- .
[ ronctionsearch | e P R

Wannanrdd- ¢
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Next, mount the network share folders of the NAS as the network shares on your

operating systems by WebDAV.

Windows XP:
1. Right click ‘My Computer’ and select ‘Map Network Drive...

4

'y Docurments

Open
Explore
Search. ..
Manage

PZ Scan For wiruses

Create Sharkout
IEr't':‘i"r' Dielete
xplare
R Rename

Properties
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2. Click ‘Sign up for online storage or connect to a network server’.

Wep hetwork Drive @

Windows can help wou connect to a shared network Folder
and assign a drive letter to the connection so thak vou can
access the folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko connect: ko:

Dirive: v

|
Browse, ..

Folder:

Example: Viserverishare
Reconnect at logon

Connect using a different user name,
Sign up For onling storage or conneck bo a
nebwork server,

Cancel

3. Select ‘Choose another network location’.

[;';dd Pl M= syl

Where do you want to create thiz network place?

Select a zervice provider. |f you do not have a memberzship with the provider you zelect, the wizard will help
you create an account, Tojust create a shortout, click "Chooze another network, location. !

Service providers:

FSM Communities
Share your bles with athers, ar gtore them far pour personal use.

N e

¢ Back ” FHemt > ][ Cancel
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4. Enter the URL of your NAS with the share folder name. Note that you should
put a ‘#’ key at the end of the URL. Click ‘Next’.
Format: http://NAS_IP_or HOST_NAME/SHARE_FOLDER_NAME/#

F‘f CINNET

What is the address of this network place?

Wil

Type the address of the "Web site, FTP zite, or netwark, location that thiz zharkout will open.

Browse. .

View some examples.

< Back ]i Mext » i[ Cancel

5. Enter the user name and password which has the WebDAV access right to
connect to the share folder.
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6. Type a name for this network place.

What do you want to name thiz place?

Create a name far thiz shortcut that will help vou easily identify this netwark, place:

http: /4192168139 Myt eb DAY 4.

Type a name for thiz network, place;
MitaiebDAY on 192.168.1.39

[ < Back ]I Mest » I[ Cancel J
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7. The network place has been created and is ready to be used.

AddiNetw

ok Place Wizand

Completing the Add Network Place
Wizard

Yiou have succeszsfully created thiz network, place:

tduia'ebDad on 192.168.1.35

A shortcut for thiz place will appear in by Metwark, Places.

Open thiz network, place when | click Finizh,

T cloze thiz wizard, click Finish.

g

Fiish | |

Cancel

129



8. Now you can connect to this share folder anytime through WebDAV. A shortcut

has also been created in ‘My Network Places’.

s My WebDAY o0 392.168.1.39 AER

File Edit Wiew Fawvorites Tools  Help | ﬂ'
e Back = e hd & ’Ej Search %—; Folders v
Address | B9 hitp: (192, 168,130 /MyWebDAY] Go

Other Places g
Testing

a Web Falders Feed.xml
MMy Docurents

I3 Shared Documents

q My Metwork Places

130



Windows Vista

If you are using Windows Vista, you might need to install the ‘Software Update for
Web Folders (KB907306)". This update is for 32-bit Windows OS only.
http://www.microsoft.com/downloads/details.aspx?Familyld=17c36612-632e-4c0
4-9382-987622ed1d64&displaylang=en

1. Right click ‘Computer’ and select ‘Map Network Drive...

Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties
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2. Click ‘Connect to a Web site that you can use to store your documents and
pictures’.

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: [K-

Folder: | - Browse...

Example: \\server\share

Reconnect at logon

Connect using a different user name,

[Cu:unnect to a Web site that vou can use to store your docurnents and pictures, I

132



3. Select ‘Choose a custom network location’.

Where do you want to create this network location?

Choose a customn network location
cagg, Specify the address of a website, network location, or FTP site.

l Mext I[ Cancel
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4. Enter the URL of your NAS with the share folder name.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER _NAME

Specify the location of your website

Type the address of the website, FTP site, or network location that this shorteut will open.

View examples

l Mext ][ Cancel

5. Enter the user name and password which has the WebDAV access right to
connect to this share folder.
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6. Type a name for this network location.

What do you want to name this location?
Create a name for this shortcut that will help you easily identify this network location:

http://10.8.12.111/MyWebDAV.

Type a name for this network location:

MyWebDAY@TS-509|

i Mext ][ Cancel
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7. The Web folder has been successfully created.

Completing the Add Network Location Wizard

You have successfully created this network location:

MyWebDAVETS-50%

A shortcut for this location will appear in Computer.

Open this network location when I click Finish,

| Finish || Cancel
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8. You can locate the web folder in the *‘Network Location’ section in ‘Computer”.

SR e MName Type o Total Size Free Space

Devices with Removable Storage (8)
‘| Documents

- = &%
| Pictures @ DVD RW Drive (E:) <. CD Drive ():)
Music = =

¢ Recently Changed R ble Disk () R ble Disk (G
=~ Removable Disk (F: = Removable Disk (G:
Searches w

y Public

= Removable Disk (H:) = Removable Disk (T}

Metwork Location (3)

= Qmultimedia (10.8.12.119) e QBackup-lames
— o) _ G* (\10.812.139) (Z:)

i =y MyWebDAV@TS-509
Folders

MW-PC Workgroup: WORKGROUP

. :Il' Processor: Intel(R) Pentiumn(R) D CPU 2.80GHz
3 ! Memory: 3.00 GB

—

e e Mame Internet Address Size
=1 T 2
E| flaa o Testing Feed  hitp://10.8.12.111/MyWeb DAY/ Testing Feed.xml 624 Bytes

E.: Pictures

. E‘ Music

More »

Folders
Bl Desktop
=
. Public
™ Computer
&, Local Disk (C)
= Local Disk (D)
<2 DVD RW Drive (E2)
&= Removable Disk (F)
. Remmuahle Nisk (71 7 |
1 item

4
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Mac OS X
Follow the steps below to connect to your NAS via WebDAV on Mac OS X.

Client Operating System: Mac OS X Snow Leopard (10.6.1)

1. Open ‘Finder’ > ‘Connect to Server’, and enter the URL of the share folder.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER NAME

i MM Connect to Server

Server Address:

| http://10.8.12.111/MyWebDAW |(+] (O]

Favorite Servers:

® Remove ( Browse | EConnectj
4

2. Enter the user name and password which has the WebDAV access right to
connect to this share folder.

. Enter your name and password for the server
*10.8.12.111".

Connect as: () Guest
O] Registered User

Mame: James

Password: [-----| ]

[ 1 Remember this password in my keychain

.’: Cancel :' (Connect)
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3. You can connect to the share folder through this link via HTTP/WebDAV.

r

Nam Date Modified
Testing Feed.xml Today, 2:00 PM 1KB

¥ DEVICES .
E ipisk &
1 MyDisk
g MySnowLeopard

> SHARED

¥ PLACES
P Desktop
@ w
ﬁ Applications
@ Documents

¥ SEARCH FOR
(L) Today
1) Yesterday
L) Past Week
(] All Images
(3] Al Movies
(2] Al Documents . aRw|

4. You can also find the mount point in the ‘SHARED'’ category in Finder and make

it one of the login items.

¥ DEVICES

El iDisk
= MyDisk
E MySnowlLeopard

¥ SHARED
F108.12.111
= james-119
= csp-209(sAMBA)
IS csp-509(aFF)

= pale-239(sAMBA) !
I pavid-239(5AMBA) = :

Note that the instructions above are based on Mac OS X 10.6, and can be applied
to 10.4 or later.
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Ubuntu
Follow the steps below to connect to your NAS via WebDAV on Ubuntu.

Client Operating System: Ubuntu 9.10 Desktop

1. Open ‘Places’ > ‘Connect to Server..

System m
Home Folder
Desktop

”E Documents

Music
@ Pictures
[@ Videos

Downloads

Mon Nov 2, 9:25 PM () james

ﬁ Applications BHEESS

= 2 o

[ computer
L) Floppy Drive

[E Network

Connect to Server...

Connect to a remote computer or shared disk

Search for Files...

Recent Documents
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2. Select ‘WebDAV (HTTP)’ or ‘Secure WebDAV (HTTPS)' for the Service type
according to your NAS settings and enter your host information. Enter the user
name and password which has the WebDAV access right to connect to this share
folder. Click ‘Connect’ to initialize the connection.

-ﬁApplications Places System By Mon Nov 2, 9:26 PM () james

Connect to Server

‘vl |

Service Iype:l WebDAV (HTTP)

server: 10.8.12.111
Optional information: |

Folder: MyWebDAV 178
User Name: James|

|| Add bookmark

Bookmark name: | |

Help | ‘ Cancel H Connect |

|@| | [update Manager] || Connect to Server |
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3. This WebDAV connection has been established successfully, a linked folder will
be created on the desktop automatically.

= ol Mon Nov 2, 9:29PM () james

MyWebDAV - File Browser
File Edit View Go Bookmarks Tabs Help

Back ~ Forwardvﬁwe EO\
| dev MyWebDAV @ 100% @

Placesv ®

Iﬁ j”ames “I

|BW Desktop - Testing Feed.xml
1 File system ‘z

=] Network |

__ Floppy Drive
[f@ WebDAV ...

_ [update Manager] [l MyWebDAV - File Brow...
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MySQL Management

You may install phpMyAdmin software and save the program files in the *‘Web’ share
folder of the NAS. You can change the folder name and connect to the database
by entering the URL in the browser.

Note: The default user name of MySQL is ‘root’. The password is ‘admin’. Please
change your root password immediately after logging in to the phpMyAdmin

management interface.

SQLite Management

SQLiteManager is a multilingual web-based tool to manage SQLite databases and

can be downloaded from http://www.sglitemanager.org/.

Follow the steps below or refer to the INSTALL file in the downloaded

SQLiteManager-*.tar.gz’ to install SQLiteManager.

(1) Unpack your downloaded file SQLiteManager-*.tar.gz.

(2) Upload the unpacked folder SQLiteManager-* to \\NAS IP\Web\ or
\\NASIP\Qweb.

(3) Open your web browser and go to http://NAS IP/SQLiteManager-*/.

?: The symbol “*’ refers to the version number of SQLiteManager.
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3.4.8 Network Service Discovery

3.4.8.1 UPNnP Discovery Service

When a device is added to the network, the UPnP discovery protocol allows the

device to advertise its services to the control points on the network.

By enabling UPnP Discovery Service, the NAS can be discovered by any operating
systems that support UPnP.

=] Oveniew
> [ System Administration
7] Disk Management
> [ Access Right Management
4 5] Network Senvices
& Wicrosoft Networking
.‘ Apple Metworking
Q NFS Senvice
FTP Service
& Telnet/SSH
P4 SNUP Settings
 web Server
4. Metwork Service Discovery

Network Service Discovery C

|  UPHNP DISCOVERY SERVICE || |

UPnP Discovery Service

After enabling this service, your NAS can be discovered by any operating systems that support UPRP
[+ Enable UPnP Senice
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3.4.8.2 Bonjour

By broadcasting the network service(s) with Bonjour, your Mac will automatically
discover the network services, such as FTP, running on the NAS without the need to

enter the IP addresses or configure the DNS servers.

Note: You have to activate the services on their setup pages and then turn them

on in this section so that the NAS will advertise this service with Bonjour.

BONIOUR

Bonjour

Before hroadcasting the following services through Bonjour, please DO NOT forget to enable these sernvices first.

[ Web Administration

Senice Name. QTP-TS639

[ SAMBA (Server Message Block over TCPAP)

Senice Name: (QTP-TS639(SAMBA)

[~ AFP (Apple File Protocol over TCP/IP)

Service Name:

~ S8H

Service Name:

[~ FTP (File Transfer Protocol)

Service Name:

[~ HTTPS (Secure web server)

Service Name:

[~ UPMNP (DLMNA media senver)

Service Name:
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3.5 Applications

] Home | | Home>> Applications Nelcome admin |
=] Overview

» [ System Administration App[ications
1> [ Disk Management
I (] Access Right Management ie? E=rs _‘.-——:.;‘ —
& (21 Network Services |§,@‘ @ % m d
4= Applications i

|l Web File Manager —

Web File Manager Multimedia Station Download Station Surveillance Station

# Multimedia Station
& Download Station
@ Surveillance Station

@ Tunes Senice i | TIVE
Jil] UPnP Media Server 7 ] (2
«0 MySOL Server -~

ﬁ QPKG Plugins iTunes Service UPnP Media Server MySQL Server QPKG Plugins

1> [ Backup
I+ (] External Device
[» [ System Status

3.5.1 Web File Manager

To connect to the files on the NAS by a web browser, enable Web File Manager. If

the NAS is connected to the Internet and uses a valid IP address, you can connect
to the NAS by web browser from anywhere. For more information, see Chapter 6.

Overview
© (] System sdministration Web File Manager [
1 (] Disk Management
&[] Access Right Management Web File Manager
1+ [ Metwark Services
45 Applications ¥ Enable Web File Manager

|| Web File Manager

#' Multimedia Station
APPLY

&2 Download Station
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3.5.2 Multimedia Station

To share the photos, music, and video files on the NAS over the network, enable
Multimedia Station. For further information of using Multimedia Station, iTunes

service, and UPnP Media Server, see Chapter 4.

=] Overview
I [ System Administration Multimedia Station

I+ [_] Disk Management
[+ [ Access Right Management Multimedia Station
[ Metwork Senices
45 Applications ¥ Enable WMultimedia Station
@l Web File Manager W show service link on the login page
#: Multimedia Station
J Download Station

'@ Surveillance Station

3.5.3 Download Station

The NAS supports PC-less BT, HTTP, and FTP download. To use the download

function of the NAS, enable Download Station. For further information, see

Chapter 5.

= Overview
» [ System Administration Download Station
I+ [ Disk Management
I [J Access Right Management
I [ MNetwork Senvices
a5 Applications ¥ Enable Download Station

Download Station

|l Web File Manager ¥ Show service link on the login page
' Multimedia Station
& Download Station

'@ Surveillance Station

o Important: Please be warned against illegal downloading of copyrighted
materials. The Download Station functionality is provided for downloading

authorized files only. Downloading or distribution of unauthorized materials may
result in severe civil and criminal penalty. Users are subject to the restrictions of

the copyright laws and should accept all the consequences.
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3.5.4 Surveillance Station

You monitor and record the live video of maximum 2-4 IP cameras available on the
network (LAN or WAN) with Surveillance Station.

Maximum number of IP NAS models

cameras

2 TS-110, TS-119, TS-210, TS-219, TS-219P,
S-239 Pro, TS-239 Pro II, TS-259 Pro

4 TS-410, TS-419P, TS-410U, TS-419U,

SS-439 Pro, TS-439 Pro, TS-439 Pro 11,
TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP,
TS-509 Pro, TS-639 Pro, TS-659 Pro,

SS-839 Pro, TS-859 Pro, TS-809 Pro,
TS-809U-RP

Note: To use this feature on the TS-x39/509/809 series, please update the system
firmware with the image file enclosed in the product CD or download the latest

system firmware from http://www.gnap.com/.

=] Overview
27 System Administration
2] Disk Management
27 Access Right Management
2] Metwaork Services

45 Applications

\al VWeb File Manager

#! Multimedia Station

) Download Station

@ Sureeillance Station

Surveillance Station €

Surveillance Station

W Enable Surveillance Station

¥ Show service link on the login page

Click *‘Surveillance Station’ on the top or on the login page of the NAS to connect to

Surveillance Station.

If you login the service from the login page of the NAS, you

are required to enter the user name and password.

Note: Surveillance Station is only supported by IE browser 6.0 or later.
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To set up your network surveillance system by the NAS, follow the steps below:
1. Plan your home network topology

2. Set up the IP cameras

3. Configure the camera settings on the NAS

4

Configure your NAT router (for remote monitoring over the Internet)

1. Plan your home network topology

Write down your plan of the home network before setting up the surveillance system.
Consider the following when doing so:
i The IP address of the NAS

ii. The IP address of the IP cameras

Your computer, the NAS, and the IP cameras should be connected to the same
router on the LAN. Assign fixed IP addresses to the NAS and the IP cameras. For
example,

. The LAN IP of the home router: 192.168.1.100

e Camera 11IP: 192.168.1.10 (fixed IP)

 Camera 2 IP: 192.168.1.20 (fixed IP)

. NAS IP: 192.168.1.60 (fixed IP)

QNAP
NAS

O L
Camera 1 Camera 2

LAN IP:192.168.1.10 LAN IP:192.168.1.20 LAN IP:192.168.1.60
'\\- | #
7

/'_x’f_ _H’;_Hf_ﬂ\'h \

{ ) ,

o At b

(_ Internet . A T
C P

Sl /=" DSLiCable  NAT router

modem ) AN IP:192.168.1.100 LAN IP-192.168.1.32

PC
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2. Set up the IP cameras

In this example, two IP cameras will be installed. Connect the IP cameras to your

home network. Then set the IP address of the cameras so that they are in the same

LAN as the computer. Login the configuration page of the Camera 1 by IE browser.
Enter the IP address of the first IP camera as 192.168.1.10. The default gateway

should be set as the LAN IP of the router (192.168.1.100 in this example). Then

configure the IP address of the second IP camera as 192.168.1.20.

Some IP cameras provide a utility for IP configuration. You may refer to the user

manual of the cameras for further details.

* Please refer to http://www.gnap.com/ for the supported network camera list.

3. Configure the camera settings on the NAS
Login the Surveillance Station by the IE browser to configure the IP cameras. Go
to ‘Settings’ > ‘Camera Settings’. Enter the IP camera information, for example,

name, model, and IP address.

B Surveillance Station

Me hon

Camera Name Brand 1P Address WAN IP Address
1 Canera |
2 Camera 2

Camera Number: | 1- Camera 1 V|
Camera Model: |Axis 205 V|
Camera Name: |Camera 1 |
1P Address: | |
O vor o ]
| .

WAN IP: (for monitoring from public network) | |
(If your IP camera is instzlled behind NAT router, you may input the public IP address (or URL) and the corresponding forwarded
port of the router.)
O ot o 1]
User Name : | |
Password : | |

Apply ] [ Remove

Note: All the camera configuration wil not take effect until you dick the "Apply" button.
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Click ‘Test’ on the right to ensure the connection to the IP camera is successful.

If your IP camera supports audio recording, you may enable the option on the
‘Recording Settings’ page. Click ‘Apply’ to save the changes.

Camera Number: |2: Camera 2 V|
Video Compression: | Motion JPEG V|
Resolution: | AViGA V|
Frame Rate: |2EI V|
Quality: | Mormal V|

Enable audio recording on this camera

Estimated Storage Space for Recording: 6760 GB

| Apply

Configure the settings of IP camera 2 following the above steps.

After you have added the network cameras to the NAS, go to the ‘Live View’ page.

The first time you connect to this page by the IE browser, you have to install the
ActiveX control in order to view the images of IP camera 1 and IP camera 2. You
can start to use the monitoring and recording functions of the Surveillance Station.
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To use other functions such as motion detection recording, scheduled recording, and

video playback, see the online help.

Surveillancebon

Video Recol

Live View Playback

3.0.0(0326T)
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4. Configure your NAT router (for remote monitoring over the Internet)
To view the monitoring video and connect to the NAS remotely, you need to change
the network settings by forwarding different ports to the corresponding LAN IP on

your NAT router.

© ©
Camera 1 Camera 2

LAM IP:192.168.1.10 LAN IP:192.165.1.20 LAM IP:192.168.1.60

QNAP
NAS

Port: 81 Fort: 82 Port: 8000
" k;
1'\.__ e
‘l‘\‘-__\ __.f"//-
\x r'/
S~ . /,//
A ) PLUE 7
(_ Internet | TP
. b Y’ PC
- _}x___fzb—f’ DSLiCable  MAT router
modem LAN IP:192.168.1.100 LAN IP:192.168.1.32

Change the port settings of the NAS and the IP cameras

The default HTTP port of NAS is 8080. In this example, the portis changed to 8000.
Therefore, you have to connect to the NAS via http://NAS IP:8000 after
applying the settings.

Then login the network settings page of the IP cameras. Change the HTTP port of
IP camera 1 from 80 to 81. Then change the port of IP camera 2 from 80 to 82.
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Next, login the Surveillance Station. Go to ‘Settings’ > ‘Camera Settings’. Enter
the port numbers of IP camera 1 and IP camera 2 as 192.168.1.10 port 81 and
192.168.1.20 port 82 respectively. Enter the login nhame and the password for
both IP cameras.

Besides, enter the WAN IP address (or your domain address on the public network,
for example, MyNAS.dyndns.org) and the port on the WAN for the connection from

the Internet. After finishing the settings, click ‘Test’ to verify the connection.

Camera Number: 1: Camera 1 v
Camera Modal: iPUX ICS 10031013 v
Camera Name: Camera 1
IP Address: 192.168.1.10
Port 81
. .
WARN IP: (for monitoring from public network) myMAS dyndns.org

(If your IP camera is installed behind MAT router, you may input the public IP address {or URL) and the corresponding forwarded
port of the router.)

Port 81

User Name : administrator

Password : LTIITT]
Apply ] [ Remaove

Note: All the camera configuration will not take effect until you click the "Apply" button.

Go to the configuration page of your router and configure the port forwarding as
below:

. Forward port 8000 to the LAN IP of the NAS: 192.168.1.60

. Forward port 81 to the LAN IP of IP camera 1: 192.168.1.10

. Forward port 82 to the LAN IP of IP camera 2: 192.168.1.20

Note: When you change the port settings, make sure remote access is allowed.
For example, if you office network blocks the port 8000, you will not be able to

connect to your NAS from the office.

After you have configured the port forwarding and the router settings, you can start

to use the Surveillance Station for remote monitoring over the Internet.
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Connect to the snapshots and video recordings of Surveillance Station
All the snapshots are saved in *‘My Documents’ > ‘Snapshot’ (Windows XP) in your
computer. If you are using Windows 7 or Vista, the default directory is ‘Documents’

> ‘Snapshot’.

& Snapshot

:© File Edit Miew Faworites  Tools  Help ﬂ’
@ Back - "\.:J LE p Search H_T" Folders v
: Address | V| G0
Mame = Size | Type
File and Folder Tasks ¥ 1 B Camera 1 2008-05-30-17-05-12.jpg 86 KB ACDSes 9.0 PEG L.
Camera 2 20053-05-30-16-42-01.jpg 208 KE  ACDSes 9.0 JPEG L.
Other Places
Details
£ ] ] >
272 KB g My Computer

The video recordings will be saved in \\NASIP\Qrecordings or \\NASIP\Recordings.
The general recordings are saved in the folder ‘record_nvr’ and the alarm
recordings are saved in the folder ‘record_nvr_alarm’.
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3.5.5 iTunes Service

The MP3 files on the Qmultimedia/ Multimedia folder of the NAS can be shared to
iTunes by this service. All the computers with iTunes installed on LAN are able to

find, browse, and play the shared music files on the NAS.

To use the iTunes service, make sure you have installed the iTunes program on your
computer. Enable this service. Then upload the music files to the Qmultimedia/

Multimedia folder of the NAS.
(Ghome @

O mE.
=] Overnview
» [ System Administration iTunes Service ]
> [ Digk Management
> (2] Access Right Management | GENERAL | [

> (2] Metwork Senices
455 Applications
|l Web File Manager

iTunes Service

#/ Multimedia Station After ITunes service is enabled, all Tunes clients in the same subnet can play the music files in the “Gmultimedia” folder on
J Download Station the server.
'@ Sureillance Station Pt

§ iTunes Serice i s
- " Password required: :
il] UPnP Media Server SRS e
w" MySQL Server

Please selectthe label encoding of the music files. Select the correct enceding to display the label information correctly.

ﬁ QPKG Plugins Flease select English for non-Asian languages.
> 2 Backup Label encoding: Chinese-Traditional |

> [C] External Device
» [OJ System Status

e —

Password required: To allow the users to connect to the data only by entering the

correct password, select this option and enter the password.
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Click ‘Smart Playlist’ to enter the smart playlist page. You can define the playlist

rules to categorize the songs into different playlists. If there is no song that
matches the rules on the playlist, the iTunes client will not show the playlist. For

detailed operation, refer to the online help.

iTunes Service 2
| GENERAL ” SMART PLAYLIST

Smart playlist - Add
Mame:Lisa Cno

s Alburn Title v Lisa Ono

| canceL | [ appy |

When you open iTunes, it detects the NAS automatically. All the songs on the
Qmultimedia/ Multimedia folder will be shown.

File Edit Controls View Store Advanced Help iTunes

=) O ()

-
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LIBRARY Name Album
n Music & Winker Wonderland no Boas Festas Jazz &
E Mavies @ Depais Do Natal 2:58  Lisa Ono Boas Festas Jazz
8 Let It Snow! Let Tk Snaw! Leb b 5., 3148 Lisa Ona Boas Festas Jazz
E T Sl # Caroling Caroling 3156 LisaOno Boas Festas Jazz
@ Padcasts # Jingle Bell Rock 2120 Lisa Ono Einas Festas lazz
% Radio @ White Christmas {Moite de Matal) 3145 LisaOno Einas Festas Jazz
@ Paz Azul (Brahms Lullaby) 3:39 Lisa Ono Bioas Festas Jazz
STORE @ Ave Maria 3:56  Lisa Ono Boas Festas Jazz
= @ The Christmas Song 3141 Lisa Ono Boas Festas Jazz
SHARED # Boas Festas 4144 Lisaono Boas Festas Jazz
» ;. NASACGHCH # Um Anjo Do Céu 525 LisaOno Boas Festas Jazz
@ In the Wee Small Hours of the Mo... 437 LisaCno Boas Festas Jazz
VPLAYLISTS @ Silent: Night 1:01 Lisa Ono Boas Festas Jazz
@ Party Shuffle @ 01 Beautiful Woman.mp3 0:07 Color yaur soul Other
Ji 90's Music # 02 Salesman.mp3 344
[B] Music ideos 03 Fil This Hight.mp3 417
@ My Top Rated o 04 Cry Ou.t Loud.mp3 ] 419
@ 05 I will Give You Everything.mp3 4:00
[ Recently Acded o 06 Come Alive.mp3 450
Ji Recently Played o 07 SR HE A mp3 3:45
@ Top 25 Most Played [ 08 Be My Love (English ver.), (Ho... 4:33
09 Z.mp3 4143
# 10 Colar Your Soul.mp3 450 A
2 peachlece ron . b
INSIDE THE STORE




Click the triangle icon next to the NAS name. The smart playlists defined earlier
will be shown. The songs are categorized accordingly. You can start to use iTunes
to play the music on your NAS.

File Edit Controls View Store Adwanced Help iTunes
LIERARY Name | Time | Arkist | Album | Genre
ﬂ Music 1 @ Winter Wonderland 2:59  Lisa Ono Bioas Festas Jazz
H Movies 2 # Depois Do Matal 21558 Lisa Ono Boas Festas Jazz
3 o Let It Snow! Leb It Snow! Let IE S, 345 Lisa Ono Boas Festas Jazz
E TV Showis 4 # Caroling Caraling 356 Lisa Ono Boas Festas Jazz
@ Podcasts 5 @ Jingle Bell Rock 2:20 Lisa Ono Boas Festas Jazz
"f‘(‘ Radio & # white Christmas {Moite de Matal) 3145 Lisa Ono Boas Festas Jazz
7 # Paz Azul (Brahms Lullaby) 339 Lisa Ono Boas Festas Jazz
SIURE g o Ave Maria 356 Lisa Ono Boas Festas Jazz
E iTunes Stare 9 ® The Christmas Song 341 Lisa Ono Boas Festas Jazz
SHARED 10 [ Boas Festas 4144 Lisa Ono Boas Festas Jazz
¥ E MASACESCE e 11 # Um Anjo Do Céu Si28  Lisa Ono Boas Festas Jazz
. 1z # In the Wee Small Hours of the Ma... 4137 Lisa Ono Bioas Festas Jazz
! color your soul . X i
! o 13 @ Silent Might: 1:01  Lisa Ono EBoas Festas Jazz

T —

Note: You can download the latest iTunes software from official Apple website

http://www.apple.com/.
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3.5.6 UPNnP Media Server

The NAS is built-in with TwonkyMedia, DLNA compatible UPnP media server.
Enable this function and the NAS will share particular music, photos, or video files
to the DLNA network. You can use DLNA compatible digital media players to play
the multimedia files on the NAS on your TV or acoustic sound system.

To use UPnP Media Server, enable this function and click the following link
(http://NAS IP:9000/) to enter the configuration page of the UPnP Media Server.

=] Overview
(2] System Administration UPNnP Media Server ]

2] Disk Management
[Z] Access Right Management UPNP Media Server
2] Metwork Services

45 Applications W Enable UPnP Media Server
&8 Web File Manager ¥ after enabling this senvice, click the following link to enter UPRP Media Server configuration page.
' lMultimedia Station htlp:(10.8.12. 220000/

J Download Station

@ Sureillance Station
" iTunes Service APPLY
] UPRP Media Server

Click the link http://NAS IP:9000/. Go to ‘TwonkyMedia Settings’ > ‘Basic Setup’

to configure the basic server settings.

The contents on the Qmultimedia or Multimedia folder of the NAS will be shared to
the digital media players by default. You can go to ‘Basic Setup’ > ‘Sharing’ >

‘Content Locations’ to change the share folder or add more share folders.

After configuring the settings, you can upload MP3, photos, or video files to the
specified share folders on the NAS.

Note: If you upload multimedia files to the default share folder but the files are not
shown on Media Player, click ‘Rescan content directories’ or ‘Restart server’ on the

Media Server configuration page.

For the information of setting up the UPnP media server of the NAS for media playing,

see Appendix D.
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About UPnP and DLNA

Universal Plug and Play (UPnP) is a set of computer network protocols promulgated
by the UPnP Forum. The purpose of UPnP is to allow the devices to connect
seamlessly and to simplify the implementation of the networks at home and in the
corporate environment. UPnP achieves this by defining and publishing UPnP device

control protocols built upon open, Internet-based communication standards.

The term UPNP is gleaned from Plug-and-play, a technology for dynamically
attaching devices to a computer directly.

The Digital Living Network Alliance (DLNA) is an alliance of a number of consumer
electronics, mobile and personal computer manufacturers. Its aim is to establish
a home network in which the electronic devices from all companies are compatible
with each other under an open standard. The alliance also tries to promote the idea
of digital home by establishing DLNA certification standard. All DLNA certified

products connected to the home network can be connected to seamlessly to enable

the consumers to enjoy the digital life conveniently.

160



3.5.7 MySQL Server

N
= Ovenview
» (23 System Administration MySQL Server €
» [ Disk Management
» [CJ Access Right Management MySQL Server
[CJ Metwork Services
453 Applications You can enable MySQL server as the website database
{8 Web File Manager ¥ Enable MySQL Server

& Multimedia Station
&4 Download Station
'@ Surveillance Station
" iTunes Serice Port Number: 3306
] UPnP Wedia Server
=" MySQL Server

& QPKG Plugins

» (7 Backup

» £J External Device

» [CJ System Status

Keyword You can reset the database password or re-initialize the database

Enable this option to allow remote connection of MySQL server.
W Enable TCPAP Metwarking

Hote: You can install the phpMyAdmin package to manage your MySQL server. To install the phpMyAdmin, please click here

| RESET ROOT PASSWORD | [ RE-INIIALIZE DATABASE |

Note: To use this feature on the TS-x39/509/809 series, please update the system
firmware with the image file enclosed in the product CD or download the latest

system firmware from http://www.gnap.com/.

You can enable MySQL Server as the website database.

Enable TCP/IP Networking

You can enable this option to configure MySQL server of the NAS as a database
server of another web server in remote site through Internet connection. When
you disable this option, your MySQL server will only be configured as local database
server for the web server of the NAS.

After enabling remote connection, assign a port for the remote connection service
of MySQL server. The default port is 3306.

After the first-time installation of the NAS, a folder phpMyAdmin is created in the

Qweb/ Web network folder. You can enter http://NAS IP/phpMyAdmin/ in the web
browser to enter the phpMyAdmin page and manage the MySQL database.
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Note:

. Do not delete the phpMyAdmin folder. You can rename this folder but the link
on the MySQL server page will not be updated. To connect to the renamed
folder, you can enter the link http://NAS IP/renamed folder in the web browser.

. The phpMyAdmin folder is created after the first-time installation. When you

update the firmware, the folder remains unchanged.

Database Maintenance

. Reset root password: Execute this function to reset the password of MySQL
root as ‘admin’.

. Re-initialize database: Execute this function to delete all the data on MySQL

database.

For the information of hosting a phpBB forum on the NAS, see Appendix E.
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3.5.8 QPKG Plugins

You can install the QPKG packages to add more functions to the NAS. Click ‘GET

QPKG".

i1 Home Home >> Applications > QPKG Plugins Welcome admin | Logout Eng
= Overview

& ] System Administration QPKG Plug'l ns -

[+ [CJ Disk Management
[» [ Access Right Management
& [ Metwaork Senices
a5 Applications
[ Web File Manager
# Multimedia Station QPKG installed
& Download Station
" Surveillance Station
@ Tunes Service
filll UPNP Media Server 2. Goto INSTALLATION", browse to the location where the unzipped file is, and then click INSTALL].
" MySQL Server
W QPKG Plugins

| QPKG INSTALLED |‘ INSTALLATION

Mo installed package found. To install a package, please follow the steps below:

1. Click [GET QPKG] to see the latest available GPKGs, download and unzip it to your PC

Before you install the packages, make sure the files are correct, read the
instructions carefully, and back up all the important data on the NAS. Download
the package you want to install on the NAS to your computer.

Before installing the QPKG package, unzip the downloaded file. To install the QPKG,
browse to select the correct QPKG file and click ‘INSTALL".

After uploading the QPKG packages, the details are shown. Click the link to
connect to the web page of the installed package and start to configure the settings.
To remove the package from the NAS, click ‘REMOVE".

QPKG Plugins

QPKG - Joomla

File Name: Joomla.qpkg
Installation Date: 2008-10-23
Version: 1514
Installation Path: fshareiGweblloomla
Status: --
Web Page: hitp172.17.23.107:80/aomlar
Maintainer QNAP Systems, Inc
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3.6 Backup

=] Overview

- (£ System Administration

- (27 Disk Management

- [ Access Right Management

- [ MNetwork Senvices

- [ Applications

4 ] Backup
& External Drive
3 usE one Touch Copy
«» Remote Replication
@ Time Machine

- [ External Device

- [ System Status

i = B

External Drive USB One Touch Copy Remote Replication Time Machine

3.6.1 External Drive

You can back up the local drive data to an external storage device. Select to

execute instant, automatic, or scheduled backup, and configure the settings.

® Backup Now: To back up the data to the external storage device immediately.

® Schedule Backup: To back up the data by schedule. You can select the
weekday and time to execute the backup.

® Auto-backup: To execute the backup automatically once the storage device is
connected to the NAS.

Copy Options:
You can select ‘Copy’ to copy the files from the NAS to the external device. Select
‘Synchronize’ to synchronize the data between the NAS and the external storage

device. Any differentiated files on the external device will be deleted.

Note: During the data copy or synchronization, the identical files on both sides will
not be copied. If there are files in the same name but different in size or modified
dates on NAS and the external device, the files on the external device are

overwritten.
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Home > > Backup >> External Drive Welcome admin | Logout

=] Oveniew
» £ System Administration External Drive
[» (O] Disk Management
[> [[] Access Right Management
I (O] Network Senvices

Back up to an external storage device

1 (7 Applications Back up the local disk data to an external storage device. You can select instant, automatic, or schedule backup.
45 Backup Directory to back up Directory not to back up

S EJELIJi'ctimedia E:;:?.'E;rk Recycle Bin 1

ﬂ USB One Touch Copy 11 Qdownlqad

+# Remote Replication gLescbmd'”gs

@ Time Machine Qweb

I [ External Device Users
[> (£ Systemn Status

test
video_demo

Back up to an External Storage Device: | USBDiskl (% 1o external device is detected currently.

Free Size/Total Size:--

Backup Method: Backup Mow ¥ Execute backup immediately.
Copy options: Back up data to the destination drive.

Current Backup Status: Mo backup operations.

Last Backup Time:

Last Backup Result:
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3.6.2 USB One Touch Copy

This feature is not supported by TS-809U-RP.

You can configure the bahaviour of the USB one touch copy button on this page.
The following three functions are available:

® Copy from the front USB storage to a directory of the internal HDD of the NAS.
® Copy to the front USB storage from a directory of the internal HDD of the NAS.
® Disable the one touch copy button

=] Oveniew
- (£ System Administration USB One Touch Copy 4

- [ Disk Management

- [[] Access Right Management
[0 Metwork Services

USB One Touch Copy

- (0] Applications Caonfigure the function of the USB one touch copy button.

433 Backup ' Copy from the front USB storage dsvice to the Qusb V—| directory ofthe internal disk.
& External Drive Backup method; Add directory % Back up data to the newly created directory on the destination sharing folder
S E IS TELE 283 " Copy to the front USB storage device from the directory of the internal disk.

+= Remote Replication
@ Time Machine

- [0 External Device

- [0 Systemn Status

¢~ Disable one touch copy button

Hote: The USB LED blinks when data backup to an external device is in process. The USB one touch copy button will be
disabled ternporarily. If you press the button during the data transfer process, the server will beep thrice to alert you the button
is disabled. Please wait for the backup to finish and the USB LED to stop flashing, and then use the USB one touch copy
button again.

Function Seard APPLY

Data Copy by the Front USB Port

The NAS supports instant data backup from the external USB device to the NAS or

the other way round by the front one touch copy button. To use this function,

follow the steps below:

1. Make sure a HDD is installed and formatted on the NAS. The default network
share Qusb/ Usb has been created.
Turn on the NAS.
Configure the behaviour of the Copy button on ‘Backup’ > ‘USB one touch copy
page.

4. Connect the USB device, for example, digital camera or flash, to the front USB
port of the NAS.

5. Press the Copy button once. The data will be copied according to your settings
on the NAS.

4

Note: Incremental backup is used for this feature. After the first time data backup,

the NAS only copies the changed files since the last backup.
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3.6.3 Remote Replication

3.6.3.1 Remote Replication

You can use this option to back up the folders and sub-folders on the NAS to another

QNAP NAS or Rsync server over LAN or the Internet.

The maximum number of remote replication jobs supported is 64. Make sure a

network share has

been created before adding a remote replication task.

v" Port Number: Specify a port number for remote replication. The default port

number is 873.

Note: If this server connects to the Internet through a router, make sure the

specified port for remote replication is opened on the router.

v" Enable backu

p from a remote server to the local host: Select this option

to allow the remote server to back up data to the local host via remote

replication.

v Allow remote Rsync server to back up data to NAS: Enable this option to

allow a remote Rsync server to back up the data to the NAS by remote

replication.
dome @
= Overview

» (] System Administration
» (] Disk Management
(20 Access Right Management

» (O Metwork Services

» (£ Applications

4 &5 Backup
& External Drive
ﬂ LJSB One Touch Copy
+w Remote Replication
@ Time Machine

» O] External Device

» [ System Status

Keyword

Remote Replication e

REMOTE REPLICATION

Remote Replication

By using this function, you can back up the data on the local server to a remate server of the same NAS series, and also allow
backup from remote server to the local server,

Port Number:873
W Enable backup from a remote server to the local host

I~ Allow remote Rsync server to back up data to NAS

Current Jobs
[ © option | | & Create New Replicating Job |
| @ Delete |
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Follow the steps below to create a remote replication job for backup from the NAS
to another QNAP NAS.
1. Click ‘Create New Replicating Job’ to create a new task.

Current Jobs
[m l'@ Create Mew Replicating Job ]
e e e e

2. Select the server type and enter the job name.

Remote Replication

OQNAP Remote Replication Wizard

TUuURBDO MNAS

This wizard helps you create a remote replication job. Enter the
name ofthe remate replication job and click Next.

Server type:

Remote Replication Job Name: backup|

3. Enter the IP address or domain name (if any) of the remote server, the port
number of the remote server, the user name and password with write access to

the remote server. Click ‘Test’ to check if the connection is successful or not.

Note:
. To use remote replication, enable Microsoft Networking service, make
sure the destination network share and directory have been created, and

the user name and password are valid to login the destination folder.

. The share folder name (network share or directory) is case-sensitive.
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Remote Replication ke

QONRAPR Remote Destination

TurREDO MNAS

Name or IP address of the remote server:
Port Number:
User Name:

Password:

Remote Host Testing: TEST

4. Enter the destination path. The share folder name (network share or directory)

is case-sensitive.

Remote Replication ke

QNRAP Remote Destination

TUuRBEBD MNMAS

Destination Path : /"I
( e.0. [ShareFolder Directory )

Remain Capacity : 0 hib

Step 3of ¥ BACK NEXT CANCEL
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5. Enter the source path. You can select to back up the whole network share and

a folder in the share.

Remote Replication st

(m ] =]= Local Source

TUREBD MAS

Local Path : {Public
{ .. 'ShareFolder Directory )

glep 4007 BACK m CANCEL

6. Define the replication schedule.

Remote Replication Lo

QNAP Replication Schedule

TuREO MNAS

Select schedule:

= Replicate Mow

& Daily
 Weakly Manday
" Manthly 01

E1ep.2.017 BACK m CANCEL
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7. Set other options for the remote replication job. Then click ‘Finish’. The job

will be executed according to your schedule. Note that the job is recursive.

Do not turn off the local NAS and the remote server when remote replication is

running.

Remote Replication pisief

QNAP

TURBDO MAS

Step G of ¥

Replication Options

-

El-C T TRiE]

{Mote: You have to enahle SSH connection on the remote host,
and use the "admin” account to execute the encrypted
replication job. Besides, the port number must be the same as
the S5H port ofthe remote host)

Activate file compressian

Stop network file services while replicating

Perfarm incremental replication

Delete extra files on remote destination

Handle sparse files efficiently

Remote Replication a2

QNRAP

TUuURBD NAS

Step ¥ of ¥

Setup complete

The remate replication settings have heen completed. Click FINISH
to exit the Yizard.

FINISH
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How to create a remote replication job for an entire disk volume?

To back up an entire disk volume by remote replication, create a new share folder
(for example, root) as the root directory which contains all the share folders in the
same volume, and specify the path to '/’. Then create a remote replication job to
copy this share folder (root). All the share folders and sub-folders will be

replicated.

Share Folder Property

Share Folder Property

Network Share Name: root

Disk Volume: | RAID 5 Disk Volume: Drive 1 2 3 [=]
Hide Network Drive: () yas @ po @
Lock file {oplocks): g yge (™ Mo
Path: i
—Comment (opuonaly

[l Enable write-only access on FTP connection i)

Step 1 of 1 TUAPPLY " CANCEL
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3.6.3.2 Amazon S3

Amazon S3 (Simple Storage Service) is an online storage web service offered by
AWS (Amazon Web Services). It provides a simple web services interface that can
be used to store and retrieve the data from anywhere on the web. With Amazon
S3, you can upload the data from your NAS to Amazon S3 or download the data from
Amazon S3 to your NAS.

Note that you need to register an AWS account from http://aws.amazon.com/ and

pay for the service. After signing up for an account, you need to create at least one
bucket (root folder) on Amazon S3 by an Amazon S3 application. We recommend
the Mozilla Firefox add-on '‘S3Fox’ for beginners.

AMAZON 53

Amazon 53

This function allows you to upload the data fram the MNAS to Amazaon 53, or vice versa.

Note: Flease synchranize the system time with an Internet time server before using this function. To configure the system date
and time, please click here,

Current Jobs

| & Create New Replicating Job |
Job Name Usage Type Schedule Status Action

After setting up the Amazon S3 account, follow the steps below to back up the data

to or retrieve the data from Amazon S3 using the NAS.

1. Click ‘Create New Replicating Job'.

2. Enter the remote replication job name.

3. Select the usage type: ‘Upload’ or ‘Download’ and enter other settings. A
bucket is the root directory on Amazon S3. You can test the connection to the
remote host testing by clicking ‘TEST". Other settings are optional.
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Remote Replication (]

) Amazon S3
I'l'll ] ]
) =
W' UsageType:  Upload ..
=4 Access Key: ‘AKIAJ303SUDAHNAEY

Private Key: NN NNNERNE;
Remote Path pas .
(Bucket/Directory): ‘aws-uploads i

Remote Host

Step 2 of 5 BACK CANCEL

4. Specify the local directory on the NAS for replication.
5. Enter the replication schedule.
6. Click ‘Finish’. The replication job will be executed according to your schedule.
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3.6.4 Time Machine

You can enable Time Machine support to use the NAS as a backup destination of

multiple Mac by the Time Machine feature on OS X.

Home
=] Overview

I [ Systemn Administration

[ [ Disk Management

[ £ Access Right Management

[ £ Metwork Senvices

> [ Applications

45 Backup
& External Drive
ﬂ LUSB Cne Touch Copy
+# Remote Replication
@ Time Machine

1 [ZJ External Device

[ 2] System Status

® Function Search

Home>> Backup>> Time Machine

Welcome admin | Logout

English

Time Machine

Time Machine support

€

After enabling the Time Machine function , you can use the MAS as one of the Mac O3 X Time Machine backup destinations.

v Enable Time Machine support

Display Name: TWBackup
User Name TimeMachine

Password:

Wolume: |Mirruring Disk Volume: Drive 1 2 |»| Free Size:402GB

Capacity:

Hote: When using the Time Machine function, AFP service will be enabled automatically. Note that all the Time Machine

users share the same network share for this function.
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To use this function, follow the steps below.

Configure the settings on the NAS:
1. Enable Time Machine support.

Time Machine €

Time Machine support
After enabling the Time Machine function | you can use the NAS as one ofthe Mac O3 X Time Machine backup destinations.
¥ Enable Time Machine support

Display Mame: TMBackup

Uszer Mame: TimeMachine

Password: tensnee
Volume: Mirraring Disk Volume: Drive 1 2 |»| Free Size:402GB
Capacity: 0 felz]

Note: When using the Time Machine function, AFP service will be enabled automatically. Mote that all the Time Machine
users share the same network share for this function.

Enter the Time Machine password. The password is empty by default.

Select a volume on the NAS as the backup destination.

Enter the storage capacity that Time Machine backup is allowed to use.

i AW N

Click ‘Apply’ to save the settings.

All the Time Machine users share the same network share for this function.
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Configure the backup settings on Mac:
1. Open Time Machine on your Mac and click ‘Select Backup Disk’.
enn Time Machine

ioals Show All q|

D

Select Backup Disk...

-
Time Madllne Time Machine keeps copies of everything on your Mac,
including system files, applications, and settings, as well as
your music, pictures, and other important files. Since Time

Machine keeps daily backups, you can revisit your Mac as it
OFF ON | appearedin the past
™ Show Time Machine status in the menu bar
L
d Click the lock to prevent further changes. @

2. Select the TMBackup on your NAS from the list and click ‘Use for Backup’.

__i TMBackup

& on “NASAABBOE"

® ( Set Up Time Capsule ) ( Cancel ) w
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3. Enter the user name and password to login the QNAP NAS. Then click
‘Connect’.

Registered user name: TimeMachine

Password: The password you have configured on the NAS. The password is
empty by default.

Enter your name and password for the server
4 “NASAABB18" so that Time Machine can access
it

Connect as: () Guest
® Registered User

Name: TimeMachine

Password:

( Cancel j, EConnect)

4. Upon successful connection, the Time Machine is switched ‘ON’. The available

space for backup is shown and the backup will start in 120 seconds.

| . Hell@ Time Machine
(o] O
Name: TMBackup
NASAABB18
£ \ Available: 168.09 GB of 311.9 GB
: ; Oldest Backup: -
salectDisk Latest Backup: —-
Options... Next Backup: 103 seconds...

Time Machine Time Machine keeps:

» Hourly backups for the past 24 hours
+ Daily backups for the past month

» Weekly backups for all previous months
OFF I l ON :
The oldest backups are deleted when your disk becomes full.
EShow Time Machine status in the menu bar

il
EE Click the lock to prevent further changes. ®

The first time backup may take more time according to the data size on Mac. To
recover the data to the Mac OS, see the tutorial on http://www.apple.com/.
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3.7 External Device

i’r me Home>> External Device
Dverview
i [ System Administration External Device

> (] Disk Management
> ] Access Right Management
= £ Metwork Services | \ \
[+ CJ Applications ‘ z
[> (] Backup
4 ] External Device
W External Storage Device
# USB Frinter

Y UPS Settings
I+ £ Systemn Status

External Storage Device USB Printer UPS Settings

3.7.1 External Storage Device

The NAS supports USB disks and thumb drives for extended storage. Connect the
USB device to the USB port of the NAS, when the device is successfully detected,
the details are shown on this page.

It may take tens of seconds for the NAS server to detect the external USB device
successfully. Please wait patiently.

(£} Home Home >> External Device >> External Storage Device
=] Oveniew
» (] System Administration External Storage Device

> (£ Disk Management
[+ (] Access Right Management
> (£ Network Services

External Storage Device

Manufacturer: =
> £3 Appiications —
1+ £ Backup Model: =
4 (9 External Device Device Type: =
¥ External Storage Device Total | Free size: -
# USB Printer File System: -
W UPS Settings Status: Mo disk
> £ System Status .
FormatAs) EXT4 %] | FORMAT NOW |
Eject: l REMOVE DISK PARTITION J [ REMOVE DEVICE J

To remove the hardware device, please click [Remove device]. When the system does not show the device anymore, you can
remove it safely.

m Note: Do NOT unplug the device when it is in use to protect the device.
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3.7.2 USB Printer

To provide printer sharing function for the network users, you can simply connect
a USB printer to the USB port of the NAS. The NAS detects the printer

automatically. Up to 3 printers are supported.

Home:>> External Device=> USB Printer

=] Oveniew
» (0] Systern Administration USB Printer

> [0 Disk Management

> O] Access Right Management USB Printer
- [0 Metwark Services
N e Manufacturer: -

> (2 Applications — |

> [0 Backup Model: -

45 External Device Status: Mo printer detected
¥ External Storage Device Clean up spool space of printer: | CLEAN NOW
* USE Printer
[ UPS Settings

> [0 System Status

Note:

. Please connect a USB printer to the NAS after the software configuration is
completed.

. The NAS does not support multifunction printer.

. For the information of the supported USB printer models, please visit

http://www.gnap.com/.

180


http://www.qnap.com/�

3.7.2.1 Windows XP Users

Method 1

1. Enter \\WAS IP in Windows Explorer.

2. A printericon is shown as a network share on the server. Double click the icon.

3. Install the printer driver.

Add Printer Wizard

If waur printer came with
iz not listed, consult your

I arfacturer A0 Printers L
Agfa — | | B¥ AGFABccuSet vB2. 3 -
i'p;lu S AGFAACCUS SISF 52 3
ngle S AGFA-AccuSet 600
AP PS ¥ AGFA-AcoUS et BODSF v52.3
AST | | Egk AGFAACcoUS et BOOSF v2013,108 v

__.J Thiz driver iz digitally signed.
Tell me why driver zsigning is important

| (] |[ Cancel ]

4. When finished, you can start to use the network printer service of the NAS.
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Method 2

The following configuration method has been verified on Windows XP only:

1.
2.
3.

© ® N o W

11.
12.

Open *Printers and Faxes'.

Delete the existing network printer (if any).

Right click the blank area in the Printers and Faxes window. Select ‘Server
Properties’”.

Click the ‘Ports’ tab and delete the ports configured for the previous network
printer (if any).

Restart your PC.

Open Printers and Faxes.

Click ‘Add a printer’ and click *‘Next'.

Select ‘Local printer attached to this computer’. Click *‘Next'.

Click ‘Create a new port’ and select ‘Local Port’ from the drop-down menu.
Click *Next”.

Enter the port name. The format is \\NAS IP\NAS namepr, for example, NAS
IP= 192.168.1.1, NAS name= myNAS, the link is \\192.168.1.1\myNASpr.
Install the printer driver.

Print a test page.
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3.7.2.2 Windows Vista/ Windows 7 Users

1. On the Run menu, enter \\NAS IP.
f A [

"= Run

Type the name of a program, folder, docurnent, or Internet
rescurce, and Windows will open it for you.

Open: 192 .168.0.169 -

@ This task will be created with administrative privileges.

I 0K I ’ Cancel l ’ Browse...

2. Find the network printer icon and double click it.

- [+ || Search

Favorite Links | Name’ Type Comments

[El Documents J | Metwork Recycle Bin1 l_| Public

E;‘- Pictures S, e,

B Music

(& Recently Changed J jJdownioad Y Qmutimedia

E Searches
L Public l | Qusb l_| Qweb

e

‘ @f ts-509pr5 % Printers
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3.

Install the correct printer driver.
Add Printer Wizard

L2 [
Select the manufacturer and model of your printer.  your printer came with

an installation disk, click Have Disk. If your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer * || Prirters -
HP — | | 5 4P 2500C Series Printer L4
IBM L ¥ hp business inkjet 1000
infotec 5
Konica
KNKICA MIMNDIT TA i 1 |

UL

This driver is digitally signed.

| »
Tell me why driver signing is important

Ll

OK

| [ cancel |

4. When finished, print a test page to verify the printer is ready to use.
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3.7.2.3 Mac OS X 10.4

1. On the toolbar, click ‘Go/ Utilities".

" Finder File Edit View [Rell Window Help
Back |

F Forward 28]
g Enclosing Folder
de 0

SnapMDrag = Computer
& Home {+3H
% Network {+ 38K
® iDisk >

A Applications
# Utilities

IFmMware.img

Recent Folders

(R,

— '| Go to Folder...
LA Connect to Server...

3K

SESE = [ Utilities =
| I Q
@ iDisk = X e
@ Network — '\@ g B
if! Macintosh HD Grapher Installer Java
‘ Firefox o Es i e
| E Desktop
Keychain Access Migration Assistant Netinfo Manager
| ﬁg telecomkid "
Network Utility ODBC Administrator Printer Setup Utility
& L
= L @
System Profiler Terminal VoiceOver Utility

1 of 24 selected, 12.53 GB available
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3. Click ‘Add".
aea Printer List (=]

&S 0Y ¥ o

Make Default Add Pelete Utility ColorSync Show Info
| Name 4 Status Kind

ig

alt

option

4. Press and hold the ‘alt’ key ' on the keyboard and click *More Printers’

concurrently.

rﬂ o6 Printer Browser o)
’ ) @ I/_ - _\I
= -— =

Default Browser | © IP Printer Search

PrinterName 4| Connection
AL-C1100-CCBE5A Bonjour
Name:
Location:

L L
M’

Print Using: Please select a driver or printer model

@ [Mnre Printers. .. } ( Add -

186



5. In the pop up window:
a. Select ‘Advanced’*.
b. Select ‘Windows Printer with SAMBA".
Enter the printer name.
d. Enter the printer URI, the format is smb://NAS IP/printer name. The
printer name is found on the ‘Device Configuration’ > *‘USB Printer page’.

e. Select ‘Generic’ for Printer Model.

Click ‘Add".
@NGN:) Printer Browser =
Advanced F%i
D I
Device: | Windows Printer via SAMBA B

Device Name: myprinter

Device URI:  smb://192.168.2.11/nastestPR

Printer Model: | Generic |+i

( Cancel ) (—Mdﬂ

Location: No Selection

ilv|

Print Using:

@ (" More Printers... ) Add

4

*Note that you must hold and press the ‘alt’ key and click *More Printers’ at the
same time to view the Advanced printer settings. Otherwise, this option does

not appear.
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6. The printer appears on the printer list. It is ready to use.

‘906 Printer List £
5 @OH X 0
== OH X O
Make Default @ Add Delete Utility ColorSync Show Info
‘Name & |Status Kind
- myprinter Generic PostScript ...
&

Note: The network printer service of the NAS supports Postscript printer on Mac OS

only.
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3.7.2.4 Mac OS X 10.5

If you are using Mac OS X 10.5, follow the steps below to configure the printer
function of the NAS.

1. Make sure your printer is connected to the NAS and the printer information is
displayed correctly on the ‘USB Printer’ page.

Home > > External Device >> USB Printer

=] Oveniew
b [ System Administration USB Printer
i [ Disk Management
4 (5 Access Right Management

i USB Printer
& Users
9 User Groups Manufacturer: Hewlett Packard
., Share Folders Model: HP LaserJet 2200
ry
€ cuots Status: Bereit
b (Y Hasttotlc Bonites Clean up spool space of printer; | CLEAN NOW ]
I () Applications —_—
I () Backup

4 5 External Device
W External Storage Device
% USB Printer
W UPS Settings

[+ [ Systemn Status
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2. Go to'Network Services’ > ‘Microsoft Networking'.

Enter a workgroup name for

the NAS. You will need this information later.

=] Overiew
I (7 System Administration
I» (] Disk Management
I+ [ Access Right Management
4 (=3 Metwork Senvices
& Wicrosoft Netwarking
@ “pple Netwarking
&) NFS senice
| FTP Service
&4 Telnet/SSH
3 sNMP Settings
@ web Senver
4. Network Service Discovery
& [ Applications
» () Backup
i [J External Device
& [ System Status

Keyword: _'

Home >> Network Services >> Microsoft Networking

Microsoft Networking

Microsoft Networking

¥ Enable file semvice for Microsoft networking

I

Standalone Server

Server Description (Optional): NAS Server

Waorkgroup:

.

3. Go to 'Print & Fax’ on your Mac.

AD Domain Member (For detailed instructions, please click here)
Server Description (Optional):

Domain NetBIOS Name:

AD Server Name:

Domain:

Organization Unit (Optional):

Dormnain AGMINSiaton Usemamne: M e

Domain Administrator Password:
Enable WINS server

Use the specified WINS server

WINS server IP address: 0

Domain Master

Personal

o i
.

Appearance Desktop & Dock
Screen Saver

Hardware

Q ©

Eluetooth CDs & DVDs Displays

Exposé & International Security Spotlight
Spaces
-
]
Energy Keyboard & Trackpad Print & Fax Sound
Sawver Mouse
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4. Click + to add a printer.

Click + to add a
printer or fax

+]-]

No Printer Selected

Default Printer: [ Last Printer Used

Default Paper Size in Page Setup: [ A4

[‘i Click the lock to prevent further changes.
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5. Select the NAS workgroup and find the printer name.

alanhuang
mshome Qqadmin-laptop
nas gnap-pc

nvr gnap-peace-test
gatest reipc

gnap stevehuang
gnapcluster

napnet
mrl:g roup I

FYYYY¥Y¥YYY

Mame: Mo Selection

Location: Mo Selection

Print Using: [ = ]

4

6. Enter the user name and password to login the printer server on the NAS.

Enter your user name and password to access
the print server "pm-509".

Connect as: (_) Guest
) Registered User

Mama: |a|:|rnir|

Password:  sssss

M Remember this password in my keychain

( Cancel ) —
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7. Select the printer driver.

alanhuang = ™ meiji-macbook g MM -509PR
mshome I~ @ pm-509 [
nas = I | gadmin-laptop >
VT L g gnap-pc >
gatest > gnap-peace-test b
gnap I~ | | stevehuang >
gnapcluster I~ W that >
qnapnet -~ ybuntu (3
workgroup B ¥ vicky-pc Ll b
Name: PM-509PR |
Location: [ l
Print Using: [ Please select a driver or printer model _

Add

¥ Please select a driver or printer modal

Auto Select
Generic PostScript Printer

Select a driver to use...

Other. ..
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8. After installing the printer driver correctly, you can start to use the printer.

Printers

ta PM-509PR PM-509PR

+ Idle, Default

[ Share this printer

Location:
Kind: HP Laserjet 2200
Status: Idle, Default

( Open Print Queue... ) ( Options & Supplies... )

Default Printer: | PM-509PR

Default Paper Size in Page Setup: [ Ad

[{i Click the lock to prevent further changes. '@'
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3.7.3

UPS Settings

You can connect a UPS (uninterruptible power supply) to the NAS and enable the

UPS support.

When an unexpected power outage occurs, the UPS is able to supply

the power to the NAS continuously. You can also configure the settings to turn off

the NAS after the AC power fails.

If the power of the UPS is insufficient to last for

the time specified, the NAS will shut down immediately for optimized server

protection.

L iome
=] Overview
» [0 System Administration
- [_ Disk Management
[ZJ Access Right Management
[ Metwark Services
+ [ Applications
» [CJ Backup
455 External Device
W External Storage Device
#% USB Printer
[ UPS Settings
27 System Status

Keyword

Select this option to enable the UPS support.
wait before shutting down after the AC power fails.

supply the pow
maximum load

UPS Settings

UPS Settings

¥ Enable UPS Support

@ Afterthe AC power fails for 5 minute(s), turn off the senver.

" Afterthe AC power fails for minute(s), the server should enter standby mode. When the power resumes

the system resumes to the operation status.

UPS Model: [ usB uPs (auto detect) v|

IP Address of UPS:

UPS Information
UPS Brand:
UPS Model:
AC Power Status:
Battery Capacity:
Estimated Protection Time: -

Enable UPS support

Enter the time the NAS should
In general, the UPS can

er for 5-10 minutes when the AC power fails depending on the
and the number of connected devices.

model from the list. If the UPS model you are using is not

available on the list, please contact our technical support.

v" UPS Model
Select the UPS
v IP Address of

If you select to
the UPS.

UPS
use ‘APC UPS with SNMP Management’, enter the IP address of

Note: To allow your UPS device to send SNMP alerts to the QNAP NAS in case of

power loss, you may have to enter the IP address of the NAS in the configuration

page of the UPS device.
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Behaviour of the UPS feature of the NAS:
In case of power loss and power recovery, the events will be logged in the ‘System

Event Logs'.

During a power loss, the NAS will wait for the specified time you enter in the ‘UPS
Settings’ before going into the standby mode or powering off.

If the power is recovered before the end of the waiting time, the NAS will remain in
operation and cancel its power-off or standby action. If the power does not recover
after the waiting time, the NAS will be powered off or enter standby mode.

Once the power recovers:
e« If the NAS is in standby mode, it will resume to normal operation.

e If the NAS is powered off, it will remain off.

Difference between standby mode and power-off mode

Mode Advantage Disadvantage
Standby mode The NAS resumes after If the power outage lasts
power recovery. until the UPS is turned off,

the NAS may suffer from

abnormal shutdown.

Power-off mode The NAS will be shut down The NAS will remain off after
properly. the power recovery.

Manual power on of the

server is required.

If the power recovers after the NAS has been shut down and before the UPS device
is powered off, you may power on the NAS by Wake on LAN* (if your NAS and UPS
device both support Wake on LAN and Wake on LAN is enabled on the NAS).

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P,
TS-410, TS-419P, TS-410U, and TS-419U.

If the power recovers after both the NAS and the UPS have been shut down, the NAS

will react according to the settings in ‘System Administration” > ‘Power

Management'.
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Home:> > System Administration>> Power Management

-

Overiew

4 5] System Administration

] Restart/ Shutdown
% General Settings

.ﬁ MNetwaork Execute system restart! shutdown immediately.
&) Hardware
w Security
% Matification
M Power Management Configure Wake on LAN
3 Metwork Recycle Bin  Enable
£, Backup System Settings
¢ Disable

% System Logs

ﬁ Firmware Update

@ Restore to Factory Default
[ [ Disk Management

When the AC power resumes:

[ [0 Access Right Management * Resume the server to the previous power-on or power-off status.
[ ] Metwork Services
[ [ Applications

r T Rarkan

" Turn on the server autormatically.

|:| " The server should remain off.
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=] Overview
[> (] System Administration

[> 7] Disk Management
I O] Access Right Management
> 0 MNetwork Services
> O Applications
[> [ Backup
[» ] External Device
4 —] System Status
28 system Information
[} system Service
% Resource Monitor

3.8.1

System Status

Home:> > System Status

System Status

-

System Information

System Information

System Service Resource Monitor

You can view the system information such as CPU usage and memory on this page.

Overview

[ [ System Administration
[ [CJ Disk Management
[ [CJ Access Right Management
[ £ Metwork Services
I (O] Applications
[ [CJ Backup
[ [ External Device
45 System Status
8 system Information
[} system Service
8 Resource Monitor

® Function Search

Keyword:

Home > System Status >> System Information

System Information

System Information

CPU Usage

Total Memory

Free Memory

Ethernet 1 Packets Received
Ethernet 1 Packets Sent
Ethernet 1 Error Packets
Ethernet 2 Packets Received
Ethernet 2 Packets Sent
Ethernet 2 Error Packets
CPU Temperature

System Temperature

HDD 1 Temperature

HDD 2 Temperature

System Up Time

System Fan Speed
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6.7 %
1007.8 MB
794.0 MB
77269909
63572520
0

0

0

0
43°CM0O9°F
41°C/M105°F
42°CMOT°F
41°C/105°F
0 Day 20 Hour 4 Minute(s)

1229



3.8.2

System Service

You can view the current network settings and status of the NAS in this section.

= Overnview
[ [ System Administration
1> (27 Disk Management
[ [C] Access Right Management
[ O] Network Senices
2] Applications
[ [CJ Backup
[ [C] External Device
4 =5 System Status
@ =ystem Information
&) system Senice
% Resource Monitor

® Function Search

Home:> > System Status=> System Service

System Service

System Service

Microsoft Networking

Enabled @

Englid

Multimedia Station

Enable Multimedia Station @

Server Type Standalone Server

Enable iTunes Service @

Workgroup NAS

Enable WINS server @

Enable Domain Master @

Enable UPAF Media Server @

Download Station

Enabled @

Enabled @ Enabled @
Apple Zone Name it Port a0
Unix/Linux NFS register_globals @

Enabled @

Web File Manager

Enabled @

FTP Service
Enabled @
Port 21

Maximum Connections 30

DDNS Service

Enabled @

MySQL Server

Enabled @

Enable TCPAP Metworking @

System Port Management

Port 2080
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3.8.3 Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the
NAS on this page.

Home>> System Status>> Resource Monitor Welcome admin | Logout English
E] Overiew

i (] System Administration Resource Monitor €
> ] Disk Management

[ [ Netwark Senvices 100
I [ Applications
I (Z Backup
I (£ External Device
Others
455 System Status 80

fQust

B system Information fQdownload
m System Senvice

% Resource Manitor a0

Free Space

Bandwidth Transfer

4,1
3,556
2111
R A SEET
Keyword: 2,222
1,77
1,
E59ME|
444MB -
0B
EEEEEEEEEE8EEE8EE8EEE8E88¢8
o B A SRR S L S P B
®mn Tout
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Chapter 4 Multimedia Station

The NAS provides a user-friendly web management interface for you to manage
your albums easily. You can view the images and multimedia files, or browse the

photos by thumbnail preview.

Upload photos by web administration

1. Go to ‘Applications’ > *Multimedia Station’. Enable the service.

ihome B tom
= overview
> (] System Administration Multimedia Station 1

> (07 Disk Management
» (1 Access Right Management
» [ MNetwork Services
45 Applications ¥ Enable Multimedia Station

Multimedia Station

(el Web File Manager V¥ Show semvice link an the login page
» Multimedia Station
&J Download Station

'@ Surveillance Station

2. Click ‘Multimedia Station’ on the top or on the login page of the NAS to connect
to the Multimedia Station. If you login the service from the login page of the

NAS, you are required to enter the user name and password.
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3. Click ‘Login’ on the top right hand corner.

Login as an administrator. You can
create user accounts who are allowed to view the multimedia files.
n Multimedia Station

3 Qmuttimedia

Location: / Qmultimedia

Directory: (0) Files: (0)

41~Pp

Mo files in this folder.

4,

Click ‘Browse’ to select the multimedia file and then click ‘Upload’ to upload the
file to the folder.

n Multimedia

Location: | Qmultimedia
3 Qmultimedia

Directary: {1) Files: (0)

sz [bD CEE | 0 =
41~ p

Browse_

Upload

5. You can also click "™ to create folders and upload files to the folders.
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Upload the photos to the share folder of the NAS directly
You can upload the multimedia files to the NAS directly by the following steps.
1. Openthe Windows Run menu. Enter \\WAS name or \\NAS IP to connect to the

share folder on the NAS.

2. Open the folder Qmultimedia/ Multimedia. Enter the user name and password

to login.

3. Drag the files and folders to the network share folder directly. Please wait
patiently when the NAS is generating thumbnails for the images.

When you login the Multimedia Station by the web browser again, all the multimedia

files will be shown.
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Buttons on the Multimedia Station page

A>Z Sort the files by name

> Sort the files by size
[1]=[z0/ | Sort the files by date
@ Return to the previous page

ol Return to Home

o Create a folder

A Rename a file or folder
Select all
[x] Select none

X Delete

Support file format list

Type File format

Picture JPG, BMP, GIF

WMV, WMX, WVX, AVI, MPEG, MPG, MPE, M1V, MP2, MPV?2,
Video I MP2V, MPA, DVR-M, ASF, ASX, WPL, WM, WMX, WMD, WMZ

WMA, WAX, CDA, WAV, MP3, M3U, MID, MIDI, RMI, AIF, AIFC,
Audio f AIFF, AU, SND

W (Other formats not mentioned above)
Others
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View the photo information

1. To view the detailed information of a photo, click the thumbnail of the picture.

Location: [ Griultimedia f alburmi

L0 Qrnultirmedia JE— g

L dlburn0l Directory: (D) Files: (8) | »> Aoz ’ S | © M = &
i abumiz EIRFI N
: - music

e viden

[ pscuar3a. e [ oscusran. pe [ oscuzzae. e [ pecuagz1.0pG [ magenns.jpg [ magenin.jpg

—
D Imagen14.jpg D Image01s. jpg

| (B

£ L

2. The information of the photo, for example, file name, resolution, size, camera
producer will be shown on the right. You can enter a description of the picture
and click ‘Submit’. To reset the description to the previously saved version,
click ‘Reset’.

i

Q@ @ © ¢, oy pay[s v =2 A

File narne: DSCH3734, 15
Resolution: 2992 » 1944

File size: 1025295 byhes

File date: 2008:04:14 03:22:07
Camnera producer: MIKON

Carnera model: 51

Photo date: 2002:02:04 16:55:28
Flash used: Mo {auta)

Focal length: 5.8mm (25mm eguivalent: 35mm)
CCD width: none

Exposure time: 0,022 s (1/45)
Anerture: 8.5

150 equiv.: 50

whitebalance: suto

Metering Mode: matrix

Exposure: program {auto)

picture 2008
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Buttons description

You can use the buttons on top of the photo to manage the album.

@

Return to the previous level

€

Previous image

2

Next image

S Rotate the image anticlockwise
'S | Rotate the image clockwise

-~ Zoom in

-~ Zoom out

SlideShow:| 3 |»| play

Play the slideshow. Select the time interval in seconds.
Click ‘play’ to play the slideshow. To stop playing, click
‘stop’.

Print the image

Save the picture

a1 CE | e

Set the picture as the album cover
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Play music or video files

To play the music or video files on the Multimedia Station, click the thumbnail of the
file displayed on the page. The file will be played by the default music or video

playing program of your PC.
*It is recommended to use Windows Media Player 10.0 or above as the default

playing program.

n Multimedia Station

Location: f Qmultimedia J music

E-3 Qmultimadia
Directory: (0) Files: (4}

arz [0 TEE | © M & B ® @

41~-p
N
O o1-GaroTa .. [ pzrEmICO.. [0 p3050LE .. [ o5.Cests..

Browse_ Upload
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Configure album authority

1. After logging in as the administrator (admin), click N to enter the

configuration page for album authority.

eee®

n Multimedia S

| Speicherort: [ Qmultimedia

1 gmultimedia
Ordner: (0) Dateien: (0)

<> L 30 N 5 (L I

Keine Dateien in diesem Ordner,

=

2. You can view, add, delete, and edit the users.

User st Create user @ fﬁ

User list

ser name  Btatus Maintain Description

Iuest Enable - ystemn default user; you can set the authority of the guests for browsing the album,

ftest Enable Pelete

3. You can edit the user profile and album access authority on this page.

Edit personal profile

User’s profile

User name:

Description:

Paszword: sessne

werify Password: ssssne

[ user cannat change the information.

[ Disable

Accessible aburns Inaccessible abumns
photos
music
<+ add
Remove
| Subrmit || Cancel |
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Chapter 5 Download Station

The NAS supports BT, HTTP, and FTP download. You can add the download tasks
to the NAS and let the server finish the downloading independent of PC.

o Important: Please be warned against illegal downloading of copyrighted
materials. The Download Station functionality is provided for downloading

authorized files only. Downloading or distribution of unauthorized materials may
result in severe civil and criminal penalty. Users are subject to the restrictions of

the copyright laws and should accept all the consequences.

1. Go to ‘Applications’ > ‘Download Station’. Enable the service.

Download Station a

Access Right Management s et

[¥ Enable Download Station

I™ snaw senice link on the login page

coooom

ice

[l UPRP Media Senver
£ uysaL senver
] QPKG Plugins

(2] Backup

(2] Extemnal Device

(2] System Status

Keyword

2. Click ‘Download Station’ on the top or on the login page of the NAS to connect
to the Download Station. If you login the service from the login page of the

NAS, you are required to enter the user name and password.
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3. Select ‘Add new BT task’ or ‘Add new FTP/HTTP task’.

Add a new BT task

Click *Add new BT task’ on the left and upload a torrent file. You can download the
legal torrent files from the Internet. There are websites that provide legally shared
torrents, for example www.legaltorrents.com. Please download the torrent files to

your local disk and then upload them to the NAS.

" Download Station
v

Increase Download Priority Decrease Download Priority

Download Task Status Size % Download| Upload Seed/Peer| Time Left Share R| DHT
Add New BT Task
Mo records found.

Add New FTP/HTTP Task

Pause/Restart Download
Task

Delete Download Task
BT Download Property
Set Config

Dump Diagnostic Information
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Add a new FTP/HTTP task

To run an FTP download task, click ‘Add new FTP/HTTP task’. Enter the FTP URL of
the download task and select the share folder to save the files. Enter the user
name and password to login the FTP server (if necessary). Then click ‘OK’ to start

downloading.

To run an HTTP download task, click ‘Add new FTP/HTTP task’. Enter the HTTP URL
of the download task and select the share folder to save the files. Then click ‘OK’
to start downloading.

Download Station

View Run List View Pause List Wiew Finish List

Increase Download Priority Decrease Download Priority

Download Task Status Size % Download| Upload Seed/Peer| Time Left Share R| DHT
Add New BT Task

Add New FTP/HTTP Task

Pause/Restart Download
Task

Mo records found.

Delete Download Task
BT Download Property
Set Config

Dump Diagnostic Information

4. After uploading a download task, the task will appear on the ‘View Run List".

View Run List View Pause List I View Finish List

Increase Download Priority Decrease Download Priority
Download Task Status Size Download Upload Seed/Peer| Time Left Share | DHT
Add New BT Task 0.00 MB 0.0 KBis 0.0 KBl 99:99:99

Add New FTR/MHTTP Task

Pause/Restart Download
Task

Delete Download Task
BT Download Property

Set Config

Dump Diagnostic Information
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5. You can select a download task and click ‘BT download property’ to enable or
disable the DHT public network and configure the sharing time after the
download completes.

Increase Download Priority Decrease Download Priority
Download Tazk Statuz Size Download Upload Seed/Peer,  Time Left Share R DHT

Add New FTP/HTTP Task

Pause/Restart Download
Task

Delete Download Task

BT Download Property

Set Config

Dump Diagnostic Infarmation

Note: If the sharing time (larger than 0 hr) is set for a download task, the download
task will be moved to the ‘Finish List’ after the download completes and the sharing
time ends.

6. Click ‘Set Config’ and enter the number of the maximum tasks you want to
download at the same time (Default number: 3).
Enter the maximum download rate (default value is 0, which means unlimited).
Enter the maximum upload rate (default value is 0, which means unlimited).
Enter the port range for the Download Station (default range is 6881-6999).
Select the option UPnP NAT port forwarding to enable automatic port forwarding

on UPnP supported gateway (default is not selected).

Increase Download Priority Decrease Download Priority
Download Task Status Size Download Upload Seed/Peer| Time Left Share B DHT

Add New FTP/HTTP Task

Pause/Restart Download
Task

Delete Download Task

BT Download Property

Set Config

Dump Diagnostic Information
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Protocol Encryption

Some Internet Service Providers (ISP) block or throttle BitTorrent connections for
the high bandwidth it generates. By turning on ‘Protocol Encryption’ your
connections will not be distinguished by these ISPs as BitTorrent connections
therefore are unable to block or throttle them and causing slow connections or even
no connections. However some ISPs are starting to be able to identify these
connections even if they were encrypted so users are suggested to check the Bad
ISPs list on AzureusWiki and to consider switching to an ISP that does not perform
BitTorrent traffic throttling or blocking.

You can set the download schedule in ‘Download time settings’. Select ‘Continuous
download’ to download the files continuously. To specify the download schedule,

select ‘Daily download time’ and enter the start and end time. If the end time value
is smaller than the start time, the end time will be treated as the time on the next

day.

7. To stop a running download task, select the task in View Run list and click
‘Pause/ Restart download task’. You can view tasks that are paused or finished
in View Pause List and View Finish List respectively. To restart a paused task,
select the task in View Pause List and click ‘Pause/ Restart download task’.

Increase Download Priority Decrease Download Priority

Download Task Status Size %o Download Upload Seed/Peer,  Time Left Share R DHT

podten BT T s [ o e [ e S

Add New FTP/HTTF Task

Pause/Restart Download
Task

Delete Download Task
BT Download Property

Set Config

Dump Diagnostic Infarmation
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8. You can also increase or decrease the task priority by clicking ‘Increase

download priority’ and ‘Decrease download priority’ when there are multiple

download tasks.

| Increase Download Priority Decrease Download Priority |

Add Mew BT Task
Add Mew FTP/HTTP Task

Pause/Restart Download
Task

Delete Download Task
BT Download Property

Set Config

Dump Diagnostic Information

Download Task Status Size % Download Upload Seed/Peer| Time Left Share | DHT
abctorrent RUN 0.00 MB 0.0 0.0 KB/s 0.0 KBis 0/0 99:99:99

9. To delete a running, paused, or finished task, select the task and click ‘Delete

download task’. You can select to remove the download task only and retain

the downloaded files, or remove the task and downloaded files.

Add Mew FTP/HTTP Task

Pause/Restart Download
Task

Delete Download Task
BT Download Property
Set Config

Dump Diagnostic Information

Increase Download Priority Decrease Download Priority
Download Task Status Size % Download Upload Seed/Peer| Time Left Share | DHT
Add New BT Task abctorrent RUN 0.00 MB 0.0 0.0 KB/s 0.0 KBis 0/0 99:99:99

10. To logout the Download Station, click on the top right hand corner.

11. To connect to the folders you have downloaded, go to the share folder
Qdownload/ Download of the NAS.
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Dump Diagnostic Information

To view the diagnostic details of a download task, select a task on the list and click
‘Dump Diagnostic Information’.

Increase Download Priority Decrease Download Priority

Download Task Status Size % Download Upload Seed/Peer| Time Left Share | DHT
Add New BT Task abctorrent RUN 0.00 MB 0.0 0.0 KB/s 0.0 KBis 0/0 99:99:99 oo

Qff

Pause/Restart Download
Task

Delete Download Task
BT Download Property

Set Config

I Dump Dlagnostlclnformanonl

Download Station

Durmp Dizgnostic Information:

Download Task: cde.torrent

Size: 0.00 MB

Percent: 0.0 %

Download Totals: 0.0 MB

Upload Total: 0.0 MB

Share Time: 0 hr

Start Time: Tue Apr 20 17:26:00 2010
Mo Error!

OK

You can right click the download task to configure the download settings.

Download Task Status Size % Download Upload Seed/Peer| Time Left | Share Rl DHT
Add New FTPIHTTP Task cde torrent RN | opf Increase Download Priority = | 00 99:99.99 | oo off
Decrease Download Priority

Pause/Restart Download

Task Pause/Restart Download Task
Delete Download Task
Delete Download Task BT Download Property

Dump Diagnostic Information

BT Download Property
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The common reasons for slow BT download rate or download error are as below:

(1) The torrent file has expired, the peers have stopped sharing this file, or there is
an error in the file.

(2) The NAS has configured to use fixed IP but DNS server is not configured, or DNS
server fails.

(3) Set the maximum number of simultaneous downloads as 3-5 for the best
download rate.

(4) The NAS is located behind NAT router. The port settings have led to slow BT
download rate or no response. You may try the following means to solve the
problem:

a. Open the BitTorrent port range on NAT router manually. Forward these
ports to the LAN IP of the NAS.

b. The new NAS firmware supports UPnP NAT port forwarding. If your NAT
router supports UPnP, enable this function on the NAT. Then enable UPnP
NAT port forwarding of the NAS. The BT download rate should be enhanced.
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5.1 Use Download Software QGet

QGet is a powerful management utility for maintaining the BT, HTTP and FTP
download tasks of multiple NAS servers via LAN or WAN. By using QGet, you no
longer need to login the Download Station web interface of multiple servers and
manage the settings one by one. Simply install QGet on any computer running
Windows 2000/ XP/ Vista/ Windows 7 or Mac, you can manage the download tasks

of all your NAS servers.

1. Install QGet from the product CD-ROM disc.

&3 ONAP Turbo NAS

Quick Installation Guide
Install QANAF Finder

Install NetBa

Back Exit
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2. Follow the instructions to install QGet.

E. QGet 0.7.6.0 Build 1213 Setup

Welcome to the QGet Setup Wizard

This wizard will guide wou through the installation of QiGet.

It is recommended that wou close all other applications
before skarting Setup, This will make it possible to update
relevant system files withouk hawving to reboat wour
compuker,

Click. Mext to continue,

Mexk > l [ Cancel

3. Run QGet from the installed location.

W QGet  »

il QMAP Storage Software r

G OGet

]f% Uninskal

4. For the details of using QGet, see the online help.

(=) QGet
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Chapter 6 Web File Manager

To use Web File Manager, go to ‘Applications’ > ‘Web File Manager’. Enable the

service.
=] ovenview
» [ System Administration Web F'I le Man ager [

+ (O] Disk Management
> [C] Access Right Management
+ (27 Metwork Services
47 Applications W Enable Web File llanager

Web File Manager

\eil Web File Manager

& Multimedia Station
&J Download Station

Click *‘Web File Manager’ on the top or on the login page of the NAS to connect to the
Web File Manager. If you login the service from the login page of the NAS, you are

required to enter the user name and password.

Note: Make sure a network share has been created before using Web File Manager.
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You can organize the network share folders of the NAS. With Web File Manager, you

can upload, download, rename, move, copy, or delete the files and folders in the

network shares.

Web File Manager < | | Network Recycle Bin 1 Welcome admin | Logout English
= 3 nasepzsca & O® B P Y i | (search ]
@ [C] Network Recycle Bin 1
@ (£J Public Name a Size Type Modified Time Permizzion Owner Group
@ J Qdownload —J locks Folder 2010/0415 210 77T (rwxrwxr...  admin administ....
& (2] Qmuttimedia
& (CJ] Qrecordings
B (2] Qusb
@] aweb
Details Page Toft| b b | & Display tem: 1-1, Total: 1 | Show 50 |V |items
No Selection [ Disk info ] Used Size : 53.83 GB , Free Size : 403.15 GB

Upload file

To use this feature, install Adobe Flash plugin for your web browser.

i. Open the folder to upload file to. Click B .

ii.  Click ‘Browse’ to select the file(s).

iii. Select to skip or overwrite the existing file in the folder.

[Upload to /Qmultimedia 1

Mode : ® skip O Overwrite

— o 7.3 kE
Blue hills.jpg Remove

- ) £3.5 kB
Sunset.jpg Remove

— ) Z1.EkE
Water lilies.jpg Remove

— ) 103.1 kB
Winter.jpg Remove

(o]

iv. Click ‘Start’.
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Download file

i Select a file or folder to download.

ii. Right click the mouse and select ‘Download’ or click ! to download the file.

Create folder

i. Select a network share or folder in which you want to create a new folder.

i. Click “& (Create Folder).

iii. Enter the name of the new folder and click ‘OK".

Rename file or folder

i Select a file or folder to rename.

ii. Click ’f (Rename).

iii. Enter the new file or folder name and click ‘OK’.

Copy files or folders

i. Select the files or folders to copy.

ii. Click - (Copy).

iii. Select the destination folder.

iv. Select to skip or overwrite the existing file in the destination folder.

Move files or folders

i. Select the files or folders to move.

i. Click “ (Move).

iii. Select the destination folder.

iv. Select to skip or overwrite the existing file in the destination folder.

Delete file or folder

i Select a file or folder to delete.

ii. Click 0 (Delete) on the toolbar.

iii. Confirm to delete the file or folder.
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Extract files
i. To extract a zipped file on the NAS, right click the zipped file and select

‘Extract’.
O® BBk 7/ 4O
Name = Size Type Modified Time Permizzion Owner Group
_skysnd Tlowd . ZIPFile 2010/04421 00;... 685 (rw-rw-rw-) admin Everyone
¢ Download
Extract b Extract.
o Move
o Copy
&3 Delete
S Rename
Properties

ii. Select the files to extract and configure the extraction settings.

Extract - sky and flowers.zip |
File List || Settings

Namg = Size Packed Wodified Time

¥ Blue ks jog 2WBSKE  26.08KB 2001/08/23 20:00:00
96 Sunzetjpg 69.52 KB B87.95 KB 2001/08/23 20:00:00
B Water liies. jpg 81.83KB  80.83KB 2001/08/23 20:00:00
9FE yinter.jpg 103.07 KB 101.567 KB 2001/08/23 20:00:00
98 sky and flowers jpg 268.74 KB 268.61 KB 2009/04/22 11:16:55
I s s s 14133KB  140.33 KB 2008/04/22 11:19:30
Fage Elnf 1 — i | show |20 | fitems Display Item : 1 ~ 5, Total : 6

7 Extract to ¢ jQmultimedia

Exfract Selectl [ Extract All l [ Cancel ]
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Chapter 7 NetBak Replicator

The NetBak Replicator is a powerful program installed in the user’s system

(Windows OS only) for data backup. You can back up any files or folders on the
local PC to the share folders on the NAS over LAN or WAN.

Main Functions

1. Backup

Instant Backup
Select the files and folders on the local PC and back up the files to the

network share folders on the NAS immediately.

File Filter
Select particular file types to be excluded from backup. The NAS will filter
all the specified file types when backing up the data.

Schedule
Specify a schedule for backing up the data, for example, 12:00 every day
or 05:00 every Saturday.

Monitor
When this option is enabled, the system will upload all the files or folders to

the server instantly for backup when the files or folders are modified.

2. Restore

Select this option to restore the backup data to the original location of the file

or to a new directory.

3. Log

Enable this option to record the events of NetBak Replicator, such as the time

when NetBak Replicator starts and terminates.

223



Install NetBak Replicator

1.

€3 ONAP Turbo NAS

Run the NAS CD-ROM disc.

Select ‘Install NetBak Replicator”.

Back

Exit

2.

3.

Follow the instructions to install NetBak Replicator.

Upon successful installation, a shortcut icon

will be shown on the

Desktop. Double click the icon to run NetBak Replicator.
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Use NetBak Replicator

1. Before using NetBak Replicator, login the web administration page of the NAS
and go to ‘Access Right Management’ > ‘Share Folders’ to create a share folder
for backup. Make sure the share folder is open for everyone access or you login
the share folder with an authorized account by NetBak Replicator.

2. Run NetBak Replicator. Click ““. All the NAS on the local network and their

share folders will be displayed.

= NetBak Replicator,
{:_-r’
NetBak Replicator ..~
Y ¢ e - 1
Y
MAS Server Share Folder: | r i 4 ]
Backup ] Restore ] Lag l
- ME OO O 7 -
Fe 00 20 el
o File Mame | Size | -~
S =1 ~| |C a3 saveavaoLts
[ sevEavAULTS [ config Msi
D (3 Config Msi D [(dDocuments and Setti..
+]- D [ Documents and Settings D CIHEROSOFT
<[ 13 HEROSOFT COeakay E
= E g :1: = D A mail
D B ErecrarEiEs D [ Program Files
+-|:|CI B il [l arecvoLer
D B3 spaclerlags D [ spoolerlogs
D [ System Yolume Information — D D Systern Volume Infor...
w103 Temp DDTemp
4[| 3 WINDOWS v Ll @winpows 3
Start | File Filter | Scheduls ‘ Tanitor ‘ Save Az Defaults
QONAP -
QNAP SYSTEMS. INC Bl
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3. When the following window appears, all the NAS on the LAN will appear on the
left list.
supports backup over WAN, enter the IP address of the NAS for data backup

Then click ‘OK’.

Select a server and a share folder on the right. NetBak Replicator also

directly and select a share folder.

%]

Select NAS Servers

(¥ MAS Server in the Mebwark Share Folder:
10.8.10.100 backup
media
10810230 Metwork, Becycle Bin 4
10.8.10.8 Public
10.8.10.90 Qdownload
Armultimedia
[recordings
[uzh
Qweh
(" Specify MAS P Addrezs
k. Cancel ‘

4. Enter the user name and password to login the server.

%]

Connect

Fleaze enter the uzer name and password to connect ta the MAS
FEMVEr.

identical pazsword.

MAS Server: 1021018
Share Folder: backup
User Mame:
Password: e
Motice

Pleaze make zure that the zame uzermame haz been
created an the MAS server with proper access rights and

OF.

Cancel

5. You can start the backup procedure upon successful connection to the NAS.
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Description of the buttons on NetBak Replicator

Open Configuration: Open a previously saved configuration file of NetBak

Replicator.
l?"’ Save Configuration: Save the current settings on NetBak Replicator.
e The file will be named as *.rpr
Select All: Select all the options.
EE Clear All: Unselect all the options.
% Select My Document: Select all the folders in My Document.

Open NAS Backup Folder: This button allows the users to find out where
the files were backed up, and check or manage the archived files

manually.

Advanced Backup: Advanced Backup allows the power users to back up

a single folder with more advanced options.
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Backup
Select the files and folders for backup.

=2 NeitBal Replicator,

MAS Server; 1081018 Share Folder: Ibackup ;I \|
Backup | Restore | Lag |
> Bl 0o O= 4 A -
Y B OO0 BO A
C:\Documents and Settings File Hame | Size |
I_——_l--[El C Lo D.&dministrator
ERE =0 [l Ea Users

[ Administrator
+ D Application Data
v| (] Deskiop

v| (] Favorites
{¥] (0 Local Settings
v| (] My Documents
[ MetHood

v 23 PrintHood

[« (] Recent

#-{v] (£ Start Menu ]

[ Default User

Start | File Filter Scheduls Tanitor | Save Az Defaults

= Cloze
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v’ Start
When you have selected the files for backup to the NAS, click ‘Start”.

program will start to copy the files to the specified share folder on the NAS.

The

=2 NetBak Replicator

r

Copying

— %

&3

D F armCankest 1l

From: C:ADocuments and Settingz\Administratorhapplication

Data'b acromediahDreamweayer

B4 Configuration‘MenusiCacheldcoelerators’ |
To: WWMUMCA0.8.10.1 8\backuphRe\REIDESKT OP4Disk

ChDocuments and SettingziAdminiztratorapplication

D ata'MacromediahDreamweaver ‘s /

e e DT =S e I m
Taotal: 17,734 File(z], 1.081 Folder(z). 14.08 G Byte(s]. Size |
Progress: 72 File(s), 3.75 M Bytels] ]
Error: 0 File(s], 0 Bytefs).

[~ Always ignore emors

[~ Shutdown computer when finished

Cancel

—
Eg MetHood
{+] & PrintHood
{+1& Recent
B9 SendTo
[+1& Start Meru

&

Start File Eilter Schedule Save Az Defaults

| tonitor |

3

| EXT=

Cloze
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v File Filter
Click ‘File Filter’ on NetBak Replicator to select file format to be skipped
from backup. Then click ‘OK".

T,J. HetBak Replicator

NetBak Repl?ka or ('_i‘“'

MHAS Server Share Falder: Ibackup ;I .‘|
Backup | Restore | Log |
* Ea i o 5
7 v MM O8O B .
CADocuments and Settings File Mame | Size |
ERE]E ) [] (2 administrator

= [¥]53 Documents and Settings &l Users

= {w] £ Adminiztrator [¥] CaDefault User
#-[v] (3 Application Data
I:I-- (2 Desktop

[]-- [ Favorites

-[v] (3 Local Settings

[4

[4

]-- [ My Documents
]-- [ MetHood

{wl (3 PrintHood
~{v] 2 Recent
1 SendTo
#-{v] (2 Start Menu 4|
Start File Eilter Scheduls Monitor | Save Az Defaults
A= Cloze
File Filter x|
Enter the pattern of the file name ta be fitered from
backup operation.
Add | Delete Default
#*
1B
H. N LI =
]9 Cancel
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v" Schedule

Click ‘Schedule’ on the main page of NetBak Replicator.

Then select the

option ‘Enable Backup Schedule’ and select the frequency and time for
backup. Click ‘OK’ to confirm.

r:'f. MetBak Replicator

NetBak Replicator -('_i:“

a5 Server:

1081018

Share Falder: Ibackup

Backup |

S

o0 O
% 1 i

Restare

Log

CADocuments and Settings

File M ame

Start

ERC=]E
EI-- 3 Documents and Settings
E|-- [ Admiristrator

(21 Application D ata
v| [ Deskiop

(23 Favarites

[Z3 Local Settings

£ [v] 3 My Dacuments
D MHetHood
[+] 23 PrintHood
D Recent

[:l SendTo

- {v] (2 Start Menu

[

¥

[ &dministrator
D40 Users
O Default User

| ~ File Fiter

Scheduls

Ionitor

Save Az Defaultz

a— LCloze
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Backup Schedule

Select the frequency and time for backup.

¥ Enable Eackup Schedule

Start Tirme: Q0 oo =

— Frequency
& Back up everyday.

 Back up on selected week day(s).

I Sunday I Monday [ Tuesday [T wWednesday
[T Thursday I Friday [T Saturday

Advanced Scheduled Backup...

k. Cancel
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v' Monitor
Select a folder for monitoring. When this option is enabled, all the new
and modified files on the PC will be copied to the NAS instantly. Other files
will be gray and cannot be selected. Click ‘Monitor’ again to stop

]
monitoring. An icon will appear on task bar of Windows when
monitoring is in process.

= NetBak Replicator,

>

NetBak Repli ior (:{ s IFWE“EM
Share Folder: | bk =l ﬂ
|

Backup | Restare | Lag

. 00 O 32
FE EE EE I

C:\Documents and Settings File Mame Size

El"g C: ~| Adminiztratar

E-[*]E3 Documents and Settings [ &l Users

2] & Administratar [ Default User

I:I--[:I Application Data

I:I--[:I Desktop

I:I--[:I Favarites

B {v]E Local Settings

£

£

M&5 Server

7- ] E My Documents
:I--[:I MetHood
-[¥]E PrintHond
-[¥]EQ Recent
-[¥]E SendTo
=[] E Start Menu ~|

Schedule Monitar Save Az Defaults

Start | File Eilter

= LCloze

233



v' Save as Defaults
Click this button to save the current settings of NetBak Replicator as the
defaults. When you login again, the program will load the default settings
automatically. You can also select to load the utility automatically when
Windows starts.

= NetBak Replicator,

NetBak Replicator

MAS Sepver: 1081018 Share Falder: |backup ﬂ LY
Backup \ Restore l Log l
" B 00 O @
v MY OO EO E
|C:\Dncuments and Settings File Mame | Size |
SR =T L) [ 7] (3 Administrator

= a Documents and S ettings [:l,é,ll deere

—1-[w] 23 Administratar (20 Default User
+-[+] (2] Application Data
+-[v] [ Deskiop
< [v] (] Favorites
+-[v| (] Local Settings
<[] 3 My Documents
+-[v] (] MetHood

{v] (23 PrintHoad

[v](1 Pecent
[w](1 SendTa
- [v] (] Start Menu hl
Start ‘ File Filker ‘ Schedule | aonitar | Save Az Defaults
A= LCloze
Save Default Settings |§|
m Current file zelection and settings will be saved as oK
defaultz. MetBak Replicator will load the default settings

autormatically nest time.
Cancel

~ Load NetBak Replicator automatically when 'indows starts
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Restore

Follow the steps below to restore the files from the NAS to your PC.

Click J to select the NAS and the share folder (the restore source).
b. Click the ‘Restore’ tab on NetBak Replicator.

c. Select to restore the data to the original path or click =

restore location manually.

d. Select the files and folders to restore.

e. Click ‘Start’.

= NetBak Replicator,

NEtBak Repwr (-‘L{lﬂ‘(* or client

!

L=

M&S Server:  |10.810.18

Share Falder: Ibackup LI \|

Backup

' Restore to onginal path
" Restore to selected path

(o] | = |

1@

REIDESKTOP | | File Name | Size |
]2y Disk C I Cabccuments and St
Start Options

A= LCloze
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f. Options: Select the behaviour of NetBak Replicator if the restored file exists

on the destination and when an error occurs during the process.

Restore Option D_<|

Owvenarite Option

If the restoning file existed, MetBak Replicator wall;

" Owverwrite all the files
v Ak First
" Skip thiz file

Error Option

If an error happenz in the process of file restoning, MetB ak
Reolicator will

" Stop the restaring
{+ Aszk first

" |gnore this emor meszage

()4 Cancel
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Log

the logs will be saved as a text file.

error logs only’.

"2 MetBak Replicator

Save As...: To save all the logs on NetBak Replicator, click this button.

Clear All: Click this button to clear all the logs.

M&5S Server

1081018

Share Falder: Ibackup

Backup

Restare

Log |

Log Options &
20081242 ratorApplication Data
2008/12/2 &+ Record all logs
20081242
20081242 * Fecord | |
2008/12/2 SRR, ratorApplication Data
20081242 ratordpplication Data
20081242 ratordpplication Data
2008/12/2 DK Cancel ratorApplication Data
200841242 ratordpplication Data
20081272 ratorapplication Data
200812/ /26 101806 The file "C:ADocuments and S ettings'ddminiztratorudpplication Data
20081 2/26 101806 The file "C:ADocumentz and S ettings'ddminiztratorudpplication Data
200812/ /26 101806 The file "C:ADocuments and S ettings' A dminiztratorudpplication Data
20081 2/26 101806 The file "C:ADocuments and S ettings'ddminiztratorudpplication Data
200812/ /26 101806 The file "C:ADocuments and S ettings'ddminiztratorudpplication Data
200812/26 10:18:06 'I'he file "C:\Documents and SetinostAdministraboréoolication Data
< il >

Save bz | Clear All | Options |
LCloze

ExIT=
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Chapter 8 Active Directory

Active Directory is a Microsoft directory used in Windows environments to centrally
store, share, and manage the information and resources on your network. Itis a
hierarchical data centre which centrally holds the information of the users, user

groups, and the computers for secure access management.

The NAS supports Active Directory (AD). By joining the NAS to the Active Directory,
all the user accounts of the AD server will be imported to the NAS automatically.

The AD users can use the same set of user name and password to login the NAS
Join the QNAP NAS to Microsoft Active Directory

If you are using Active Directory with Windows Server 2008 R2, you must update
the NAS firmware to V3.2.0 or above to join the NAS to the AD.

Follow the steps below to join the QNAP NAS to the Windows Active Directory.

1. Login the NAS as an administrator. Go to ‘System Administration’ > ‘General
Settings’ > '‘Date and Time'. Set the date and time of the NAS, which must be
consistent with the time of the AD server. The maximum time difference

allowed is 5 minutes.
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2. Go to ‘System Administration’ > ‘Network’ > ‘TCP/IP’. Set the IP of the
primary DNS server as the IP of the Active Directory server that contains the
DNS service. It must be the IP of the DNS server that is used for your Active
Directory. If you use an external DNS server, you will nhot be able to join the

domain.

=] Oueniew — Use the settings from:| Ethernet 1+2 |»

4 5] Systermn Administration
% General Settings

u Metwark Port Trunking
Hardware
: ) Fart Trunking provides network load balancing and fault tolerance by
w Security the bandwidth beyond the limits of any one single interface atthe sar
%) Motification both interfaces are connected to the same switch that supports ‘Port’
W Power Management [w Enable Network Port Trunking

3 MNetwork Recycle Bin

£, Backup System Settings

% System Logs

W Firmware Update Active Backup(Fail Over) -

& Restore to Factory Default
[> 1 Disk Management

Select the porttrunking mode from below. Please note that inct
interface to hang or affect the overall performance. Far more inf

[+ 71 Access Right Management DIs Server:

b [0 Metwork Services Primary DNS Server: 10 B 2
i (2 Applications Secondary DNS Server: 14 fa i3
r 571 Barknn D : . ’
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3.

Go to ‘Network Services’ > *Microsoft Networking’. Enable AD Domain Member,

and enter the AD domain information.

_Home >> Network Services >> Microsoft Networking

Microsoft Networking
| MICROSOFT NETWORKING ||

Microsoft Networking

Enable file service for Microsoft netwarking

T} standalone Server
Server Description (Optional):

Warkaroup:

@ AD Domain Member (For detailed instructions, please click herg)

Server Description (Optional):
Domain MetBIOS Name:

AD Server Mame:

Domain:

Organization Unit (Cptional):

Domain Administrator Username:

Domain Administrator Password:

My server Description

QNAP-TEST

‘nodel

‘gnap-test.com

‘administrator

Note:

Enter a fully qualified AD domain name, for example, gnap-test.com

The AD user entered here must have the administrator access right to the AD

domain.

The domain administrator password must not contain the special symbol !, or
the NAS will fail to join the AD domain.
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Windows 2003:
You may check the AD server name and AD domain name in ‘System Properties’.

System Properties

Caomputer Mame | Hardwarel .ﬁ.dvancedl Hemu:utel

Full cormputer name: gnap-test. com

Cramair: qnap-test com

T o rename thiz computer or change itz
workaroup, click Change. b

| aF. I Cancel Spply

a. In Windows 2003 servers, the AD server name is ‘nodel’ NOT

‘nodel.gnap-test.com’.

b. The domain name remains the same.
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Windows Server 2008:

You may check the AD server name and domain name in ‘Control Panel’ > ‘System’.

@ System ![;I m
[OO i: + Control Panel = System - @]Ibean:h @
File Edit View Tools Help
Tasks ¥iew basic information about your computer
1 Device Manager windows edition
i Remote settings Windows Server® Datacenter
@ Advanced system settings Copyright @ 2007 Microsoft Corporation. &l rights reserved, [ '
Service Pack 1 L',.
o
System
Processor: Intel(R) Core(TM)2 Quad CPU Q6600 @ 2.40GHz 2.49 GHz
Mermory (RAM): 1.00 GB
System bype: 64-bit Operating System
omputer name, dorain, and workgroup settings
IComputer name: nodetl I ¥Change settings
b Full computer name: nodel.gnap-test.com
Computer description:
' Dornain: qnap-test.com |
Windows activation
@ A 53 day(s) to activate. Activate Windows nows
See also
‘Windows Uipdate

This is your AD server name.

This is your domain name.
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Notes:

® After joining the NAS to the Active Directory, the local NAS users who have
access right to the AD server should use ‘"NASname\username’ to login; the
AD users should use their own user nhames to login the AD server.

® The local NAS users and the AD users (with username as domain name +
username) are allowed to login the NAS (firmware version 3.2.0 and above)
via AFP, FTP, Web File Manager, and WebDAV. However, if the firmware version
of the NAS is earlier than 3.2.0, only the local NAS users are allowed to login
the NAS by Web File Manager and WebDAV.

® For TS-109/209/409/509 series NAS, if the AD domain is based on Windows
2008 Server, the NAS firmware must be updated to version 2.1.2 or later.
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Windows 7:

If you are using a Windows 7 PC which is not a member of an Active Directory, while
your NAS is an AD domain member and its firmware version is earlier than v3.2.0,
change your PC settings as shown below to allow your PC to connect to the NAS.
(a) Go to the ‘Control Panel’, and click ‘Administrative Tools’.

@-@ ¥ Control Panel » All Control Panel Iterns  »

e

-

Adjust your computer’s settings

Pﬁxcticun Center ] Administrative Tools

%@l BitLocker Drive Encryption Bl Color Management

(b) Click ‘Local Security Policy’.

[ESEEER )
OOv| 1« All Control Panel ltems » Administrative Taols R | 3 | | Search Administrative Tools pel |
Organize v [=] Open Burn =« @
e e MName Date modified Type Size
@- Component Services 14/07/2009 12:46 Shortcut 2KB
= Libraries @_'J Computer Management 14/07/2009 12:41 Shortcut 2KB
Data Sources (ODBC) 14/07/2009 12:41 Shortcut 2 KB
. Computer @ Event Viewer 14/07/2009 12:42 Shortcut 2 KB
@, iSCSI Initiator 14/07/2009 12:41 Shortcut 2KB
€ Network ||@ Local Security Policy 13/11/2009 17:31 Shortcut 2KB
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(c) Go to ‘Local Policies’” > ‘Security Options’. Select ‘Network security: LAN
Manager authentication level’.

i ™
i Local Security Policy Elﬂlg

File Action View Help
e | HEXE = -

i Security Settings Policy = Security Setting i
r — fccorpntféllmes lis| Network security: Configure encryption types allowed for Ke... Mot Defined

lis| Network security: Do not store LAN Manager hash value on ... Enabled

&> g Audit Policy

= User Rights Acsi " 1is| Network security: Force logoff when logon hours expire Disabled
1> |4 User Rights Assignmen .
& Security Options MNetwork security: LAN Manager authentication level Not Defined I
: b B |nows rrewallwith Advanced Sec|| MNetwork security: LDAP client signing requirements MNegotiate signing |
| [ Network List Manager Policies e Network security: Minimum session security for NTLM 55P ... Require 128-bit encrypti...
: i+ [] Public Key Policies lis| Network security: Minimum session security for NTLM 55P ... Require 128-bit encrypti... I
: 7] Software Restriction Policies lis| Network security: Restrict NTLM: Add remote server excepti.. Mot Defined
= icati ici 121s) Metwork security: Restrict NTLM: Add server exceptions int.. Mot Defined
|| © [] Application Control Policies ty: P!
I [ lg IP Security Policies on Local Compute| | 1| Network security: Restrict NTLM: Audit Incoming NTLM Tra... Mot Defined
|| © [] Advanced Audit Policy Configuration|| | Network security: Restrict NTLM: Audit NTLM authenticatio... Not Defined i

(d) Select the ‘Local Security Setting’ tab, and select ‘Send LM & NTLMv2 - use
NTLMv2 session security if negotiated’ from the list. Then click ‘OK".

e ™y
Network security: LAN Manager authentication level Properties &lﬂ
Local Security Setting | Explain
E Network security: LAN Manager authentication level
[[5end LM & NTLM - uss NTUWV2 session securty frsgotisted = |
]
P Madifying this setting may affect compatibility with clients, services, |
I | A and appicati
#4%  and applications. |
For more information, see Network securty: LAN Manager
i authertication level. (3823659) |
I |
I |
l |
|
|
|
|
|
|
ok J [ coen ] [y ]|
b__ A
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Chapter 9 NAS Maintenance

9.1 Restart/ Shut down Server

Follow the steps below to restart or shut down the NAS.
1. Login the NAS as an administrator. Go to ‘System Administration’ > ‘Power
Management’.

2. Click ‘Restart’ to reboot the server or ‘Shut Down’ to turn off the server.

You can also press the power button for 1.5 seconds* to turn off the NAS. To force
shut down the NAS, press the power button for more than 5 seconds. The server
beeps once and shuts down immediately.

*To turn off TS-1091/1I, TS-109 Pro I/II, TS-209 I/II, TS-209 Pro I/1I, TS-409/
TS-409 Pro/ TS-409U, press the power button for 4 seconds.

=] overview |
4 3 System Administration Power Management 2]
] General Setiings
L) Network
I Hardware
L Security Execute system restart/ shutdown immediately

& Notification RESTART || SHUTDOWN

¥ Power lanagement

Restart/ Shutdown

5. Netwark Recycle Bin
£ Backup System Settings Configure Wake on LAN
% System Logs & Enable
& Firmware Update
@) Restore to Factory Defaut
» (2 Disk Management
) (2] Access Right Management

(2] Network Senvices
(21 Applications " Resume the senverto the previous power-on or power-off status

¢ Disable

When the AC power resumes:

- Ao -] & Turn on the server autamatically

" The server should remain off

Set power on/ power off/ restart schedule

[~ Enable schedule

[~ Postpone the restartshutdown schedule when replication job is in process
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You can use the Finder to restart or shut down the server.

administrator a

OMAP Finder

Conneck

Servers

ccount to perform this action.

Setkings

Map Metwork Drive
Restart £ =18

Remote Wake Up (Wake On LAN)
Search Metwork Camera

| Update Firmimare

Marne [ erType | MAC Address |
HACYBETBDFS 1 MetBak Replicator C-300 00-02-98-67-BD-F

i GF QBack 0o BC-3E-GF
HASACEERD 1 Qiaet 409 00-08-98-AC-3E-60
HASHP1015 1 WinGate Player a1 00-08-9B8-60-34-FB
5L 1 vioGate Master o 00-E0-4C-77-11-A6
YioStar (N ETEEETTTTYS- 201 00-08-98-AC-97-10
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9.2 Reset Administrator Password and Network
Settings

Note: To reset the NAS by the reset button, the option ‘Enable configuration reset

switch’ in '‘System Administration’” > ‘Hardware’ must be activated.

5] Ovenview
423 System Administration

5§ ceneral setings [ Enable configuration reset switch

Hardware

dad Network

i ¥ mode (if ne " 3 tes ¥ § will be ¢
S Hardware W Enable hard disk standby mede (if ne access within | 30 minutes %] Status LED will be of
L Security ¥ Enable light signal alert when the free size of disk s less than the value:3072 1B

% Notification

M Power Management
8, Network Recycle Bin
& Backup System Settings Smart Fan Configuration
% System Logs

v Enable alarm buzzer (beep seund for error and warning alert)

= e Fan Rotation Speed Setiings: Enable Smart Fan (recommended) [
J Firmware Update

@ Restore to Factory Defaut ¢ When ALL ofthe follawing temperature readings are met the fan wil rotate atlow speed:
(21 Disk Management

(71 Access Right Management
(2 Network Senvices

(£ Applications

-The system temperature is lower than 47°C(117°F).

-The CPU temperature is lower than 54°C(129°F
-The hard drive temperature is lower than 48°C(118°F

- =] \When ANY of the following temperature readings are met the fan will otate at high speed:
[ — ~The system temperature is higher than or equal to 53°C(127°F
— “The CPU temperature is higher than or equal to 62°C(144°F)
“The hard drive temperature is higher than or equal fo 54°C(129°F

& Self-defined temperature:
\When the system temperature is lower than| 25 ¥ || °C ¥ |, stop fan rotation.
\hen the system temperature is lower than| 33 ¥ || °C ¥ | rotate at low speed

\When the system temperature is higher than| 43 (% || °C ™| rotate at high speed.

System Basic system reset Advanced system reset
(1 beep) (2 beeps)

All NAS models | Press the reset button for | Press the reset button for 10

3 sec sec

Basic system reset (3 sec)

When you press the reset button for 3 seconds, a beep sound will be heard. The

following settings will be reset to default:

¢ System administration password: admin

e TCP/ IP configuration: Obtain IP address settings automatically via DHCP

e TCP/ IP configuration: Disable Jumbo Frame

» TCP/ IP configuration: If Port trunking is enabled (dual LAN models only), the
port trunking mode will be reset to ‘Active Backup (Failover)’.

* System port: 8080 (system service port)

* Security level: Low (Allow all connections)

e LCD panel password: (blank)*

*This feature is only provided by TS-439 Pro, TS-439 Pro II, TS-459 Pro, TS-509 Pro,
TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.
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Advanced system reset (10 sec)

When you press the reset button for 10 seconds, you will hear two beeps at the third
and the tenth seconds. The NAS will reset all the system settings to default as it
does by the web-based system reset in ‘Administration’ > ‘Restore to Factory
Default’ except all the data are reserved. The settings such as the users, user
groups, and the network share folders you previously created will be cleared. To
retrieve the old data after the advanced system reset, you may create the same

network share folders on the NAS and the data will be accessible again.
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9.3 Disk Failure or Malfunction

When you encounter HDD malfunction or failure, do the following:

1. Record the malfunction status or error messages shown in Event Logs.
2. Stop using the failed NAS and turn off the server.

3. Contact the technical support.

-

Caution:

e The NAS must be repaired by professional technicians, do not try to repair the
server yourself.

e Please back up any important files or folders to avoid potential data loss due
to HDD damage.

9.4 Power Outage or Abnormal Shutdown

In case of power outage or improper shutdown of the NAS, the NAS will resume to
the state before it is shut down. If the NAS does not function properly after the
restart, do the following:

1. If the system configuration is lost, configure the NAS again.

2. In the NAS does not function properly and re-configuration does not work,

contact the technical support.

9.5 System Software Abnormal Operation
When the system software does not operate properly, the NAS automatically

restarts to resume normal operation. If you find the NAS restarts repetitively,

contact the technical support immediately.
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9.6 System Temperature Protection

The NAS shuts down automatically for hardware protection when any of the
following criteria is met:

v" The system temperature exceeds 70°C (158°F)

v" The CPU temperature exceeds 85°C (185°F)

v" The HDD temperature exceeds 65°C (149°F)*

* Note that when the temperature of any HDD on the NAS exceeds 65°C (149°F),
the NAS waits for the standby time (configured in ‘System Administration’ >
‘Hardware’) and another 10 minutes and will shut down automatically. For
example, if you have configured the NAS to enter the standby mode after idling for
5 minutes, the NAS shuts down automatically when the temperature of any HDD
exceeds 65°C (149°F) continuously after 15 (5+10) minutes.

251



Chapter 10 RAID Operation Troubleshooting

If the RAID configuration of your NAS is found abnormal or there are error messages,

please try the following solutions:

Note: You must back up the important data on the NAS first to avoid any potential

data loss.

1. Check that the RAID rebuilding has failed:
a. LED: The Status LED of NAS flashes in red.

b. On the ‘Disk Management’ > ‘Volume Management’ page, the status of the

disk volume configuration is ‘In degraded mode’.

2. Find out the HDD that causes the RAID rebuilding failure.

You can go to ‘System Administration’ > ‘System Logs’ page to search for the

following error message and find out which HDD causes the error.
Error occurred while accessing Drive X.
Drive X has been removed.

X refers to the number of the hard drive slot.

3. Troubleshooting
After plugging in the new HDD (for example, HDD 1), drive rebuilding will start. If

the drive configuration fails again due to read/write error of the HDD in the
rebuilding process, identify which HDD causes the error and follow the steps below

to solve the problems.

Situation 1: The error is caused by the newly plugged in HDD.

If the newly plugged in HDD (for example, HDD 1) causes the rebuilding error,
please unplug HDD 1 and plug in another new HDD to start RAID rebuilding.
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Situation 2: The error is caused by an existing HDD (for example, HDD 2) in the

RAID configuration.

If the RAID configuration is RAID 1, you can do either one of the following:

a. Back up the HDD data to another storage device. Then reinstall and set up the
NAS.

b. Format the newly plugged in HDD (for example, HDD 1) as a single drive. Then
back up the data on the NAS to this drive (HDD 1) via Web File Manager.
Unplug the HDD with errors (for example, HDD 2). After that, insert a new HDD

to NAS to replace the fault drive, and execute RAID 1 migration.

When the RAID configuration is RAID 5 or 6: The RAID configuration is
changed to degraded mode (read-only). Itis recommended that you back up the

data and run system installation and configuration again.

1
‘J Caution: When plugging in or unplugging a HDD, please strictly adhere to the
following rules to avoid abnormal system operation or data damage.

1. Plug in only one HDD to NAS or unplug only one HDD from NAS at one time.

2. After plugging in or unplugging a HDD, wait for about ten seconds or longer until

you hear two beeps from the NAS. Then unplug or plug in the next HDD.
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Chapter 11 Use the LCD Panel

This feature is only provided by TS-439 Pro, TS-439 Pro II, TS-459 Pro, TS-509 Pro,
TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

You can use the LCD panel to perform disk configuration and view the system

information.

When the NAS has started up, you will be able to view the server name and IP

address:
IN[A[S|5|F|4|DIE[3] | | | | | ||
1116/9].1215/4].]1]/0/0/.[1]0/0] |

For the first time installation, the LCD panel shows the number of HDD detected and

the IP address. You may select to configure the HDD.

Number of Default disk
HDD detected | configuration

Available disk configuration options*

1 Single Single
2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1
3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5

Single ->JBOD -> RAID 0 -> RAID 5

4 or above RAID 5
-> RAID 6

*Press the ‘Select’ button to choose the option, and press the ‘Enter’ button to

confirm.
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For example, when you turn on the NAS with 5 HDD installed, the LCD panel shows:

Clo|n|flilg|.| [Dli|s|k[s[?] | |
RIAITIDISL |

You can press the ‘Select’ button to browse more options, for example, RAID 6.
Press the ‘Enter’ button and the following message shows. Press the ‘Select’
button to select ‘Yes’ to confirm.

Clhlojo|s|e| |RIAITID[S[?] | | |

—lvlels | INol | || | [ | |

When you execute RAID 1, RAID 5, or RAID 6 configuration, the system will initialize

the HDD, create the RAID device, format the RAID device, and mount it as a volume
on the NAS. The progress will be shown on the LCD panel. When it reaches 100%,
you can connect to the RAID volume, for example, create share folders and upload
files to the folders on the NAS. In the meantime, to make sure the stripes and
blocks in all the RAID component devices are ready, the NAS will execute RAID
synchronization and the progress will be shown on ‘Disk Management’ > *Volume
Management’ page. The synchronization rate is around 30-60 MB/s (vary by HDD
models, system resource usage, etc.).

Note: If a member drive of the RAID configuration was lost during the
synchronization, the RAID device will enter degraded mode. The volume data is
still accessible. If you add a new member drive to the device, it will start to rebuild.

You can check the status on the ‘Volume Management’ page.
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To encrypt the disk volume*, select ‘Yes’ when the LCD panel shows <Encrypt
Volume?>. The default encryption password is ‘admin’. To change the password,
login the web-based administration interface of the NAS with an administrator
account and change the settings in ‘Device Configuration’ > ‘Disk volume Encryption

Management’.

Elnlcirly|p[t] [VIo]l|u/me|?| |

—lvlels] | INol | || | | | ||

When the configuration is finished, the server name and IP address will be shown.

If the NAS fails to create the disk volume, the following message will be shown.

Clrlelaltli{nlgl.|.[.] | [ ] ]|

RIAILIDIS| [Flalillleld [ | |

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P,
TS-410, TS-419P, TS-410U, and TS-419U.

The data encryption functions may not be available in accordance to the legislative

restrictions of some countries.
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View system information by the LCD panel

When the LCD panel shows the server name and IP address, you may press the
‘Enter’ button to enter the Main Menu. The Main Menu consists of the following
items:

1. TCP/IP

. Physical disk

. Volume

. System

. Shut down

. Reboot

. Password

. Back

0O N oo 1 A W N

1. TCP/ IP
In TCP/ IP, you can view the following options:
1.1 LAN IP Address
1.2 LAN Subnet Mask
1.3 LAN Gateway
1.4 LAN PRI. DNS
1.5 LAN SEC. DNS
1.6 Enter Network Settings
1.6.1 Network Settings - DHCP
1.6.2 Network Settings - Static IP*
1.6.3 Network Settings - BACK
1.7 Back to Main Menu
* In Network Settings — Static IP, you can configure the IP address, subnet mask,
gateway, and DNS of LAN 1 and LAN 2.
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Physical disk

In Physical disk, you can view the following options:
2.1 Disk Info

2.2 Back to Main Menu

The disk info shows the temperature and the capacity of the HDD.

Dli|sk|:[1] |T|e|lmp|:[5/0/°|C|
Slilzlel:| [213/2] [GBl | | ||

Volume
This section shows the HDD configuration of the NAS. The first line shows the
RAID configuration and storage capacity; the second line shows the member

drive number of the configuration.

RIAlTID[S| | | [ | | [7]5]0|G[B|
Dlrlilviel [112[314] | | | | ||

If there is more than one volume, press the ‘Select’ button to view the
information. The following table shows the description of the LCD messages

for RAID 5 configuration.

LCD Display Drive configuration
RAID5+S RAID5+spare
RAIDS5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding
RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 is unmounted
RAID 5 (X) RAID 5 non-activated
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. System

This section shows the system temperature and the rotation speed of the
system fan.

C[P|u| [Tle[mp|:| [5[0]°[C| | |
Slyls| |Tlelmpl:| [5/5[°{C ||

S|y|s| [Flan|:[8]6]/5[R[P[M | |
HNEEEEEEEEEEEEEE

.  Shut down

Use this option to turn off the NAS. Press the ‘Select’ button to select ‘Yes'.

Then press the ‘Enter’ button to confirm.

Reboot
Use this option to restart the NAS. Press the ‘Select’ button to select ‘Yes'.

Then press the ‘Enter’ button to confirm.

Password
The default password of the LCD panel is blank. Enter this option to change

the password of the LCD panel. Select ‘Yes’ to continue.

Clhlalnigle| |Plals|s wlo|r|d]

|| | Ylels| [~INlo | | |

You may enter a password of maximum 8 numeric characters (0-9). When the

cursor moves to ‘OK’, press the ‘Enter’ button. Verify the password to confirm

the changes.

Nje|lw| |Plals|s|wlojr|d[:] | | |
0K

Back
Select this option to return to the main menu.
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System Messages
When the NAS encounters system error, an error message will be shown on the LCD
panel. Press the ‘Enter’ button to view the message. Press the ‘Enter’ button

again to view the next message.

Sly|sitlelm |E[rirjofrft] | | |
PlIls|. | [Clhlelclkl Llolgls| |

System Message Description
Sys. Fan Failed The system fan failed
Sys. Overheat The system overheat
HDD Overheat The HDD overheat
CPU Overheat The CPU overheat
Network Lost Both LAN 1 and LAN 2 are disconnected in Failover
or Load-balancing mode
LAN1 Lost LAN 1 is disconnected
LAN2 Lost LAN 2 is disconnected
HDD Failure The HDD fails
Voll Full The volume is full
HDD Ejected The HDD is ejected
Voll Degraded The volume is in degraded mode
Voll Unmounted The volume is unmounted
Voll Nonactivate The volume is not activated
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Appendix A. Connect to QNAP NAS from the Internet

Register DDNS and set port forwarding on the NAS

To connect to your NAS at home or office from the Internet, you can enter the IP
address of the NAS in a web browser providing that a fixed public IP is assigned to
the NAS. However, most users may have installed their NAS behind an NAT router
and they are using a dynamic IP for Internet connection. It is inconvenient to
memorize an IP address such as 202.193.126.45 and to inform every user of the IP
address whenever a new one is assigned by the ISP. You can register a free DDNS
account and set up the information on your NAS so that the users can connect to the

NAS with an easy-to-remember host name that you specify.

DDNS usage scenario

DDNE Service ‘
Prowvider

Internet

- = Remote computer
Router WAN IP: 202.1.2.3

QMNAP NAS

LAMIP: 182.163.1.3

1. The user connects to the NAS by the URL http://qnapgnap.dyndns.org.

2. The NAS detects the WAN IP has changed and the DDNS client sends the WAN
IP to the DDNS service provider.

3. The DDNS service provider receives the information and assigns the new IP to
the DDNS host name (gnapgnap.dyndns.org).
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Register a free DDNS account
To register a DDNS account, refer to the steps below. We will be using the DDNS
service provided by DynDNS (http://www.dyndns.com/) in this example. QNAP

NAS currently supports the following DDNS providers:
http://www.dyndns.com/

http://update.ods.org/

http://www.dhs.org/

http://www.dyns.cx/
http://www.3322.0rg/

http://www.no-ip.com/

Visit http://www.dyndns.com/ and click ‘Create Account’ to register an account.

ODynDNS = J=r]

ices Support Maws

MNew to DyniDNGT?
Take & tour and see what we do

PUT SOME SPRING
IN YOUR SERVER

DynDIS now affers Viewal Servers \’\\

mh

DS Services
DHS For shatic ard dymasmic TP sddress

MailHop Services
. Erure rebable smad debvery

(e

[ Omamic Hetwork Services Inc. Releases Maikdop 2.0

Resources Services Support About DynlENS

‘What 5 DNS? DS Hosting 2447 Fremier Support Company Facts
OHS Tooks Free Cynamic DHS DMS Update 4F1 Technalogies
Homa Solutions Email Relay Updata Clients BHS Enc. Jobs
Business Solutions Damain Mames Undater for Windows Contacts

192008 opnaemiy Pabeork Serwiony, Tng, - Lol Bglices - Sonkicty
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http://www.dyndns.org/�
http://www.dyndns.org/�
http://update.ods.org/�
http://www.dhs.org/�
http://www.dyns.cx/�
http://www.3322.org/�
http://www.no-ip.com/�
http://www.dyndns.org/�

Complete the form to create your free account.
Create Your DynDNS Account
Please complate the form o create your free DynDNS Account,

User Information

Username: |anepanap

Email Ackdh '|qnnpmm | Deuirsgunt ph Sifvste your sosus will e Denr to tha el sddrery providied.
confirm Email Address: IS o00p.com
Pa !,i.... W onr pattvened nankds 0o be s thae 5 chasieier aoed canesd be the tarme as yoor usemases.

Coo mott g 3 pasvwsond that i 3 comemen weend, or can otharsite be easly guessed.

Confirm Password: !-lygl_i
—About You (optional ) -

Prowiding this information will bk us to batter undierstand our customens, and taikor futre offerings more acourately 1o your
needs. Thanks for your helpl

How did you hear about | — v Ve d catsall o ik bmnion 8 sy, bl your sl
us:
Detals: |

After you have created an account, a confirmation mail will be sent to your email
address.

Account Created

Your Seolrit, qnapqnap, has been created, Directions for activating your sccount have besn sent 1 your amail address:
I © corpkatl registration, plaasn follow e directions you receive within 42 hours,

“fou should receive the confirmation ermall within a few minutes. Please make certain that your sparmn filtering allows messages from
supeor tibchyncnes. com 1o be dalvered, If you have rot receved this email within an hour or 50, request a password reset, Follow ing

the Fetructions i the paesword resat email will sleo confirm your new Sccount

Tharks for using DyrDNG!

After confirming the registration, login the DDNS service.

Login

— account Lagin

Usernams: | qnapgnap Passwiord: |jessses || Lagin |
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The account summary is shown.

C DynDNS s

HaSarra - Hefed - hanfed

About Servios  Agcourt Support Harws
L o | Account Summary for gnapqnap
i | My Services g Account Settings
m“”"’ { o Wierw, enodify, purchane, and 5 Lpdate your biling Upadate your email address, set
Biling = dalets your servioes. . rfor mation, complete & = prefironces, and dalate your
& o Dat | purchass, sd vEw Fdiced. A
| e Iy B Wierw Ehoegiin Cart Change Emall Address
fulkd Tore SerViCES it Servicgs Chawnger Parpword]
Soarch bty bty Qroer Histooy Change Ussmams
| ek Ll Sereices il i Comitt bhniger
Sgw i Gevins Brtrew Sorvices btailing Lists
Ecoount Lipay scdos duigho Reren Segings Py Brvices
Pekailng Curifesrd e Epirations Erofererres
hatwork Monforiog Chose ACCOUns
554 Certificates
Beourshe S
EEmort
Brivmisr Supery
ConkaCt Saopo
D45 Servios el Aores rerd

264



Go to ‘Services’ > ‘Dynamic DNS".

'\ DynDNS e

| Sarvices
ickdtind e da {oees), high qualey do
| e offor you superion domain name servicos i qualfy domain ¥ =
Damiain Rigetation fraarsaEment, wirkd-clins a-mail services, wib redieclion, ard neowenk i 3
e | reritorng 0 of our servies inchad free technical support by e-mail or Tehiedea uivieiy - & pach btice the curtiin
Mo whene o spas: to 2 highly raired engingeor rather than a ¢l conter
aiHop Services randing & seript aff of & seresen.
HNatwork: Monitoring
S ing Server™
AL Ferwarding
Pricieg E; @ @ %
& e vl . ¢
Custom DS Becurslve DS Secondory DHS
A Tree DS servioe for thosa Our dynamic and static DS Ersure DNS resobiion for il refiati ey b0 your dT
with dynamic P addresses. rmanage ment ool fr your your DS queries. U TS i &,
|—| CreT IR
Seanch

Click ‘Get Started’ to create a host.

Dynamic DINS

Cryriamic DS ([DONS) allkores you b create a hostname that ponts 0 your dmamic 1P or static 1P

address or URL. We ako provide an update mechankzm which makes the hastname work with your
dynamic IP address. We continue to offer this service free o the Internet community a5 we Manage Hosts
bz ciore 20 for nearly 10 yoars,

Get Started i

Screenshot
Capabilities and Features

« Gt fv (5) hostnames in 88 avallsble domalns lor free. =
» Create wiklcard CNAME * yourhost chrighs org for pourhost dyndhs.org. :
# Forward web requests or mark host offine for maintenance or downtine,

# Configure MX records for flexible mail routing.

* Update host using gddrs update clients for a wide variety of platforms.

» Madify DS TTL valees for fast propagation or reliable static IP caching.

+ Deliver your DINS records to S DNS servers in S tier-1 datacenters anound the giobe.
» Cuary volume up 1o 648,000 gueries/manth

Cur free industry-leading e-maidl support 5 resdy 1o halp you setup your dynamic o static DNS 5o you can host a website,
rermately conmect to your maching, and run a mail server, Wi ako offer other premium fzatures with our Aooount Ungrade servion,
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Enter the settings to create a new host.
Tip: The 'IP Address’ refers to your current WAN IP. You may check the information

from http://www.ip-lookup.net/. In most of the cases, it is useful for you to know

your public IP address when you are behind an NAT router.

Add New Hostname 1 Host Services

Mote: You currenitly don't have Account Upgrades inyour account. You canmot use some of our Host Service feabres. Please consider
by Account updradis hat make tis form full-functional a0d will add several other feaheres, Learn Mora...

Hostname:  [gnapqnap | [homelinucnet ]
doesntesistcom
doesntexslorg
Service Type: (& Host with [P addr dontexistoom

domaxistnat
() WebiHop Redirect dontexist arg

& Offline Hostrhame chordng.ang
dyTr-o-saur.com e
chymaliags com
dynalias.net
A T chynalias.ong
IP Adldress; | dymdng biz
Ltz sutn detected 1P 28 4 s, info

TTL walue i 60
chynidns b

chmdnsws
endofinlemet ngt
endofinlemeatong
Mail Routing: [ 'es, ket me configur endoftheinemet org

Willdcard: [] ¥es, alias "* hostna

fpaccess oo
ﬂﬂﬂIE'hQﬂQ[ﬂ A
A new host is created.
Host Sarvices fed Maw Hostnams - Host Updats Logs
Hosmame qnepqnap dvndng,org created.
Hostname Service Detaile Last Updated
areponap s org Hast 210.65.63.13 Sep. 05, 2008 3:53 Al
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Login your QNAP NAS and go to ‘System Administration’ > *‘Network’ > ‘DDNS".
Enter the DDNS settings. Schedule the NAS to update the DDNS record

periodically.

Check the External IP Address Automatically: Turn on this option if your NAS is
located behind a gateway. The NAS checks the external (WAN) IP automatically
and if the IP address is changed, the NAS will inform the DDNS provider

automatically to ensure it can be connected by the host name.

=] Overview

4 =5 Systermn Administration
B General settings
g4 Metwork
& Hardware
sy SECUILY
*® MNotification
W Power Management
3 MNetwork Recycle Bin
£}, Backup System Setting
% System Loos
W Firmware Update
& Restore to Factory Defa

= (7] Disk Management T
[ [CJ Access Right Managemer
> (2] Metwark Services

[ l["| Applications | I:'D

| || oons ||

DDHNS Service

After enabling DDMS Service, you can connect to this server by domain name.
[¢ Enable Dynamic DNS Service

3Select DDNS server:

wiwrw.dyndns.com (@ |

Enter the account information you registered with the DDMNS provider

User Name: ECE——
Password: asssessses
Host Mame: :gnapgnap.dyndns.org

¥ Check the External IP Address Automatically

Current WAN IP:

After you have finished the settings, you can connect to the NAS using the host
name (gqnapqgnap.dyndns.org).
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Port Forwarding

If your NAS is located behind an NAT router, you need to open the ports of some
services on the NAT router and forward these ports to the fixed LAN IP of the NAS
so that you can connect to the services correctly from the Internet. This function
is available on most routers in the market and is often known as ‘Port Forwarding’,
‘NAT Server’, or ‘Virtual Server’. For example, to connect to the administration

interface of NAS series, you need to open port 8080.

Current open service ports on QNAP NAS
NAS Services Default Port
8080 (All models, TS-101/201 with
Web-based system management
firmware v2.3.0 or later)
6000 (TS-100/101/201 firmware prior
Web-based system management
tov2.1.1)
FTP 21
Passive FTP 55536-56559
Web Server 80
Download Station (BitTorrent
6881-6999
download)
Remote replication (Rsync) 873
Telnet 13131
SSH 22
SSL 443
SMTP 25
Samba 445
MySQL 3306
TwonkyMedia 9000
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Appendix B. Set SMS and Email Alert

QNAP NAS supports SMS and email alert to inform the users of system error or
warning. SMS is the abbreviation of Short Message Service which is known for the
mobile text message service. By subscribing with the SMS service providers you
are able to set up QNAP NAS to send SMS to the designated mobile phones in the
event of system warning or errors. This demonstration shows you how to set up
both the SMS and email alert on your NAS. See below for the usage diagram.
*Note: TS-109/ 209/ 409/ 409U series only support email alert.

NAS

TSR |

PTTILLLLY
i
o

e L]
-

w
wee®

message

'TLLL

e T -
Meil Server ‘-I-'{
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Sign up and set up an SMS service account

Clickatell will be used in this example. Go to Clickatell website
http://www.clickatell.com/login.php. Under ‘New Customers’ select ‘Clickatell
Central (API)".

Hew Customers

If you do not already have an account, take a moment to create one. You will benefit from:

Auserfriendly administration interface

Free registration and no license fees

24/7 Service & Support

Web based account accessible from anywhere
Multiple payment options

Product Selection;

iPlease Select Product i -

| Please Select Product

Clickatell Central [API)
Communicator
Messenger-Pro
| Clickatell Affiliates
Clickatell Wholesale
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Fill out your personal information then click ‘Continue’. Make sure you have
carefully read the Terms and Conditions of the SMS service provider and that you
agree to all the terms and regulations.

?Eornpl-ele our simple registrations process below to test our gateway and obtain your free test credits.

* Indicates all fields that are required.

Step 1 of 4 - Select Product
Select one of the products below which you would Ike 1o register for:
@ Clickatell Central 'ﬂ ':';," Communicator 'ﬂ

Step 2 of 4 - Account Setup

Select a country specific or nternational account type, based on your requirements for SMS traffic delivery destinations

international Coverage Account: @ Local Coverage Account: @
= e =} a3 =
@ 0 INTERMATIOMAL E UsA == UK = SA
* Create Username: qnap Security Code: m” e
‘Creale Fazsword sesssses "Enter Security Code: 468L1H

Step 3 of 4 - Personal Information

*First Name: SMS * Country: Taiwan -
*Last Hame: Tester * Mobile Mumber: 886 987654321
* Emai Address: mail@qnap.mm (e.g. sample@domain.com])

Personal Use Only [¥]
* Company: Parsonal Use

Emails sent to me must be in & Text format or & HTML format
(O 1 would ke to receive: Cickatel News, Balance Notifications, Promotions
Fil | accept Clickatels Tarms and Condiions

CONTINUE

Security & Privacy !B}
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Upon successful registration you should receive an email containing the account
activation link. You may now check your inbox to complete your account activation.
By following the activation link you will be brought to the login screen as the image

show below. Enter the password and click ‘Login’.

Ky Account Login

Existing Clickatell account holders can select their product and login below. Mote, username &
password are CASE sensitive.

Select Product: Clickatell Central (API)

Username: gnap <a}
ClientiD: CAHE05 ' i
Fassword: esssssss Lost password?

Login |

Next you will need to verify your mobile number by entering an activation code sent
by Clickatell after you enter your mobile phone number and click 'SEND ACTIVATION
CODE..

T e o D O e IR

\Verify your Mobile Number

\ For security reasons you are required to verify your mobiie number in order to make your first credit purchase and send
rnon-test SMS messages.

| Your activation code will be sent to| 886987654321 | SEND ACTIVATION CODE |
| If this is not your number, please retype your mobile number in the box above and dick the "Send Activation Code™ button.
| Enter your activation code here: I VERIFY NOW ]
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While still logged in with Clickatell, go to ‘Manage my Products’ and select ‘HTTP
from ‘My Connections’ dropdown menu.

H

Central Home My Settings Manage my Products Billing Message Reports | Help
Manage my Products Test Message in Message Box
My Connections Please MNote that Clickatell pre-populates all test credits with a standard test message. Once you have purchased
Converters Clickatell credits, the test mezsage will be removed and you will be able to =send personalized text messages.

Two-Way Messaging

Application Forms w’

Two-Way Messaging )
SA Shortcode MO My Connections:
Namibia Shortcode
USA Shortcode
USA Shortcode MFS
UK Shortcode i
Canada Shortcode Add Connection
Clickatell ICM
SMTP
FTP
XML
Com
SMPP
SOAP

quick overview of each connection type. Also take a look at a comparison of Clickatell
d supported message tvpes

pular connection, HTTP is one of the simpler forms of communicating to the Clickatell APl k is
HTTP/internet Post. Add connection

Set up the ‘HTTP API’ by entering the minimum required information, the ‘Name’,

‘Dial Prefix’, and ‘Callback Type’ as the image shown below. Click ‘Submit’ once
done.

HTTP API

This product provides an interface between your applications and the Messaging Gateway. It iz a lower level connectivity
option, but offers the most functionality and flexibility for the Developer and Systems Integrator. With the APl you can set
up alert-based SMS delivery from your server, deliver information to your mobile sales staff and keep in contact with your
customers. This product is intended for machine-generated to User messaging.

Add HTTP API - Bold Items Required

Name: I TS-639-Pro| ]

IP Lock Down:

Dial Prefix: | Taiwan (886) -
Callback Type:

Caliback Urt: i

Caliback Username:

Calback Password:

HOTE: submission of this form will delete any session_id currently valid for this api_id. Any application using this
session_id will have to re-authenticate.
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You should now obtain an ‘API ID’ that is required before using the SMS service.
Write this down somewhere as we will need it for the setup in the NAS

administration in the next step.

"Hame Type APILID v Dialing Code
TS-639-Pro HTTP 3176048 886 Taiwan

1to10f1

Up to this point you have completed the account registration and mobile number
verifications with Clickatell and have successfully obtained an ‘API ID’. You may
now proceed to the next step.
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Set the SMSC settings and SMS alert on the NAS

Go to ‘System Administration’ > *Notification’ > ‘Configure SMSC server’ and enter
the information we got from the previous step to configure the SMSC server.

' Home «

Home >> System Administration >> Notification Welcome admin | Logout English &

=] Overview
4 {7 System Administration
% General Settings
.ﬂ Network
D Hardware
W Security
! Power Management
3 Network Recycle Bin
.0_2, Backup System Settings
% System Logs
W Firmware Update
& System Reset
> [ Disk Management
[ [ZJ Access Right Management
&> [ Metwork Services
> [ Applications
> [ Backup
1> (L] External Device
I [ System Status

Notification a

| || CONFIGURE SMSC SERVER || |

Configure SMSC Server

You can configure the SM3SC settings to send instant system alerts via the SMS service provided by
the SMS provider.

SMS Service Provider

hitp:ifwww.clickatell.com

Enable SSL Connection
S5L Port

SMS Server Login Mame :

SMS Server Login Password
SMS Server API_ID :
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Next go to ‘System Administration’ > *Notification’ > ‘Alert Notification’ and enter

your mobile number.

‘Bhome  <|[Home > System Administration > > Motiication  Welome admin | Logout  Englsh @

E overview
413 System Administration Notification o
a General Setings
& Netwark | CONFIGURE SMTP SERVER || CONFIGURE SMSC SERVER ||  ALERT NOTIFICATION
D Hardware

(S it pemsmprese
3 Notification When a system event occurs, an alert emall/SMS will be sent automatically.

M Power Management
B Network Recyde Bin
£, Backup System Setiings
% System Logs
W Firmware Update
@ systemn Reset
> [ Disk Management
> (1] Access Right Management

Sand systam error aler by 5"5

Send system warning aled by Noakert -

E-mail Notification Settings
E-mail address 1. my@mail.com
e EL L ———

b ) Network Sanices | SEND A TEST E-MAIL |
> [ Applications h
= Backup Fole: The SKMTP senver must be configured first Tar alerl mail delivery.

> [ZJ External Device

> 2] System Status . .
SMS Notification Settings
Country Code: | Tawan (+8886) |
CellPhone Mo, 1:+886 |@E7854321 |

Cell Phone No. 2: «886

l SEMD A TEST SMS MESSAGE ]

Mote: You mustconfigura the SMEC serser to be abla 1o send SMS nolification praparly.
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Congratulations!

It is all set up and now you may want to test if your have

configure the SMS notification properly by clicking ‘'SEND A TEST SMS MESSAGE".
If nothing goes wrong you should be able to receive it in less than 10 seconds.

Set the SMTP server and email alert

Go to '‘System Administration’ > *Notification’ > *Configure SMTP server’ and enter

a valid SMTP information.

example.

£ Home «

Home >> System Administration >> Notification

We will use Gmail as the SMTP service provider in this

Welcome admin | Logout Englsh &

= Overview
4 () System Administration
% General Seftings
dad Metwork
3 Hardware
- SEcurity
W Power Management
2 MNetwork Recycle Bin
£, Backup System Settings
% System Logs
W Firmware Update
& System Reset
[ Disk Management
[ Access Right Management
[ Metwork Services
[ Applications
] Backup
(] External Device
[ System Status

Notification
CONFIGURE SMTP SERVER

Configure SMTP Server

SMTP Server. smtp.grmai.com
Port Number: 587
Sender: mygmail@gmail.com
[¥] Enable SMTP Authentication
User Name: mygmal@amazil.com

Password: ssssssss

¥ Use SSL/ TLS secure connection

| APPLY

Next go to ‘System Administration’ > *Notification’ > ‘Alert Notification’ and enter

your email address and specify whether you want to receive system warning alerts

too besides the system error alerts.

works by clicking ‘'SEND A TEST E-MAIL".

You can test if the email sending process

Now no matter if you are out at work or away from home you will still be notified
of any NAS error and warning right away by either an SMS sent to your mobile or

an email and be able to act in case of any unexpected events.
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Appendix C. Online RAID Capacity Expansion & Online RAID
Level Migration

Online RAID Capacity Expansion

Scenario
You bought four 250GB HDD for initial setup of TS-509 Pro and configured RAID 5
disk configuration with the four HDD.

A half year later, the data size of the department has largely increased to 1.5TB.
In other words, the storage capacity of the NAS is running out of use. At the same
time, the price of 1TB hard drives has dropped to a large extent.

STEPF 2 =~ STEPS,

STEF1. Replace the drive 1, 2,3, 4 e STer 4

STEF 7-8
Expand

- the Velueme

N s

;\-ﬂl‘

s

Logical Yolume TEOGE L

3T
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Operation procedure

In ‘Disk Management’ > ‘RAID Management’, select the disk volume for expansion
and click ‘EXPAND CAPACITY".

Home:>> Disk Management:>> RAID Management Welcome admin | Logout English

=] Oveniew
© ] System Administration RAID Management 7]
45| Disk Management
24 Volume Management This function enables capacily expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Hote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function.
1L RAID Management
{2} HDD SWART Current Disk Volume Configuration
Encrypted File $ystem
E 'sc;p Volume Total Size  Bitmap  Status  Description
S i
The operation(s) you can execute:
&2 virtual Disk o Fan
I (2] Access Right Management + RAID 5 Disk Volume: Drive 12345 | 93156 GB Yes Ready - Add hard drive
I 2 Network Senvices - Migrate
- Configure spare drive
> (27 Applications
© ] Backup [ EXPAND CAPACITY ][ ADD HARD DRIVE ][ MIGRATE ][ CONFIGURE SPARE DRIVE ][ DISABLE BITMAP ]| RECOVER |
[+ (27 External Device
I [ System Status For detailed instructions, please click here.

Click *Change’ for the first HDD to be replaced. Follow the instructions to proceed.

RAID Management - Expand capacity e

Select the drive to add

Expand capacity

Disk Model Capacity Status Description

Drive 1 WDC WD2500AAKS-00WYA12.0 23289GB Ready | Change |Y0u can replace this drive.
Drive 2 WDC WD2500AAKS-00VYA12.0 232.59GB Ready You can replace this drive.
Drive 3 WDC WD2500AAKS-00VYA12.0 232.89GB Ready You can replace this drive.
Drive 4 WOC WD2500AAKS-00VYA12.0 23289GB Ready You can replace this drive.
Drive 5 WDC WD2500AAKS-00VYA12.0 232.89GB Ready You can replace this drive.

Target Disk Volume: RAID § Disk Volume: Drive 12345

| ExaND capacTY | [ BACK |

Tip: After replacing the HDD, the description field shows the message ‘You can
replace this drive’. This means you can replace the HDD to a larger one or skip this
step if the HDD have been replaced already.
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1
‘) Caution: When the hard drive synchronization is in process, do NOT turn off
the NAS or plug in or unplug the hard disk drives.

When the description displays ‘Please remove this drive’, remove the hard drive
from the NAS. Wait for the NAS to beep twice after removing the hard drive.

RAID Management - Expand capacity 6

Select the drive to add

Expand capacity

Disk Model Capacity Status Description

Drive 1 WDC WD2500AAKS-00VYA12.0 232.89GB Ready Cancel |Please remove the drive.l
e Mo operation can be executed on this

Drive 2 WDC WD2500AAKS-00VYA12.0 232.89GB Ready drive or the drive is busy ;
5 Mo operation can be executed on this

Drive 3 WDC WD2500AAKS-00VYA12.0 232.89GB Ready e e :
2 Mo operation can be executed on this

Drive 4 WDC WD2500AAKS-00VYA12.0 232.89GB Ready .

drive or the drive is busy

N ti b ted on thi
Drive 5 WDC WD2500AAKS-00VYA12.0 232.89GB Ready dr?\fgp;r;leodnrﬁ;nis ZS;‘:C“ A il

Target Disk Volume: RAID 5 Disk Volume: Drive 123458

| EXPAND CAPACITY | ( BAck |

When the description displays ‘Please insert the new drive’, plug in the new HDD to
the drive slot.

RAID Management - Expand capacity O

Selectthe drive to add

Expand capacity

Disk Model Capacity Status Description

Drive 1 - - No Disk |Please insert the new drive |

" Mo operation can be executed on this
Drive 2 WDC WD2500AAKS-00VYA12.0 23289GB Ready drive or the drive is busy o
P Mo operation can be executed on this
Drive 3 WDC WD2500AAKS-00VYA12.0 232.39GB Ready T B e ey -
. Mo operation can be executed on this
Drive 4 WDC WD2500AAKS-00VYA12.0 23239GH Ready .

drive or the drive is busy

Mo operation can be executed on this
Drive 5 WDC WD2500AAKS-00VYA12.0 23289GB Ready s porthe e :

Target Disk Volume: RAID & Disk Volume: Drive 2345

| EXPAND CAPACTY | [ BACK |
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After plugging in the HDD, wait for the NAS to beep. The system starts rebuilding.

Status Description

Mo operation can be executed on this
drive ar the drive is busy i

T i Mo operation can be executed on this
b (RFEORMSIAG - {R35] drive or the drive is busy '
Mo operation can be executed on this
drive or the drive is busy :
Mo operation can be executed on this
drive or the drive is busy ;

Mo operation can be executed on this
drive or the drive is busy :

2= Rebuilding... (0%)

2" Rebuilding... (0%)
3" Rebuilding... (0%)

2" Rebuilding... (0%)

After rebuilding finishes, repeat the steps above to replace other HDD.

RAID Management - Expand capacity e

Selectthe drive to add

Expand capacity

Disk Model Capacity Status Description

Drive 1 Hitachi HD5721010KLA330 GKAC 931.51GB Ready You can replace this drive.
Drive 2 WDC WD2500AAKS-00VYAT2.0 23289GB Ready You can replace this drive.
Drive 3 WDC WD2500AAKS-00VYA12.0 23289GB Ready You can replace this drive.
Drive 4 WDC WD2500AAKS-00VYAI2.0 23289GB Ready You can replace this drive.
Drive 5 WDC WD2500AAKS-00VYA12.0 232.89GB Ready You can replace this drive.

Target Disk Volume: RAID 5 Disk Volume: Drive 12345

| EXPAND CAPACITY | [ BACK]
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After changing the HDD and rebuilding completes, you can click '\EXPAND CAPACITY’
to execute RAID expansion.

RAID Management e

This function enables capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Hote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function.

Current Disk Volume Configuration

Volume Total Size Bitmap Status Description

The operation(s) you can execute:

|t'=‘ RAID 5 Disk Volume: Drive 12345 | 913.96 GB Yes SHEER  nan R

[ ExpAND cAPACITY ||| ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE | | BITMAP | [ RECOVER |

For detailed instructions, please click here.

Click *OK’ to proceed.

The page at http://10.8.12.16:8080 says:  [X|

T

g) Are you sure to execute the expansion ?

(04 Cancel

The NAS beeps and starts to expand the capacity.

RAID Management - Expand capacity e

Selectthe drive to add

Expand capacity

Disk Model Capacity Status Description

Drive 1 Hitachi HDS721010KLA330 GKAD 93151GB Ready ' Processing...
Drive 2 Hitachi HD5721010KLA330 GKAD 93151GB Ready 2 Processing...
Drive 3 Hitachi HD5721010KLA330 GKAD 93151GB Ready 2 Processing...
Drive 4 Hitachi HD5721010KLA330 GKACQ 93151 GB Ready 3 Processing...
Drive 5 Hitachi HD5721010KLA230 GKAD 93151GB Ready 2= Processing...

Target Disk Volume: RAID & Disk Volume: Drive 12345 You can expand the diskvolume capacity to approximately 3726 GB

| EXPAND CAPACTY | [ BACK |
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The process may take from hours to tens of hours to finish depending on the drive

size. Please wait patiently for the process to finish. Do NOT turn off the power of
NAS.
Current Disk Volume Configuration: Physical Disks
. E Bad Blocks SMART
Disk Model Capacity Status S i
Drive 1 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAN NOW GOOD
Drive 2 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAN NOW GOOD
Drive 3 Hitachi HD5721010KLA330 GKAD 931.51GB Ready SCAN NOW GOOD
Drive 4 Hitachi HD5721010KLA330 GKAD 931.51GB Ready SCAN NOW GO0OD
Drive & Hitachi HD5721010KLA330 GKAD 93151GB Ready SCAN NOW GOOD
Current Disk Volume Configuration: Logical Volumes
Volume File System Total Size Free Size Status
D 5 Disk Volume: Drive 12345 EXT3 3726.04 GB 3215.36 CB Ready

After RAID expansion has finished, the new capacity is shown and the status is
‘Ready’. You can start to use the larger capacity. (In the example you have 3.7TB

logical volume)

RAID Management e

This function enables capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Hote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function.

Current Disk Violume Configuration

Volume Total Size Bitmap Status Description

The operation(s) you can execute:

3726.04 GB Yes Ready

|f=' RAID 5 Disk Volume: Drive 12345 |

- Expand capacity

[ ExPAND caPACITY ||| ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE | | BITMAP | [ RECOVER |

For detailed instructions, please click here.

Tip: If the description still shows ‘You can replace this hard drive’ and the status of
the drive volume says ‘Ready’, it means the RAID volume is still expandable.
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Online RAID Level Migration

Scenario

During the initial setup of TS-509 Pro, you bought a 1TB HDD and configured it as
single disk. TS-509 Pro is used as a file server for data sharing among the
departments.

After a half year, more and more important data are saved on TS-509 Pro. There
is a rising concern for hard drive damage and data loss. Therefore, you planned to
upgrade the disk configuration to RAID 5.

Using online RAID level migration, you can install one HDD for setting up TS-509 Pro
and upgrade the RAID level in the future. The migration process can be done
without turning off the server. All the data will be retained.

You can do the following with online RAID level migration:

Migrate the systeom from single disk to RAID 1, RAID 5, or RAID 6
Migrate the system from RAID 1 to RAID 5 or RAID 6

Migrate the system from RAID 5 with 3 HDD to RAID 6

STEP 1. STEP 2. STEP 3.~ STEF 5.

RAID
Migration

Single Disk Add New Disks Single Disk to RAIDS

iTB
(RAID 5)

You need to:

e Prepare the HDD of the same or larger capacity as an existing drive in the RAID
configuration.

e  Execute RAID level migration (migrate the system from single disk mode to
RAID 5 with 4 HDD).
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Go to '‘Disk Management’ > ‘Volume Management’. The current disk volume
configuration displayed on the page is single disk (the capacity is 1TB).

Current Disk Volume Configuration: Physical Disks

Drive 1 Hitachi HD5721010KLA330 GKAO 93151 GB Ready GOOD
Drive 2 = _ L SCAN NOW

Drive 3 s = Mo Disk SCAN NOW —
Drive 4 = = Mo Disk SCAN NOW ] —_
Drive 5§ e - Mo Disk SCAN NOW N

Current Disk Volume Configuration: Logical Volumes

Volume File System Total Size Free Size Status
Single Disk: Drive 1 EXT3 93151 GBE 524.68 GB Ready

[ FORMAT NOW ][ CHECK NOW ][ REMOVE NOW |

Plug in the new 1TB HDDs to drive slots 2, 3, 4 and 5 of NAS. The NAS will detect
the new HDDs. The status of the new HDDs is ‘Unmounted’.

%
P urrent Disk Volume Configuration: Physical Disks

Drive 1 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAN NOW GOOD

Drive 2 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAN NOW GOOD

Drive 3 Hitachi HDE721010KLA330 GKAO 93151 GB Ready SCAN NOW GOOD

Drrive 4 Hitachi HDS721010KLA330 GKAD 931.51GB Ready SCAN NOW GOOD

Drive 5 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAN NOW GOOD

Current Disk Volume Configuration: Logical Volumes
Volume File System Total Size Free Size Status
Single Disk Drive 1 EXT3 93151GB 52468 GB Ready

[ FORMAT NOW ][ CHECK NOW ][ REMOVE NOW |
T T Ty — g e . Gt

[ FORMAT NOW ][ CHECK NDW] REMOVE NOW |

%ng‘ie’ﬁfsk Drive 3 EXT3 = = Unmounted

[ FORMAT NOW ][ CHECK Now] REMOVE NOW |

[Enoie Diek Drve 4 EXT3 - - Unmounted

[ FORMAT NOW ][ CHECK NDW] REMOVE NOW |

'i"‘:m g'le Disk Drive 5 EXT3 = = Unmounted

[ FORMAT NOW ][ CHECK Now] REMOVE NOW ]
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Go to ‘Disk Management’ > ‘RAID Management’, select the drive configuration for

migration and click ‘Migrate’.

=] Overnview
&[] System Administration R.AID Management D
S sritmageren]

& B Volume Management :Elgzr:uen:hun enables capacily expansion, RAID configuration migration or spare drive configuration with the original drive data
1Y RAID Management Note: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this

(% HDD SMAR Shon
8 Encrypted Fil§ System : :
i Current Disk Volume Configuration
S iscsl
ﬂ Virtual Disk Total Size  Bitmap  Status Description
» [2] Access Right Manageme 01542C8 — Ready T':\;!_ Opffﬂhﬂﬂtslb’ﬂu can execute:
- Migrate
& [ Network Services = g
& [ Applications () Single Disk: Drive 2 = = VRirnossed Mo operal!un can be executed for this drive
5 configuration.
& (2] Backup
: i ; . Mo operation can be executed for this drive
& =
& [ External Device (") Single Disk: Drive 3 \ Unmounted configuration.

& [ System Status

o » Mo operation can be executed for this drive
() 8ingle Disk: Drive 4 o \ = Unmounted canﬂzuralion.

Mo operation can be executed for this drive

(") 8ingle Disk Drive 5 - - Unmounted ST

| EXPAND CAPACITY | | ADD HARD DRIVE | ([ MIGRATE || CONFIGURE SPARE DRIVE | [ BITMAP | [ RECOVER |

For detailed instructions, please click here.

© QNAP, All Rights Reserved ‘SkyBue  w

Select one or more available drives and the migration method. The drive capacity
after migration is shown. Click ‘Migrate’.

RAID Management - Migrate O

Select the drive to add

Migrate
Model Capacity
WD1000FYP3-01ZKBO2.0 93151 GB Ready
WD1000FYPS-01ZKBO2.0 93151 GB Ready
WD1000FYPS-01ZKBO2.0 93151 GB Ready
WD1000FYPS-01ZKBO2.0 93151 GB Ready

Select the migratigg method:
() Single Disk VoluMe == RAID 1 Mirraring Disk Volume
[ @ Single Disk Volume -> RAID 5 Disk Volume |
™ Single Disk Volume -= RAID & Disk Volume

Target Disk Volume: Single Disk: Drive 4  The drive configuration is about to be configured as RAI Disk Volume, The

capacity is approximately 3726 GB
MIGRATE BACK
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Note that all the data on the selected HDD will be cleared. Click ‘OK’ to confirm.

Windows Internet Explorer

\ ? ) All data on the selected drive(s) will be cleared. Are you sure 7

)

| ok || cancel

l

When migration is in process, the required time and total drive capacity after

migration are shown in the description field.

Current Disk Volume Configuration: Physical Disks

Drive 1 Hitachi HD&721010KLA330 GKAO 931.51GB Ready GOOD
Drive 2 Hitachi HD&721010KLA330 GKAO 93151GB Ready GOOD
Drive 3 Hitachi HDG721010KLA330 GKAO 931.51GB Ready GOOD
Drive 4 Hitachi HDB721010KLA320 GKAQ 931.51GB Ready GOOD
Drive 5 Hitachi HDS721010KLA330 GKAO 931.51GB Ready GOOD

Current Disk Volume Configuration: Logical Volumes

Volume File System Total Size Free Size Status
Single Disk: Drive 1 EXT3 93151 GB 52468 GB Ready
[ FORMAT NOW | CHECK NOW | [ REMOVE NOW |
W EXT3 e - Unmounted
[ FORMAT NOW |[ CHECK Now || REMOVE Now |
‘Single Disk: Drive :3. EXT3 T - Unmounted
[ FORMAT Now ][ CHECK Now || REMOVE Now |
 single Disk: Drive 4 EXT3 - - Unmounted
[ FormaT Now | [ cHeck Now || RemoVE Now |
"Single Disk: Drive 5 EXT3 - a Unmounted
[ FoRMAT NOW |[ cHECK Now || REMOVE Now ]

Note: The NAS will enter ‘Read only’ mode when migration is in process during
11%-49% to assure the data of the RAID configuration will be consistent after RAID

migration completes.
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After migration completes, the new drive configuration is shown (RAID 5 now) and
the status is Ready. You can start to use the new drive configuration.

RAID Management e

This function enables capacity expansion, RAID configuration migration or spare drive configuration with the original drive data
resenved.

Hote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this
function.

Current Disk Volume Configuration

Volume Total Size Bitmap Status Description

Mo operation can be executed for this drive

i S 0 2 Migrating...
i@; Single Disk: Drive 1 91542 GB o ANIRINNG. 1) configuration

| EXPAND CAPACITY | | ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE | | BITMAP | | RECOVER |

For detailed instructions, please click here.

The process may take from hours to tens of hours to finish depending on the HDD
size. You can connect to the web page of the NAS to check the status later.
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Use Online RAID Capacity Expansion and RAID Level Migration together

Scenario
You had a tight schedule to set up the file server and FTP server. However, you had
only one 250GB HDD. Therefore, you set up the TS-509 Pro with the single disk

configuration.

The original plan was to set up a 3TB RAID 5 network data centre with TS-509 Pro.
You now planned to upgrade the disk configuration of TS-509 Pro to RAID 5 and
expand the total storage capacity to 3TB with all the original data retained after the
HDD are purchased.

RAID Level Migration (Single to RAID 5) RAID Capacity Expansion (TS0GE to 3TB)

STEPW, BTEF L ATER4

STEF &

Execute online RAID level migration to migrate the system from single disk to
RAID 5. The total storage capacity will be 750GB, RAID 5 (with one 250GB HDD
and three 1TB HDD, the disk usage will be 250GB*4 for RAID 5.). You can refer to

the previous step for the operation procedure.
Execute online RAID capacity expansion to replace the 250GB HDD with a new 1TB

HDD, and then expand the logical volume from 750GB to 3TB of RAID 5. You can

refer to the previous step for the operation procedure.
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Appendix D. Set up UPnP Media Server for Media Playing

This section shows you how to set up the UPnP media server on QNAP NAS to share
the multimedia files to the media player on the local network and play them in your

home entertainment system.

3

Medl Flayer

LAN192.168.15

~. = .
Internet “)/_W =
' DSUCable AT ro..!lér'--. | b %
N S aad modem v B

EARITE 16000 LAN 192.168.1.34
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Enable UPnP Media Server
Go to ‘Applications’ > ‘UPnP Media Server’ and select the option ‘Enabled UPnP
Media Server’ and click ‘Apply’. The UPnP Media Server function is now ready.

i “

=) Ovendew

[ System Administration U Pr‘tP ME‘d] d Sewer a

= [ Disk Management \
b [J Access Right Management UPnP Media Server

- 23 Metwork Senices
463 Applications | [¥| Enable UPnP Madia Server |

& Web File Manager [¥] Aer enabling this senvice, dick the following link to enter UPNP Media Server
#: Mulimedia Station configuration page.

U Dowptbad Station hitp:(192.168.1.3:9000

@ Sefveillance Station

nes Sendce
> APPLY
k- UPRP Media Server

&% MySOL Server
Wl OPKG Plugins
b £ Backup
I (J External Device
I (] Systam Status

Set up the TwonkyMedia Server

The TwonkyMedia version shown in this example is 4.4.2. The actual version the
NAS supports may vary from time to time without notice.

Point your browser to *http://NAS IP:9000/’, you will enter TwonkyMedia
configuration page. You can specify the locations of the contents you would like to
share in your home network under the ‘Content Locations’. Simply type in the path
to the contents on your QNAP NAS (default folder is Qmultimedia or Multimedia).
In the example, we added an extra share /Qdownload.

MediaServer

TwonkyMedia Config

Version 4.4.2

[ Fescan contend diecionies ]

Rasic Setup [ EwweChanges | [ Cancel |

=] [mutimedia All cortent Wpes
b Exemsl spolicstons =] | iadownioad All conftent pes | w
A
b Philurs dne | Add new content directory |
" Videoireg
| Dirgctories wheng e semer shall $can for confent Each direclony can be
Hiscalianeous all conlent bypes, Ehanng can be lemporarily disabled by unchecking the directon.
fuppot |
¢ Troubleshooling Fescanm i mibmdes: 1
b EAD
This opSon £pacibes e rescan behasor of the serar If get o 0, autornalic rescands ane deablod A poitve value 5|
B TwenkyVirion SmaH biatwean RRECENS of CORMEM dfedionios in minulas. -1 enables the canver b walth cortent diactones aulomalicaly o
000 2004 withid the meed 1oF Fesans
BN right reasrend
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For ease of browsing if you have a large amount of media contents, you can
configure the navigation tree for your photos, videos, and music. You can sort your

media contents on the TV easily.

MediaServer

TwonkyMedia Conf

Version 4.4.2

[ Savechanges | [ Cancel |

[JETT Type ABC
: : Pichme mode 1: Alburr ~
dvanced Setup | Pichma mode & Dale Year * [ =
" Eevnal sppications
. Month » o
F s ree Plchime moide 3 Felder
¥ Pichure free
b videe S Pichima mode 4
b Miigcelianeous
Add node
: Troublgshogling A individyal picturs Ravgason tree wilh up 10 S Nodes may be spatied
A rnigation free and e node fee kv 0 be spetiisd
B Towsnle\isten SmbH
2003.3008)
CURITLE T T |
Haagation Tres Setup: Cugtam »
Thare ks he chaice of seliecting different pra-condigured navigalion frees or defining & cuslomized e skl

When you have completed the configuration, make sure you have clicked the button
‘Save Changes’ to save the settings.

You can now move the MP3, images, and videos to the Qmultimedia or Multimedia

folder or any custom folders you added via Windows mapped drives or FTP to the
NAS for your media player.
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Set up the connection of the media player

About physical wiring

We use a high definition (HD) media player with QNAP NAS is this example. The
media player is used to receive the streamed multimedia file sent by your UPnP
media server on the NAS, then transcode these files to your TV or Hi-Fi system.
Because of the limited cable length of these interfaces, normally you have to place

your media player near your TV and Hi-Fi system.

About TCP/IP settings

Connect your media player to the LAN at your home and set to acquire the IP
address by DHCP. (Most of the media players are defined as DHCP client, which
obtains an IP address automatically from the network.)

Connect the video and audio output of the media player to your TV

The media player may provide different video and audio interfaces, such as
Composite video/audio output, S-Video for video output, S/PDIF digital audio, or
HDMI interface which can carry both video and audio signals.
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Example 1 (Buffalo LinkTheater)
In this example, the video out and audio out cables are connected to the TV. You

can also connect audio out to your stereo acoustic system.

Turn on the TV that is connected to the media player, you can select the options
available by the remote control of the media player. The media player will find the
NAS on the network. The NAS name will be displayed on the screen.

Link Theater ..
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You will find the photos, video, and music shared by the specified folder on the NAS.
You can use the remote control of the media player to select and play the files.

- O05A sallsinin 4 r

A
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Example 2 (ZyXEL's DMA-1000W)
ZyXEL DMA-1000W is one of the models which are based on SigmaDesigns’

platform.

If your TV provides an HDMI interface, both audio and video signals can be carried
by the single cable. Simply connect your media player to your TV by an HDMI
cable.
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If your TV does not provide an HDMI interface, you can connect an S-Video cable to
your TV for video output, and connect Composite left/right audio interface for audio
output. If you look for higher quality of music playing, you can use an S/PDIF cable

to connect the media player to your Hi-Fi system.

Turn on and switch your TV to the correct interface (HDMI or S-Video). Use the
remote control of the media player to enter the ‘Server’ page, the media player
detects the NAS automatically. You can now play the multimedia files or listen to
the Internet radio from the NAS.

& SERVER

T e

MODEL MAME

S NULECT & EHTER & RACK
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Appendix E. Host a Forum with phpBB on QNAP NAS

This section shows you how to host a forum with the popular open source forum
software phpBB on QNAP NAS.

Activate the web server and MySQL database server
Login the administration page of the NAS and go to ‘Network Services’ > ‘Web
Server’. Select the option ‘Enable Web server’ and click *Apply’.

(] Home | Home >> Network Services >> Web Server Welcome admin | Logou Engish |
=] Oveniew
2] Systemn Administration WE‘b Se rver 2
] Disk Management
] Access Right Management Web Server
o ]
- Crosoft Networking After enabling this function, you can upload the webpage files to "Qweb” network share to publish your
® {pole Networking S
Fs s £ [2 Enavievieo sever
i RTP Service PotNumber 80
&4 Teinet/SSH register_globals: ) On @ Of
B P Seftin
After enabling this service, click the following link to enter to Web Server.
4. Network Service Discovery hitp:#192.168 1.3:80/
1 Applications
(2] Backup

I] Exemal Device

2 System Status

php.ini Maintenance

| php.ini Maintenance

The file php.ini is the system configuration file of Web Server. After enabling this funclion, you can
edit, upload or restore this file. It is recommended fo use the system default sefting.
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Next go to ‘Applications’ > ‘MySQL Server’ and select both ‘Enable MySQL Server’
and ‘Enable TCP/IP Networking’ then click *‘Apply"”.

Home: B | tiome >> Applications >> MySQL Server Welcome admin | Logout Engish ¢
=) Overview
2] System Administration MYSQL Se rver D
> (2] Disk Management
[0 Access Right Management MySQL Server

b Network Senvices
. You can enable MySQL server as the website database.
b File Manager ¥/ Enable MySQL Server

edia Station Enable this option to allow Mfinote connection of MySOL server.
|@ Enable TCPAP Nemorl:lngl
Port Mumber 3306 |

edia Server Note: You can install the phpMyAdmin package to manage your MySQL server. To
] phpMyAdmin, please click hara.

I QPKG Plugins
» [ Backup

(2] Exemal Device APPLY

» L] System Status

Database Maintenance

You can reset the database password or re-initialize the database.

RESET ROOT PASSWORD | | RE-INITIALIZE DATABASE |
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Create a database for phpBB3 in phpMyAdmin

Prior to installing phpBB3, create a new database for it and we will use phpMyAdmin
to create the database so install phpMyAdmin QPKG if you do not have it running
on your NAS yet. Once installed point your browser to
http://NAS-IP/phpMyAdmin/ and enter the user name and password to login
(default user name and password is root/admin). You can also select your
preferred language.

php

—clear view

Welcome to phpMyAdmin

Language

- gl

English -

Login e

lsermname)] root

Password)| eesss

Once in, enter the database name ‘phpbb3’ in the field says ‘Create new database’
and choose a default encoding language you prefer (UTF-8 for best compatibility)
then click ‘Create’. Then, proceed to the next step.

My 5QL 127.0.0.1

o
phpbb3 || utfé_unicode_ci -

Create

A Mys0L connection collation:  utf8_unicode_ci - 8
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Start the phpBB3 web-based installation
Download the phpbb3 source archive from
http://www.phpbb.com/downloads/olympus.php and download the [Full Package]

one and unzip it to your Qweb or Web share folder.

[ Full Package ]

Contains entire phpBB2 source and
english language files.

Best suited for new installations.
fﬁ Download phpEE 3.0.5 (zip)

SZel £ L2 Haib
md3sum: €Scdec3fl485e510cEbiaSdaciS43abe

QE Download phpBE 2.0.5 (bz2)

Size: 1.43 MiB
mdIsum: 724bE£%02330d45008037 lofebI0d1A5

Point your browser to ‘http://NAS-IP/phpBB3’ and you should see the phpBB3
web-based installation page like below. Click ‘INSTALL' tab to start.

» .
-~ 4

~ ~ -
e
-../I-...J‘.Ju._./-._.f

J OVERVIEW |rmrf]|' CONVERT

Installation Panel
Select language: | British En_g_ﬁsf“l.lzl @

* Introduction |ntdeUCt10n
License Welcome to phpBB3!
Support

phpBB™ is the most widely used open source bulletin board solution in the world.
phpBB3 is the latest installment in a package line started in 2000. Like its predecessors,
phpBB32 is feature-nich, user-friendly, and fully supported by the phpBB Team. phpBB3
greatly improves on what made phpBB2 popular, and adds commeonly requested features
that were not present in previous versions. We hope it exceeds your expectations.

This installation system will guide you through installing phpBB3, updating to the latest
version of phpBB3 from past releases, as well as converting to phpBE3 from a different
discussion board system (induding phpBB2). For more information, we encourage you to
read the installation guide.

To read the phpBB3 license or leamn about obtaining support and our stance on it, please
select the respective options from the side menu. To continue, please select the
appropriate tab above.
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Click ‘Proceed to next step’.

= .H ™~ _')'-.;

-

OVERVIEW  INSTALL | CONVERT |

Installation Panel

Selectanguage: |Briish engiish ] [Chsmse]

* Introduction
Requirements
Database settings
Administrator details
Configuration file
Advanced settings
Create database tables
Final stage

Welcome to Installation
‘With this option, it i1s possible to install phpBBE3 onto your server.

In order to proceed, you will need your database settings. If you do not know your
database settings, please contact your host and ask for them. You will not be able to
continue without them. You need:

* The Database Type - the database you will be using.

* The Database server hostname or DSN - the address of the database server.

* The Database server port - the port of the database server (most of the time
this is not needed).

» The Database name - the name of the database on the server.

* The Database username and Database password - the login data to access the
database.

Mote: if you are installing using SQLite, you should enter the full path to your database
file in the DSN field and leave the usermame and password fields blank. For secunty
reasons, you should make sure that the database file is not stored in a location
accessible from the web.

phpBB3 supports the following databases:

MySQL 2.22 or above (MySQLiI supported)
PostgreSQL 7.3+

SQLite 2.8.2+

Firebird 2.0+

MS SQL Server 2000 or above (directly or via ODBC)
Oracle

Only those databases supported on your server will be di

|Proceed to next step|

The installation compatibility page will be shown. In most of the cases your current

web server should be compatible with the requirements so click ‘Start install’ to go

the next step.
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Fill up the fields with your MySQL information including the hosthame, database
name, database username. and database password then click ‘Proceed to next step’
to continue.

i~ &\ Installation Panel

ol

OVERVIEW INSTALL CONVERT

* Intreduction Database configuration

v Requirements )
* Database settings Database type: MVSQLE'

Administrator details Database server hostname or DSN: | [127.0.0.1
Configuration file DSN stands for Data Source Name and is
L relevant only for ODBC instalis.
Advanced settings
Create database tables Databa;e server port: )
; Leave this blank unless you know the

Final stage server operates on a non-standard port.
Database name: |phpbb3
Database username: Eroﬁt
Database password: (snnnn
Prefix for tables in database: |phpbb_

Proceed to next 5tep| /

You should see ‘Successful connection’ if your MySQL server is running and the
database ‘phpbb3’ we created earlier is present. Click ‘Proceed to next step’.

| =, P
o i il s e

9y Ve Installation Panel

- |

OVERVIEW INSTALL CONVERT

* Introduction Database connection
+ Requirements

» Database settings Test connection: Successful connection
Administrator details -

Configuration file

Advanced settings Proceed to next StEFll

Create database tables

Final stage
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Specify the phpBB3 administrator username and password as well as a valid email

address.

—_ =

]
~ ~ il
I_r\l !
e W el S Nt

OVERVIEW INSTALL CONVERT

Once done, click ‘Proceed to next step’.

Installation Panel

~ Introduction
¥ Reguirements
v Database settings

. Administrator
details

Configuration file
Advanced settings
Create database tables

Final stage

Administrator configuration

Default board language:
Administrator username:

Please enter & username between 3 and
20 characters in length.

Administrator password:

Please enter a password between 6 and
30 characters in length.

Confirm administrator password:

Contact e-mail address:

Confirm contact e-mail:

[admin
|l........

[alélminl@llmyforum.com

|admin@myforurn.com

|Proceed to next step|

«

You should see ‘Tests passed’ and click ‘Proceed to next step’.

~ ) TN e 4
W e

OVERVIEW INSTALL CONVERT

Installation Panel

~ Introduction
¥ Reguirements
v Database =ettings

, Administrator
details

Configuration file
Advanced settings

Create database tables

Final stage

Administrator details

Check administrator settings:

Tests passed

Proceed to next 5tep|
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phpBB3 writes all the settings information to a configuration file (config.php) at this
stage. Click ‘Proceed to next step’.

* Configuration file

Sevecd “ries" I 0w want o have o send
#-mal i & namar cansar inmead af the
focal mad function.

Coslee seture: I""l-ud & Cignbied
I pour sanver is runing wa 551 sat s

Fo anabisd sive lawsa o Hring

s enatslad and no¢ sumaig e SAL ml

eyl I SEVET SYTOS GuTing redviects,

CODHIE SEEINE SETGS (HESp: 47 OF
LT TR

Dumain same:
The goman aame (s boand ans from:
[(for arampla: vev_aczasple. ccal.

Barver port:
Thar pont your SnET N TONRING O,
uswaly S0, only chsage f difarent.

Script pathc
The path where pADAR & lncsned relaiee
Fo the doman same, 8.0 phgliL
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phpBB3 creates all the database tables and populates some initial data at this stage.

Click *Proceed to next step’.

:.;f | ;:J:J Installation Panel

OVERVIEW INSTALL | CONVERT

~ Introduction The database tables used by phpBB 3.0 have been created a#d populated with some
initial data. Proceed to the next screen to finish installing BB.

~ Reqguirements

v Database settings Proceed to next step
~ Administrator details

~ Configuration file
~ Advanced settings

Create database
tables

Final stage

Now there is one more thing you need to do is that you have to delete the
installation folder located under the phpBB3 folder. Once deleted you can click
‘Login’ to enter the administration page of phpBB3.

oY i
e

OVERVIEW INSTALL | CONVERT

:;f | "J Ll Installation Panel

* Introduction Congratulations!

~ Reguirements
You have now successfully installed phpBB 2.0.5. From here, you have two options as to

v Database settings : ;
what to do with your newly installed phpBB3:

~ Administrator details

~ Configuration file

» Advanced settings Convert an existing board to phpBB3

~ Create database tables The phpBB Unified Convertor Framework supports the conversion of phpBBE 2.0.x and
other board systems to phpBB3. If you have an existing board that you wish to convert,

* Final stage
please proceed on to the convertor.

Go live with your phpBB3!

Clicking the button below will take you to your Administration Control Panel (ACP). Take
some time to examine the options available to you. Remember that help is available
online via the Documentation and the support forums, see the README for further

information.

Please now delete, move or rename the install directory before you use your board.
If this directory is still present, only the Administration Control Panel (ACP) will be
accessible.

h

Powered by phpBE © 2000, 2002, 2005, 2007 phpBB Group
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This is the phpBB3 Administration Control Panel where you can perform all
administrative tasks.

D" i [ ey

a Agmis irades + Boand e

Tou mre kogged ines:
[ 80P Logaut |

e
Macags users
Marags growEs
Fn=ags foums
Moserstor g
Spba T TOtalE
PHP nformation

BOARN CONEITRATICN
AmmchinEn SEmS
Scard sefngs
Bcard fasturas
Sawie pEmngE

Frivshe mess pe
maitirge

Fost settings
Signature seltings

Usar regmtrsbon
SIS

‘wiaual comfirmaton
settings

LIRS (DO CATIOH
Besthentizshon

E-mail semngs
labber semngm

ARV CORFRIRA TIONH
ook semngs
SErwET SElig E
Sacunty sethrgs
Lomd mattings
Search semngs

Welcome to phpBB

Thank you for choosing phoBB as your beard solution. This soraan will giva vou 3 quick
cgrview of all the vanous statistice of yeur board, The inks on the lah hand sede of
this screan alow you o control avery asp=ct of your board axpaniance. Each page will
hawe instruchons on how bo use the tools.

Board statistics

FHumbe of posta: 1 Pasty par day: 1
Hurmber of T0gks: i Tofics per day! 1
Rumber of usars: 1 Usern par day: 1

Husbes ol

iiachiranies L] Asischments per day:

B . T.::Iunll.'.rml:"-

Avale drodery sz

Cistabaze sre: PEI.6I KB 9"'.! """‘“""”": N

Distwbass swrvar: MySQL 5.0.87-log
208

Resmchronise or reset statistics

Aempt most users sver onlss

GEip compressmn:
Board wersion:

Ramuot board' s start dats

Remynchronisa stakistics
Fecl Cuiates e 1otal suliier of poat.
tngacs, users s s,

Hesynchronise post Counts

Cinly #wghng poshs will b teien iro
cornmdersbion. Fruned posts wil not be
counied.

Resynchronise dobted opics

First unearks oll 10pees and fen
cnrvecHy Mok bopce thet Fave geen
mny sty derng the past nx months.

R

Purge the cache

Purga all cache misted itema, thia
adudes sy cached terglaee Hles o
.

Logged administrator actions

This gives an overaew of the lest fve adsons camad oot by board admnistrators. & full
comy of the log can be vewed from the sppropriste menu fem or folowang the ik
Esidiws.

= Viaw adminestrator leg

150.168.1.1 Tios Jin 30, 2009 118 pm Installed phpBB 3.00%

Inactive users

Thiz iz & izt of the last 10 regstensd users who have macbve acoourgs, & full st is
sreailable from the appropriste meny item or by falowng the link bslow frem whare
s ran activee. delete nr remired (b mendivn an semell thees omers f vnn wish.
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This is the front page of your freshly installed phpBB3 forum. Start sending out
forum invitations to establish your online community.

BB rerens
=5 ™ Yourdomain.com QSearch.. |
p IpCI A short text to describe your forum B

ting mmunities

Advanced search

{} Board index A

F8user Control Panel (0 new messages) » \fiew your posts @FAQ HMembers @ Logout [ admin ]

It is currently Tue Jun 30, 2009 4:17 pm

Last visit was: Tue Jun 30, 2009 4:14 pm
[ Moderator Control Panel ]

View unanswered posts * Wiew new posts * View active topics Mark forums read

YOUR FIRST CATEGORY TOPICS  POSTS LAST POST
6 Your first forum 1 1 by admin G
Description of your first forum. Tue Jun 30, 2009 4:14 pm
WWHO 1S OHLINE

In total there are 2 users online :: 1 registered, 0 hidden and 1 guest (based on users active over the past 5 minutes)
Most users ever online was 2 on Tue Jun 30, 2009 4:17 pm

Registered users: admin
Legend: Administrators, Global moderators

STATISTICS

Total posts 1 » Total topics 1 » Total members 1 * Our newest member admin

<> Board index The team » Delete all board cookies » All times are UTC

Powered by phpBB & 2000, 2002, 2005, 2007 phpBB Group
Administration Control Panel

308



Technical Support

QNAP provides dedicated online support and customer service via instant

messenger. You can contact us by the following means:

Online Support: http://www.gnap.com/

MSN: g.support@hotmail.com
Skype: gnapskype
Forum: http://forum.gnap.com/

Technical Support in the USA and Canada:

Email: g supportus@gnap.com

TEL: 909-595-2819 ext. 185

Address: 166 University Parkway, Pomona CA 9176

Service Hours: 08:00-17:00 (GMT- 08:00 Pacific Time, Monday to Friday)
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other
kinds of works.

The licenses for most software and other practical works are designed to take away
your freedom to share and change the works. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change all versions of
a program--to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software;
it applies also to any other work released this way by its authors. You can apply it
to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source
code or can get it if you want it, that you can change the software or use pieces of

it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if
you distribute copies of the software, or if you modify it: responsibilities to respect
the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee,
you must pass on to the recipients the same freedoms that you received. You must
make sure that they, too, receive or can get the source code. And you must show
them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert
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copyright on the software, and (2) offer you this License giving you legal permission
to copy, distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is
no warranty for this free software. For both users’ and authors’ sake, the GPL
requires that modified versions be marked as changed, so that their problems will

not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions
of the software inside them, although the manufacturer can do so. This is
fundamentally incompatible with the aim of protecting users’ freedom to change the
software. The systematic pattern of such abuse occurs in the area of products for
individuals to use, which is precisely where it is most unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those products. If
such problems arise substantially in other domains, we stand ready to extend this
provision to those domains in future versions of the GPL, as needed to protect the

freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the

GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
0. Definitions.

‘This License’ refers to version 3 of the GNU General Public License.

‘Copyright’ also means copyright-like laws that apply to other kinds of works, such
as semiconductor masks.

‘The Program’ refers to any copyrightable work licensed under this License. Each
licensee is addressed as ‘you’. ‘Licensees’ and ‘recipients’ may be individuals or
organizations.

To ‘modify’ a work means to copy from or adapt all or part of the work in a fashion
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requiring copyright permission, other than the making of an exact copy. The
resulting work is called a ‘modified version’ of the earlier work or a work ‘based on’

the earlier work.

A ‘covered work’ means either the unmodified Program or a work based on the

Program.

To ‘propagate’ a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright
law, except executing it on a computer or modifying a private copy. Propagation

includes copying, distribution (with or without modification), making available to the

public, and in some countries other activities as well.

To ‘convey’ a work means any kind of propagation that enables other parties to
make or receive copies. Mere interaction with a user through a computer network,

with no transfer of a copy, is not conveying.

An interactive user interface displays ‘Appropriate Legal Notices’ to the extent that
it includes a convenient and prominently visible feature that (1) displays an

appropriate copyright notice, and (2) tells the user that there is no warranty for the
work (except to the extent that warranties are provided), that licensees may convey
the work under this License, and how to view a copy of this License. If the interface
presents a list of user commands or options, such as a menu, a prominent item in

the list meets this criterion.

1. Source Code.
The ‘source code’ for a work means the preferred form of the work for making

modifications to it. ‘Object code’ means any non-source form of a work.

A ‘Standard Interface’ means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The ‘System Libraries’ of an executable work include anything, other than the work
as a whole, that (a) is included in the normal form of packaging a Major Component,
but which is not part of that Major Component, and (b) serves only to enable use

of the work with that Major Component, or to implement a Standard Interface for
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which an implementation is available to the public in source code form. A *‘Major
Component’, in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable
work runs, or a compiler used to produce the work, or an object code interpreter

used to run it.

The ‘Corresponding Source’ for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available
free programs which are used unmodified in performing those activities but which
are not part of the work. For example, Corresponding Source includes interface
definition files associated with source files for the work, and the source code for
shared libraries and dynamically linked subprograms that the work is specifically
designed to require, such as by intimate data communication or control flow

between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The
output from running a covered work is covered by this License only if the output,
given its content, constitutes a covered work. This License acknowledges your rights

of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey
covered works to others for the sole purpose of having them make modifications
exclusively for you, or provide you with facilities for running those works, provided
that you comply with the terms of this License in conveying all material for which
you do not control copyright. Those thus making or running the covered works for
you must do so exclusively on your behalf, under your direction and control, on

terms that prohibit them from making any copies of your copyrighted material
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outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting

circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid
circumvention of technological measures to the extent such circumvention is
effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a
means of enforcing, against the work’s users, your or third parties’ legal rights to

forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice; keep intact all notices stating that this License
and any non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all recipients a copy

of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it
from the Program, in the form of source code under the terms of section 4, provided

that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving
a relevant date.
b) The work must carry prominent notices stating that it is released under this

License and any conditions added under section 7. This requirement modifies the
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requirement in section 4 to ‘keep intact all notices’.

¢) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license the
work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or
distribution medium, is called an ‘aggregate’ if the compilation and its resulting
copyright are not used to limit the access or legal rights of the compilation’s users
beyond what the individual works permit. Inclusion of a covered work in an

aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4
and 5, provided that you also convey the machine-readable Corresponding Source

under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a
physical distribution medium), accompanied by the Corresponding Source fixed on
a durable physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a
physical distribution medium), accompanied by a written offer, valid for at least
three years and valid for as long as you offer spare parts or customer support for
that product model, to give anyone who possesses the object code either (1) a copy
of the Corresponding Source for all the software in the product that is covered by
this License, on a durable physical medium customarily used for software
interchange, for a price no more than your reasonable cost of physically performing
this conveying of source, or (2) access to copy the Corresponding Source from a
network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and

noncommercially, and only if you received the object code with such an offer, in
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accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for
a charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to copy
the Corresponding Source along with the object code. If the place to copy the object
code is a network server, the Corresponding Source may be on a different server
(operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding
Source, you remain obligated to ensure that it is available for as long as needed to
satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform
other peers where the object code and Corresponding Source of the work are being
offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A ‘User Product’ is either (1) a ‘consumer product’, which means any tangible
personal property which is normally used for personal, family, or household
purposes, or (2) anything designed or sold for incorporation into a dwelling. In
determining whether a product is a consumer product, doubtful cases shall be
resolved in favor of coverage. For a particular product received by a particular user,
‘normally used’ refers to a typical or common use of that class of product, regardless
of the status of the particular user or of the way in which the particular user actually
uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or
non-consumer uses, unless such uses represent the only significant mode of use of
the product.

‘Installation Information’ for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified
versions of a covered work in that User Product from a modified version of its
Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no case prevented or interfered with

solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for
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use in, a User Product, and the conveying occurs as part of a transaction in which

the right of possession and use of the User Product is transferred to the recipient in
perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for
example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has
been modified or installed by the recipient, or for the User Product in which it has
been modified or installed. Access to a network may be denied when the
modification itself materially and adversely affects the operation of the network or

violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord
with this section must be in a format that is publicly documented (and with an
implementation available to the public in source code form), and must require no

special password or key for unpacking, reading or copying.

7. Additional Terms.

‘Additional permissions’ are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that
are applicable to the entire Program shall be treated as though they were included
in this License, to the extent that they are valid under applicable law. If additional
permissions apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by this License

without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any

additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered

work, for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a
covered work, you may (if authorized by the copyright holders of that material)

supplement the terms of this License with terms:
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a) Disclaiming warranty or limiting liability differently from the terms of sections 15
and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions
in that material or in the Appropriate Legal Notices displayed by works containing
it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that
modified versions of such material be marked in reasonable ways as different from
the original version; or

d) Limiting the use for publicity purposes of nhames of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names,
trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered ‘further restrictions’ within
the meaning of section 10. If the Program as you received it, or any part of it,
contains a notice stating that it is governed by this License along with a term that
is a further restriction, you may remove that term. If a license document contains
a further restriction but permits relicensing or conveying under this License, you
may add to a covered work material governed by the terms of that license document,

provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in
the relevant source files, a statement of the additional terms that apply to those files,

or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a
separately written license, or stated as exceptions; the above requirements apply
either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent

licenses granted under the third paragraph of section 11).
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However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently
if the copyright holder notifies you of the violation by some reasonable means, this
is the first time you have received notice of violation of this License (for any work)
from that copyright holder, and you cure the violation prior to 30 days after your

receipt of the notice.

Termination of your rights under this section does not terminate the licenses of
parties who have received copies or rights from you under this License. If your rights
have been terminated and not permanently reinstated, you do not qualify to receive

new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence
of using peer-to-peer transmission to receive a copy likewise does not require
acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a covered work, you

indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with this

License.

An ‘entity transaction’ is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging
organizations. If propagation of a covered work results from an entity transaction,
each party to that transaction who receives a copy of the work also receives

whatever licenses to the work the party’s predecessor in interest had or could give
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under the previous paragraph, plus a right to possession of the Corresponding
Source of the work from the predecessor in interest, if the predecessor has it or can

get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted
or affirmed under this License. For example, you may not impose a license fee,
royalty, or other charge for exercise of rights granted under this License, and you
may not initiate litigation (including a cross-claim or counterclaim in a lawsuit)
alleging that any patent claim is infringed by making, using, selling, offering for sale,

or importing the Program or any portion of it.

11. Patents.
A ‘contributor’ is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called

the contributor’s ‘contributor version’.

A contributor’s ‘essential patent claims’ are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be
infringed by some manner, permitted by this License, of making, using, or selling its
contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this
definition, ‘control’ includes the right to grant patent sublicenses in a manner

consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale,
import and otherwise run, modify and propagate the contents of its contributor

version.

In the following three paragraphs, a ‘patent license’ is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement). To
‘grant’ such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge

and under the terms of this License, through a publicly available network server or
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other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner consistent with
the requirements of this License, to extend the patent license to downstream
recipients. ‘Knowingly relying’ means you have actual knowledge that, but for the
patent license, your conveying the covered work in a country, or your recipient’s use
of the covered work in a country, would infringe one or more identifiable patents in

that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent
license to some of the parties receiving the covered work authorizing them to use,
propagate, modify or convey a specific copy of the covered work, then the patent
license you grant is automatically extended to all recipients of the covered work and

works based on it.

A patent license is ‘discriminatory’ if it does not include within the scope of its
coverage, prohibits the exercise of, or is conditioned on the non-exercise of one or
more of the rights that are specifically granted under this License. You may not
convey a covered work if you are a party to an arrangement with a third party that
is in the business of distributing software, under which you make payment to the
third party based on the extent of your activity of conveying the work, and under
which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (@) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily
for and in connection with specific products or compilations that contain the covered
work, unless you entered into that arrangement, or that patent license was granted,
prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied
license or other defenses to infringement that may otherwise be available to you

under applicable patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot convey a covered work so as to satisfy

simultaneously your obligations under this License and any other pertinent
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obligations, then as a consequence you may not convey it at all. For example, if you
agree to terms that obligate you to collect a royalty for further conveying from those
to whom you convey the Program, the only way you could satisfy both those terms

and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting
work. The terms of this License will continue to apply to the part which is the
covered work, but the special requirements of the GNU Affero General Public License,
section 13, concerning interaction through a network will apply to the combination

as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit

to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that
a certain numbered version of the GNU General Public License ‘or any later version’
applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of

a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However,
no additional obligations are imposed on any author or copyright holder as a result

of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM ‘AS IS’
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WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be
given local legal effect according to their terms, reviewing courts shall apply local
law that most closely approximates an absolute waiver of all civil liability in
connection with the Program, unless a warranty or assumption of liability

accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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